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Compliance professionals are 
generally subject to budget 
constraints similar to their 

colleagues in sales and operations. Despite 
the increasing burden of laws, regulations, 
and industry standards, staff and software 

solutions are finite resources that 
must be efficiently deployed to 
detect and mitigate compliance 
risks. The most effective method 
to maximize the impact of your 
compliance team is to develop an 
enterprise-wide compliance risk 
management plan (CRMP) to target 
key regulatory risks.

In addition to providing your 
compliance team with a blueprint for 
monitoring and testing higher-risk 
products, services, systems, and processes 
within your organization, a CRMP and its 
underlying risk assessment demonstrate 
to auditors and regulators that your 
risk management program is objective, 
documented, and repeatable. Having a well-
defined plan supported by a comprehensive 
risk assessment can go a long way toward 
demonstrating appropriate due diligence, 

even when an organization experiences an 
unforeseen compliance failure.

Compliance risk assessment
There is no one-size-fits-all CRMP that will 
address the needs of every organization. 
Conducting a comprehensive compliance risk 
assessment is the catalyst for developing a 
risk-based plan. Building the risk assessment 
begins by identifying a universe of applicable 
compliance risks that pertain to your industry 
within your regulatory environment. Some 
legal and regulatory requirements pertain to 
most organizations (e.g. labor laws, workplace 
safety), while many requirements will be 
distinctly tied to your industry and geography.

If you fail to plan…
 » Effective compliance risk management must be guided by a plan that maximizes scarce resources.

 » Conducting a comprehensive compliance risk assessment can reduce your organization’s exposure to regulatory 
sanctions and costly litigation.

 » Identifying the universe of applicable compliance risks is the beginning of the risk assessment process.

 » Applying both quantitative and qualitative analysis to compliance risks results in a more accurate measure of 
residual risks.

 » Reducing compliance risk can reduce your organization’s exposure to significant financial penalties and 
reputational damage.

by Cris Mattoon, JD, CCEP, CAMS

Mattoon

Building the risk assessment 
begins by identifying a 

universe of applicable 
compliance risks that pertain 
to your industry within your 

regulatory environment.
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While professional 
judgment invariably 

comes into play when 
applying metrics to 

compliance risks, it is 
important to adhere to 
an objective framework 
that eliminates as much 
bias and inconsistency 

as possible.

The objective to populating the risk 
universe is to be as inclusive as feasible, 
versus eliminating compliance risks 
deemed to be remote. Avoid the temptation 
to prejudge. Encourage your compliance 
team to solicit input from management 
representing customer-facing and back-office 
functions across your organization. Where 
possible, meet with management face to 
face. When distance 
is a factor, employ 
videoconference or 
telephone calls to 
speak directly with 
colleagues, resorting 
to electronic surveys 
where necessary 
to accommodate 
busy schedules and 
international time 
zone disparities. The 
primary objective is to 
incorporate as many 
internal viewpoints as 
possible to ensure the 
most complete picture 
of the risks with 
which your colleagues contend.

Leverage data from the environment 
in which your organization does business. 
Integrate pending and newly-enacted laws 
and regulations affecting your industry, 
as well as adverse marketplace trends and 
litigation impacting your organization and its 
competitors. All information gathered during 
this process should be summarized in process 
narratives that support the quantification of 
residual risk.

Arriving at residual risk
Once the risk universe has been identified, 
then it’s time to apply quantitative and 
qualitative analysis. While professional 
judgment invariably comes into play when 

applying metrics to compliance risks, it is 
important to adhere to an objective framework 
that eliminates as much bias and inconsistency 
as possible.

The quantity of risk represents the 
inherent exposure that an organization 
would likely experience in the absence of 
internal controls and other mitigating factors. 
Grouping these factors into categories such 

as institutional 
risks, legal and 
regulatory risks, 
and environmental 
risks allows for 
manageable 
assessment of 
internal and external 
threats.

Applying metrics 
to each inherent risk 
identified in your 
universe is important 
to establishing 
parity between risks. 
I have observed 
various methods for 
applying numerical 

factors to compliance risk assessments, but 
my preference is to assign numbers (e.g., one 
through five) that represent ranges of financial 
exposure that align with an organization’s 
approved risk appetite. Additionally, adding 
color coding that represents the severity of 
the numbers (e.g., red-yellow-green) aids 
directors and senior management to more 
readily observe the potential financial impact 
of a compliance failure that would result in 
regulatory penalties, legal settlements, and 
lost revenue.

The quality of risk management measures 
the impact of mitigating factors that an 
organization implements to reduce compliance 
risk exposure. These might include board 
and senior management oversight; policies, 
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procedures, and limits; risk monitoring and 
MIS reporting; and internal controls and 
training. Assigning numbers that represent 
the reduction in financial exposure that each 
mitigating factor has upon each risk in the 
universe ensures that a consistent approach is 
applied to each inherent risk.

The resulting residual risk is the financial 
exposure that remains 
once the quality of 
risk management 
has been applied to 
the quantity of risk 
inherently present 
for each risk factor. 
Although variances 
might exist, it would 
be the objective of this 
analysis to allow two 
different compliance 
professionals to 
perform the exercise 
and arrive at similar 
residual risk metrics.

Developing the 
compliance risk management plan
Ranking residual risks according to the 
highest severity will then allow you to 
identify the risks that likely deserve attention 
in the following year. Assigning resources 
to monitor, examine, and test higher risks 
will ensure that your Compliance function 
has the most impact possible to reduce risk 
to your organization. To further refine the 
CRMP, examinations and testing can be 
scoped to target lines of business, distribution 
channels, and jurisdictions that present the 
most exposure within a given risk factor. For 
example, if a particular state regulator has 
been actively pursuing your competitors, 
then you might target an examination of the 
key compliance controls your organization 
employs in that state. Similarly, current 

federal themes (e.g., cybersecurity, consumer 
privacy, and incentive compensation) can be 
tested in a line of business or distribution 
channel that invites elevated scrutiny due to 
reported class action litigation.

Regardless of what choices you make 
to develop your organization’s CRMP, the 
outcomes of your compliance activities 

should be able 
to demonstrate 
that appropriate 
controls are in 
place (or require 
remediation). 
Further, you will 
be able to report 
periodic results 
of your plan 
activities to senior 
management and 
the board to provide 
further assurance 
that compliance risk 
is being managed 
within the approved 
risk appetite.

Conclusion
At many organizations, compliance 
professionals are being asked to “do 
more with less” amidst budget pressures 
and shifts toward technological tools. 
Accurately identifying, quantifying, and 
ranking the compliance risks applicable to 
your organization can lead to significant 
efficiencies and improved effectiveness. An 
effective compliance risk assessment and 
annual plan can reduce your organization’s 
exposure to significant financial penalties, as 
well as legal, reputational, and operational 
risk that can severely impact your brand. ✵
 
 
 
 
Cris Mattoon (cqmattoon@aaamichigan.com) is Director, Corporate & 
Financial Services Compliance at the Auto Club Group in Dearborn, MI.

Regardless of what choices 
you make to develop 
your organization’s 

CRMP, the outcomes 
of your compliance 

activities should be able 
to demonstrate that 
appropriate controls 

are in place (or require 
remediation).
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