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T hink about the last time that someone 
in your organization committed a 
compliance violation. Did you wonder 

why they would do such a thing? Would 
you and other members of your compliance 
team hypothesize and come up with reasons 
the violation was committed? In all of your 
theorizing, did you ever consider it possible 
that your compliance program and the 
measures you use to implement it could have 
played a role in causing the violation? 

Carrot and stick
In February 2017, the United States 
Department of Justice (DOJ) issued the 
Evaluation of Corporate Guidelines, a 
document designed to educate corporations on 

the factors that DOJ considers to be 
the basis for an effective compliance 
program.1 By issuing this document, 
DOJ attorneys placed responsibility 
for an effective compliance 
program onto the various corporate 
executives in the hopes that this 
would outline the steps needed to 
ensure that a culture of compliance 
was instituted throughout the corporation. 

DOJ’s action was not without benefits 
to corporations that chose to follow the 
issued guidelines. Sometimes called 
“duty-based” sentencing, the organizational 
guidelines incentivize companies to police 
the criminal conduct of their employees 
by reducing corporate fines if firms have 
an effective program to prevent violations 
of law, promptly report wrongdoing, 
fully cooperate with the government, 

To err is human: How 
compliance programs affect 
your employees

 » Many compliance programs fail to take into account the natural and automatic human behaviors that occur in the subconscious.
 » An overaggressive compliance program can lead employees to evade compliance protocols as they experience psychological 
reactance, the personal motivation to regain a freedom after it has been lost.

 » A compliance program that aims to govern employee behavior through monitoring, detection systems, and the threat of 
punishment could lead employees to suffer from the reverse Pygmalion effect, which is a tendency to live down to lowered 
expectations.

 » When organizational values and employee values align, the brain responds by making compliance “the right thing to do” and not 
just “what should be done.”

 » If management commits to honesty and integrity as well as exhibiting a willingness to listen to employees who report policy 
violations, organizational commitment and attitudes toward the compliance program improve substantially.

by Michael Bret Hood, MBA, CFE
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and accept responsibility. This “carrot 
and stick approach” was intended to use 
criminal sentencing to convert companies 
from “passive bystanders who hoped their 
employees would behave well to active 
advocates for ethical conduct on the job.”2. 

Given DOJ’s direction, organizations 
hired those who were most familiar with the 
new guidelines. “Top compliance officers 
at major corporations are often not just 
attorneys, but many are former prosecutors 
and regulatory agents.”3 Although these 
new compliance officers, as well as the 
corporate boards and executives who hired 
them, have good intentions, you often build 
the very thing 
with which you 
are most familiar. 
The programs 
these officials 
subsequently built 
are referred to as 
command-and-
control programs. 
“These programs, 
and their associated 
communications, 
aim to govern 
employee behavior 
largely through 
concrete incentives, 
principally deterring misconduct via 
monitoring and detection mechanisms 
and the threat of punishment. The explicit 
message is the same as the message from 
law enforcement: follow the rules or pay the 
penalty.”4 

Command-and-control programs
What most compliance officials fail to take 
into account, however, are the psychological 
and behavioral implications that follow such 
a command-and-control compliance program. 
Daniel Kahneman, author of the book, 

Thinking, Fast and Slow, proposed a model 
that described two distinct brain operating 
systems, which he classified as System 1 and 
System 2. System 1 was described as your 
reactionary brain making instantaneous 
decisions on predisposed judgments and 
often operating in the subconscious, and 
System 2 represented the conscious brain 
that attempts to rationally weigh facts and 
considerations before making a decision.

If System 1 and System 2 were compared 
to computer processing power, System 1 is 
significantly superior to System 2. “Between 
the five basic senses, estimates suggest we 
take in more than 11 million bits a second. 

Yet, we consciously 
process only 
around 16 bits a 
second, the tiniest 
sliver of all this 
material.”5 Most 
command-and-
control compliance 
systems operate 
under the 
assumption 
that ordinary 
people weigh the 
risks versus the 
rewards before 
making unethical 

and illegal decisions. This belief, however, 
does not properly account for System 1. 
“In two large-scale studies of compliance 
in the workplace, Tom Tyler and his 
colleagues found that over eighty percent 
of compliance choices were motivated by 
internal perceptions of the legitimacy of 
the employer’s authority and by a sense of 
right and wrong, while less than twenty 
percent were driven by fear of punishment 
or expectation of reward.”6 While you often 
believe that you have considered all relevant 
facts before making decisions, System 1 

What most compliance 
officials fail to take 

into account, however, 
are the psychological 

and behavioral 
implications.
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dictates many of your decisions, including 
how your compliance program is perceived. 

The Intel experience
Intel instituted a command-and-control 
compliance approach in the early 2000s 
designed to prevent anti-trust violations. 
Among the aggressive techniques used 
by Intel compliance officials were random 
employee audits, email monitoring, and even 
mock depositions where Intel executives were 
subjected to harsh questioning by outside 
attorneys.7 Although the intent by compliance 
officials was to educate and protect the 
corporate entity, their 
actions did not have 
the intended effect, 
because System 1 
immediately reacted 
to the methods 
employed. “This is 
the inherent flaw 
of criminalized 
compliance — it 
facilitates the 
behaviors that 
compliance is 
intended to prevent.”8

The executives 
who were subjected 
to these methods perceived the compliance 
program to be oppressive, and this 
perception activated something called 
psychological reactance, which is a person’s 
motivation to regain a freedom once it has 
been threatened or lost.9 At Intel, executives 
frequently used emails to ask questions of 
each other in the normal course of business. 
Compliance officials monitored these 
emails, and the parties in the email chain 
were subjected to the aggressive training 
methods mentioned previously. System 
2, in conjunction with System 1, quickly 

interpreted the actions by compliance 
officials in a negative manner, leading to a 
desire to regain the psychological freedom 
to do a job and earn a living. Inasmuch, 
it became easier for Intel executives to 
rationalize the need to sidestep and evade 
compliance controls. The state of New York 
eventually sued Intel in 2009, alleging that 
Intel’s compliance program was ineffective 
and contributed to malfeasance by allegedly 
teaching employees to limit discussions 
about illegal behavior instead of eliminating 
such behavior.10 

Pygmalion
Employees can 
also live up to, 
or fall down to, 
expectations. 
The positive 
Pygmalion effect 
occurs when 
supervisors who 
set high goals 
for employees 
can sometimes 
lead these same 
employees to 
attain the goals 
even though 

they did not think themselves capable. 
The reverse Pygmalion effect does the 
opposite by causing employees to meet the 
perceived lower expectations. In the case 
of Intel, the compliance program’s use of 
aggressive monitoring techniques failed to 
spark positive behavior because System 1 
interpreted these measures to be similar to 
law enforcement chasing after criminals. 
This perception, in turn, can easily lead 
employees to “live down” to the lowered 
expectations, thereby suffering the reverse 
Pygmalion effect.11

“This is the inherent 
flaw of criminalized 

compliance — it 
facilitates the 
behaviors that 
compliance is 

intended to prevent.”
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Duke University professor Dan Ariely 
has researched dishonesty and found that 
when people are irritated or angry, cheating 
increased and rationalization was a natural 
by-product.12 “Employees find ‘defenses’ to the 
internal corporate norms and external legal 
rules that are fundamental to the compliance 
function. Employees then internalize and 
incorporate these defenses into their own 
thought processes. Once this occurs, there is 
little stopping an employee’s future unethical 
or even criminal conduct from going forward, 
regardless of the compliance regime in 
place. There is simply no normative “check” 
available to the employee because it has been 
rationalized away.”13

Future improvement in compliance 
programs could come from leveraging brain 
research to affect employee’s rationalization 
processes. One of the ways to mitigate 
psychological reactance is to grant autonomy 
to your employees and create shared 
ownership of the compliance program. 
“When large numbers of employees perceive 
alignment between their own values and 
those of the company, the cultural build-out 
is complete; those employees have become the 
carriers of the organizational culture.”14 As 
such, the out-group is subsequently defined 
as those who operate outside the compliance 
program, which signals to System 1 that 
compliance is not only the right thing to do, 
but also the default behavior.

A commitment to honesty by leaders of 
the organization can also assist in limiting 
criminal and unethical rationalizations. “A 
Deloitte study showed strong links between 
employees’ organizational commitment 
and their perceptions that management’s 
actions show character and integrity and that 
management is receptive to those seeking 
advice about reporting policy violations.”15 
Executive leaders who set the proper tone 

inevitably start to initiate the positive 
Pygmalion effect, with employees rising to the 
level of the behaviors expected of them.

Conclusion
No compliance official or business executive 
looks forward to a government investigation 
into potential compliance violations, yet most 
organizations fail to address the human 
element of compliance. To ignore behavior 
in a compliance program is a recipe for 
failure. “Corruption is not always about being 
bad; it is about being human.”16 Above all, 
your employees are human and, therefore, 
susceptible to flawed decision-making. 
Inasmuch as your compliance program is 
designed to get people to do the right thing, 
are you properly taking into account how 
the brain works, or are you discounting the 
latest scientific research and inadvertently 
causing your people to rationalize the illegal 
and unethical behavior you are trying to 
prevent? ✵
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