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Sleuthing in the digital age makes for 
less wear and tear on the gumshoe. 
More and more, evidence comes in the 

form of zeroes and ones. The explosion of 
electronic devices, both at home and work, 
means potential evidence is ubiquitous 

and mobile. This will only grow 
with the proliferation of cloud-
based computing and device 
miniaturization. It is estimated 
that every adult in the developed 
world generates 1.8 terabytes of 
data annually as of 2012, but the 
information available about a person 
is 4.1 terabytes.1 It is obvious that 

your investigation will likely result in the 
consideration of social media as a source 
of evidence.

Investigative planning is a wonderful 
process, because there you have to think 
through the how of your objective. There often 
is a point of realization that as much as you 
know about our data-driven world, when it 
comes to real understanding, most of us are 
ill-equipped to handle it. The questions you 

need to ask are both basic and vexing, partly 
because technology quickly changes. Here 
are considerations for diving into the social 
media pool.

Access issues
Puzzle with me over the first logical question 
concerning social media: how do I get my 
hands on it? There is some public-facing 
information that a simple Google search 
might pull up. If your culprit is lazy or not 
particularly informed, their privacy settings 
might allow you to see everything on that 
person’s page. An estimated 25% of all 
Facebook users do not utilize privacy controls.2 
However, if there is one thing I have learned 
about people involved in misconduct—they 
are awfully particular about their privacy.

Be wary of ruse “friending” to try to 
penetrate a suspect’s privacy settings. Akin 
to the pretexting debacle in 2006 involving 
Hewlett-Packard, and more recently with 
Uber,3 this kind of subterfuge could run 
afoul of ethical obligations. Pretexting is 
illegal in some contexts, such as obtaining 

 » Social media has become so prevalent in society that not having the means to include this in your investigative planning 
is to overlook a potential treasure trove of incriminating evidence.

 » Access issues are the first consideration in planning and pose an ethical risk if done improperly.

 » Intent and knowledge evidence are key nuggets that can be developed out of social media.

 » The inefficiencies of hunting for the needle in the haystack are too costly, so the only answer is software that 
aggregates web-based content and automatically conducts user-designed searches.

 » Investigators must keep their eye on employing the best methods of collection to address authentication and chain-of-
custody issues with electronic evidence.

by Dan Coney, CCEP, CFE, CFCS

Capturing true value in 
social media investigations

Coney
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financial records4 or telephone records,5 and 
is a small leap to applying these standards 
to social media, where one could stumble 
across medical and other private information. 
Also pay attention to the terms of use of 
the various social 
media sources. 
Since 2011, the 
Electronic Frontier 
Foundation has 
strongly objected 
to law enforcement 
ignoring Facebook’s 
rules against using 
false names to 
create an account. 
In October 2014, 
Facebook wrote a 
“strongly worded 
letter” to the Drug 
Enforcement 
Administration 
(DEA) concerning the practice,6 and the 
incident that provoked the letter resulted in 
the DEA settling a lawsuit for $134,000.7 All 
this to say, you need to know enough not to 
fall into one of these ethical traps.

So the question of access is an important 
one, for the value of the evidence you obtain is 
at the mercy of your ability to obtain it. Even if 
legal process is at your disposal, at least some 
courts have ruled that “discovery demands are 
improper if they are based on ‘hypothetical 
speculations calculated to justify a fishing 
expedition,’” nor is the fact that someone uses 
a Facebook account enough.8 Law enforcement 
officers may develop probable cause and be 
able to access private content through legal 
means, but for many compliance professionals, 
social media evidence may be beyond reach. 

Not to be deterred, remember within 
your organization there are likely sources of 
information in company computers, email, 
instant messages, and possibly cell phone data 

that you have unfettered access to, depending 
on your organization’s policies and banners. 
If your business uses social media, it is likely 
a business record that must be collected and 
maintained, and therefore available to you. 

Furthermore, 
the majority 
of employees 
end up using 
organizational 
resources to do 
personal business, 
so be resourceful 
in keeping 
investigative 
avenues open.

Scope and 
process issues
Assume for the 
moment that you 
have full access 

to a suspect’s social media account. What 
are you looking for? What exactly do you 
expect to find that will be relevant to your 
investigation, and how do you find it? This 
is the second planning question and the one 
that is most practical for the investigator. If it 
is merely intelligence information—photos, 
where somebody spends their time, who 
they communicate with, when they tend to 
be active, what their interests are—then you 
can learn quite a bit. It could be the items 
that initially appear only to have intel value 
also end up being key points of evidence. 
For instance, being able to link your suspect 
with another person, or being able to geotag 
them at a particular place and time may 
prove important. 

In most compliance investigative work, 
intent and knowledge evidence is the value 
proposition. Communications posted by a 
suspect can help you make sense of what 
the person knew and when they knew 

Communications posted by 
a suspect can help you make 

sense of what the person 
knew and when they knew 
it. The governance aspect of 
electronic communications 

is important because 
key decisions may be 

documented in the bits 
and bytes.
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it. The governance aspect of electronic 
communications is important because key 
decisions may be documented in the bits and 
bytes. If you hit the jackpot, a suspect will 
have been careless enough to post some rather 
direct admissions. Those posts may identify 
accomplices, methods, or provide “’stream-
of-consciousness statements that highlight a 
person’s instant thoughts and impressions.”9 
You might think people would avoid making 
these kinds of statements against self-interest, 
but in this age of oversharing, it happens all 
the time. No doubt 
the potential to find 
great evidence of 
intent makes social 
media searches 
worthwhile, but 
realize they are 
time-intensive 
and a hit-or-miss 
proposition. 

Once you know 
what you are looking 
for, the rubber meets 
the road in finding 
a way to do the 
actual search. The inefficiencies of hunting for 
the needle in the haystack are too costly, so 
the only answer is software that aggregates 
web-based content and automatically conducts 
user-designed searches.

My experience with virtually all of the 
free online platforms that claim they search 
across a wide spectrum of social media 
sites is mixed. For those who have few 
privacy protections in place, these may be 
useful searches. Sites like Social Searcher, 
WhosTalkin, and snitch.name are examples of 
such search sites. There are also sites like Pipl 
People Search and Spokeo that can at times 
produce a social network username. I tested 
some family names whose account settings I 
knew and had abysmal search results on all 

these sites, even on public pages. A simple 
Google search yielded better results, and 
for those adept at using Google’s advanced 
search, there are more powerful tools that 
help filter websites and images. You can 
search the web for a plethora of resources that 
explain search terms and operators that may 
help. There are other commercial applications 
that tend to produce more reliable 
outcomes—packages you have to pay for and 
which I will not endorse here. But if you are 
serious about using this as an investigative 

tool, you get what 
you pay for in 
most cases.

Collection and 
preservation issues
Which brings 
us to the third 
planning element: 
proper collection. 
Considering just 
doing a screen print 
and putting it in 
your evidence file? 
Think again. Case 

law has repeatedly and emphatically made 
clear that screen prints are worthless because 
of authentication issues. There are a number 
of legal hoops that social media evidence 
must jump, but none more essential than 
authentication—how you prove the statement 
was made by the party to which you seek 
to attribute the statement. Federal Rules of 
Evidence (FRE) 901 and 902 are the guiding 
principles for authenticating evidence. The 
courts have held that whether a piece of paper, 
or electronically stored information, evidence 
“without any indication of its creator, source, 
or custodian may not be authenticated under 
Federal Rules of Evidence 901.”10 Because of 
the ease in manipulating electronic data, the 
courts tread carefully in this area.11

The inefficiencies of 
hunting for the needle 
in the haystack are too 

costly, so the only answer 
is software that aggregates 

web-based content and 
automatically conducts 
user-designed searches.
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Electronic evidence differs from 
traditional paper evidence in that it is 
intangible, creates incredible volumes, is 
transient, and is typically associated with 
metadata that can itself be evidence (for 
example the date and time a document 
was written could 
be useful in a case). 
Preserving this 
metadata with 
associated file level 
MD5 hash values is 
critically important to 
aid in authentication 
because it can answer 
key questions about 
who created or 
changed content, 
when those actions 
occurred, what unique 
IP address was used, geolocation, when 
the evidence was collected, and other key 
data points. In short, metadata tracing is the 
fingerprint evidence of today. 

Once the goods are in hand, with the 
time-stamped hash completed, it is then 
a matter of how to properly collect and 
preserve the evidence in a way that will 
hold up in court. This is a subtle difference 
from the authentication issue, which 
focuses on how we can prove the electronic 
evidence as presented to the court is what 
actually existed at the time of collection. 
Preservation involves a chain of custody 
that provides the court with assurance that 
once collected, nobody had an opportunity 
to subvert the integrity of the evidence.

 The ephemeral nature of electronic 
evidence, particularly web-based content, 
means the moment of evidence collection 
may be the only time that evidence will exist. 
A proper chain of custody “show[s] that the 
evidence presented to the court is the same 
as what was originally collected, and that the 

evidence was preserved without tampering 
or alteration.”12 The courts seem primarily 
concerned, and rightfully so, with being 
reasonably certain that electronic evidence is 
not intentionally or accidentally altered. Most 
people are unaware that the mere opening 

of a spreadsheet or 
word-processing 
file changes key 
metadata without 
a single key stroke. 
An investigator’s 
curiosity makes 
opening a piece of 
electronic evidence 
irresistible, unaware 
their action may 
have just destroyed 
the ability to 
introduce that piece 

of evidence. Using the proper write blockers 
and other forensically sound methods to 
make working copies, while safeguarding the 
original evidence, requires extra work, but it 
is necessary to show nothing was changed.

Investigative policies that spell out 
acceptable methods for collecting evidence 
and keeping a chain of custody will come 
into play when a court evaluates whether an 
effective history of evidence handling has 
occurred, so be sure to have your evidence 
policy on a regular rotation for review to 
keep up with best practices.

Authentication case law is complex 
and inconsistent across many jurisdictions, 
including whether profile pages are business 
records under FRE 902, and threshold 
standards for authenticity.13 Best practices 
for investigators involve having good 
policy and employing forensically sound 
methods of collecting and maintaining social 
media evidence.

Social media can be a tool for both evil 
and good. Children have killed themselves 

Once the goods are in 
hand, with the time-

stamped hash completed, 
it is then a matter of how 

to properly collect and 
preserve the evidence 

in a way that will 
hold up in court.
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because of social media bullying, and 
conspirators have planned vicious crimes. 
Those same data streams are treasure 
troves for investigators to at least address 
the wrong that was committed. Crime 
victims have identified their assailants 
through social media, predators have 
been prevented from peddling their 
filthiness, hackers have been thwarted, 
and you can build an airtight case if you 
embrace the technology, learn how to 
avoid pitfalls, and properly secure social 
media evidence. Now go out there and 
get ‘er done! ✵

The opinions in this article are the author’s and 
do not necessarily represent the position of any 
government agency.
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