Compliance ¢- Ethics
we— Pro fesszonal £3

A PUBLICATION OF THE SOCIETY OF CORPORATE COMPLIANCE AND ETHICS www.corporatecompliance.org

3 A
ll .r‘“".l\l - g - ‘

COMPLIANGE INSIGHTS FROM
TAMKO Buﬂdmg Products, Inc. ,ue14

nCT N -— e . =
.' r‘*- AT A - N =
- 4 g ' ! -

——

-

.‘f g .I-L N ] -_-\ .'.-.: - ‘/.,
- - BN

PN :

Robert Bradley Art Weiss David C. Humphreys

Vice President and Chief Compliance President
General Counsel and Ethics Officer and CEO

22 28 32 36

Recipe for a GRC focus: Keep Compliance in DOJ review:
Compliance Day your employees a casino world FBI's Integrity
in 2012 close and your Michele Abely and Compliance
Cynthia Scavelli auditors closer Program

Steve McGraw Emil Moschella



Certified Compliance & Ethics Professional

SOCIETY OF CORPORATE CCEP
QI Y CoMPLIANGE AND ETHICS V) €
Become a Certified
Compliance & Ethics

s Professional (CCEP)®
2 OIZ DON T MISS following this intensive

YOUR CHANCE training session
' TO ATTEND
Basic AN ACADD

Compliance GEZ

& Ethlcs
em |es

June |1-14 November 12—15
Scottsdale, AZ Orlando, FL

July 9—12 December 10-13
Shanghai, China  San Diego, CA
August [3-16 SPACE IS LIMITED.
Boston, MA REGISTER EARLY!

Learn more & register at
www.corporatecompliance.org/academies




LETTER FROM THE CEO

by Roy Snell

What does your compliance
officer know that you,

the CEO...don’t?

his is not to imply that compliance
I officers are smarter than anyone else.
It’s just that compliance officers have a
unique seat in your house. Your other advisors

might have a predilection for finding things
that “make your day.” The compliance and

ethics officer has been asked to pre-
vent, find, and fix problems that may
not “make your day.” Dealing with
the problems when they are small is,
of course, preferable. However, deal-
ing with problems even when they
are small can be stressful. Your other

advisors may not know how impor-

tant it is to deal with the issue early.
They may not always tell you what you need
to know.

It’s not that your compliance officer doesn't
want you to smile. In fact, I am sure they live
for those moments. We published the first-
ever compliance professional stress survey
report just yesterday. About 60% of compliance
professionals have awakened in the middle
of the night and/or wanted to quit in the last
twelve months, all due to job-related stress.
And it’s pretty clear from the results that the
CEQO’s support and interest in what they know
affects their stress level. So asking them what

they know might just help on two fronts. You
will be more aware of current issues, and you
might help their stress level by being involved.

They know about more problems because
they are looking. They know about more prob-
lems because employees trust them or believe
they might do something about the problem.
As a CEO myself, I know I have to work at
drawing things out of some of my advisors.
Some advisors are reluctant to tell you bad
news. If you want to know where ethical or
regulatory trouble lurks, there is no one else in
your organization with more information than
your compliance officer.

Most of all, they know which problems
won’t go away or get better with age. They
know the price you pay when your advisors
suggest you choose to deny and defend or
look the other way. They know the benefits
of preventing, finding, and fixing problems.
They know the damage that legal and ethical
problems can cause. No one cares more about
this. No one knows more about preventing,
finding, and fixing problems than the compli-
ance officer. What do they know that you don't
know? They know just what you are paying
them to know. *

Contact Roy Snell at roy.snell@corporatecompliance.org

+1 952 933 4977 or 888 277 4977 | www.corporatecompliance.org

H Compliance & Ethics Professional ~ March/April 2012



H Compliance & Ethics Professional ~ March/April 2012

14

22

28

32

36

www.corporatecompliance.org

FEATURES

Compliance insights from

TAMKO Building Products, Inc.
By Art Weiss

Meet David C. Humphreys, President and CEO, and
Robert Bradley, Vice President and General Counsel.

Recipe for a Compliance Day

in 2012

By Cynthia Scavelli

Tips for combining a few basic ingredients for a successful
Corporate Compliance & Ethics Week.

GRC focus: Keep your
employees close and your
auditors closer

By Steve McGraw

Proactively measuring your compliance program’s effectiveness
is more than just a good idea.

Compliance in a casino world
By Michele Abely

Some compliance issues would be familiar to most CCOs,
but some challenges are unique to the gaming industry.

DOYJ review: FBI’s Integrity and

Compliance Program
By Emil Moschella

A corporate-style compliance program may be the key
to restoring public trust after internal control weaknesses
came to light at government agencies.

+1 952 933 4977 or 888 277 4977

26

31

35

43

68

12
20
54

69
70

March/April 2012

COLUMNS

Letter from the CEO
ROY SNELL

Boehme of contention
DONNA BOEHME

The art of compliance
ART WEISS

View from the front lines
MERIC CRAIG BLOCH

Kaplan’s court
JEFF KAPLAN

The last word
JOSEPH MURPHY

DEPARTMENTS

News
People on the move
SCCE welcomes new members

SCCE congratulates
new CCEP® designees

Takeaways

Events calendar



You tell the truth, you Compliance & Ethics
don’t lie; you come @

forward when you see
something that’s wrong.

See page 17

40

44

55

59

63

ARTICLES

Powerful witness preparation:
The most important person

By Dan Small and Robert F. Roach
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in court or during a deposition.

Nuts & bolts for boards: What ethics

oversight really means (czu
By Frank J. Navran

An in-depth look at the roles and responsibilities of individual board members,
the ethics committee, and the board as a whole.

Multinationals and due diligence:
What are the red flags?

By Charles Thomas

Six key principles to prevent bribery and seven warning signs to consider
when performing due diligence on vendors and suppliers.

Computers and copyrights:
A continuing source of
avoidable liability ce

By Thomas W. Kirby

Seemingly innocent sharing by employees can expose employers
to stiff penalties.

Is your ethics and compliance training
really preparing your employees?
By Charles Ruthford

Effective compliance training helps stressed employees think clearly
and develop good habits that lead to good performance.

EDITOR-IN-CHIEF

Joseph Murphy, Esq., CCEP, Of Counsel, CSLG, Haddonfield, NJ,
jemurphy@cslg.com

EXECUTIVE EDITOR
Roy Snell, CCEP, CHC, CEOQ, roy.snell@corporatecompliance.org

ADVISORY BOARD

Charles Elson, JD, Edgar S. Woolard, Jr. Chair in Corporate
Governance, Director of the John L. Weinberg Center for
Corporate Governance at University of Delaware.

Jay Cohen, Compliance Consultant, Assurant Inc.

John Dienhart, PhD, The Frank Shrontz Chair

for Business Ethics, Seattle University; Director,
Northwest Ethics Network; Director, Albers Business
Ethics Initiative; Fellow, Ethics Resource Center

Qdell Guyton, JD, CCEP, Senior Corporate Attorney,
Director of Compliance, U.S. Legal—Finance & Operations,
Microsoft Corporation

Rebecca Walker, JD, Partner, Kaplan & Walker LLP

Rick Kulevich, JD, Senior Director, Ethics and Compliance,
CDW Corporation

Steve LeFar, President, Sg2

Stephen A. Morreale, DPA, CHC, CCEP, Principal,
Compliance and Risk Dynamics

Marcia Narine, JD, Vice President Global Compliance
and Business Standards, Deputy General Counsel,
Ryder System, Inc.

Ann L. Straw, General Counsel US, Votorantim Cimentos
North America, Inc.

Greg Triguba, JD, CCEP, Principal,
Compliance Integrity Solutions, LLC

STORY EDITOR/ADVERTISING

Liz Hergert, +1 952 933 4977 or 888 277 4977
liz.hergert@corporatecompliance.org

COPY EDITOR

Patricia Mees, CCEP, CHC, +1 952 933 4977 or 888 277 4977
patricia.mees@corporatecompliance.org

DESIGN & LAYOUT

Sarah Anondson, +1 952 933 4977 or 888 277 4977
sarah.anondson@corporatecompliance.org

Compliance & Ethics Professional (CEP) (ISSN 1523-8466)
is published by the Society of Corporate Compliance and Ethics
(SCCE), 6500 Barrie Road, Suite 250, Minneapolis, MN 55435,
Subscriptions are free to members. Periodicals postage-paid at
Minneapolis, MN 55435. Postmaster: Send address changes to
Compliance & Ethics Professional Magazine, 6500 Barrie Road,
Suite 250, Minneapolis, MN 55435. Copyright © 2012 Society
of Corporate Compliance and Ethics. All rights reserved. Printed
in the USA. Except where specifically encouraged, no part of this
publication may be reproduced, in any form or by any means,
without prior written consent from SCCE. For subscription
information and advertising rates, call +1 952 933 4977

or 888 277 4977. Send press releases to SCCE CEP Press
Releases, 6500 Barrie Road, Suite 250, Minneapolis, MN
55435, Opinions expressed are those of the writers and not of
this publication or SCCE. Mention of products and services does
not constitute endorsement. Neither SCCE nor CEP is engaged in
rendering legal or other professional services. If such assistance
is needed, readers should consult professional counsel or other
professional advisors for specific legal or ethical questions.

VOLUME 9, ISSUE 2

+1 952 933 4977 or 888 277 4977 | www.corporatecompliance.org

H Compliance & Ethics Professional ~ March/April 2012



H Compliance & Ethics Professional ~ March/April 2012

NEWS

Almost half of US workers
have observed misconduct

The Ethics Resource Center
announced in January

the results of its National
Business Ethics Survey. In
its January 5 press release,
it stated “Over the past two
years, 45 percent of U.S.
employees observed a vio-
lation of the law or ethics
standards at their places of
employment. Reporting of

this wrongdoing was at an all-
time high—65 percent—but
so too was retaliation against
employees who blew the
whistle: more than one in five
employees who reported mis-
conduct they saw experienced
some form of retaliation in
return.” To download the
complete survey results, visit
www.ethics.org/nbes

OECD criticizes corruption
enforcement in three nations

The Organization for
Economic Development’s
Working Group on Bribery
released three reports in
January to chastise three
nations for poor corruption
enforcement. The interna-
tional group urged Japan,
Italy, and Switzerland to
do more to implement

the OECD’s Convention

of Combating Bribery of

Foreign Public Officials, an
agreement that all three
countries had previously
signed. The group asserted
that Japan and Switzerland
each had only completed two
prosecutions since signing
the convention, and Italy had
only sanctioned three com-
panies and nine individuals,
after bringing 60 defendants
to trial. *

“’Over the past two years, 45 percent
of U.S. employees observed a violation
of the law or ethics standards at their
places of employment...more than
one in five employees who reported
misconduct they saw experienced
some form of retaliation in return.”

www.corporatecompliance.org

Ex-SEC
official fined
for taking job
with alleged
Ponzi schemer

The complex fraud case
of Robert Allen Stanford
is far from resolution, but
one segment of the case
has concluded. The Justice
Department reported in
January that a former
Securities and Exchange
Commission official has
agreed to pay a $50,000 fine
for working with the alleged
Ponzi schemer after allegedly
taking part in SEC decisions
not to investigate him.
Spencer C. Barasch, a
lawyer who was head of
enforcement in the SEC’s
Fort Worth regional office,
left the SEC in 2005 and
went on to briefly repre-
sent Stanford in an agency
probe. According to the
SEC’s Inspector General, that
was after Barasch had been
involved in SEC decisions not
to pursue warnings about
Stanford. Barasch has denied
any allegations of wrongdo-
ing, the Justice Department
has reported. However, under
a civil settlement, he agreed
to pay the maximum fine for
a violation of the statute. *

Read the latest news online » www.corporatecompliance.org/news

+1 952 933 4977 or 888 277 4977



NEWS

SEC changes policy on
admission of guilt

The US Securities and
Exchange Commission
announced a fundamen-

tal policy shift in January
regarding its practice of
allowing defendants to settle
fraud charges with only a
fine payment. In a January 6
announcement, Securities
and Exchange Commission
Enforcement Director
Robert Khuzami stated that

corporations and individuals
will no longer be able to
assert that they “neither admit
nor deny” civil fraud charges,
if they have also admitted to
or were convicted of a crimi-
nal violation in a parallel
criminal case. The policy will
also apply to defendants who
enter deferred prosecution
agreements with criminal
authorities. *

UK fraud increases
50 percent to $3.25B

An analysis of publicly
reported cases of fraud in the
United Kingdom reveals that
it rose to £2.1 billion ($3.25
billion) in 2011, a 50 percent
increase over 2010. The 2011
FraudTrack report, produced
by the accounting firm BDO
LLP, based its analysis on
cases of fraud of more than
£50,000 in publicly available

reports, including the UK’s
national, regional, and local
press.

Tax fraud, which accounts
for 36 percent of the total,
was significantly higher than
other forms. Employee fraud
accounted for 10 percent,
management fraud for 5 per-
cent, and corruption for less
than 1 percent.”

Regulators
approve
Dodd-Frank
investor
protections

The Commodity Futures
Trading Commission
approved in January new rules
designed to rein in banks

and their derivatives trading
efforts. The new regulations
include requirements that cus-
tomer funds must be stored

in separate accounts from an
institutions” own collateral.
The rule targets brokerage
firms and derivative clearing
organizations. “Segregation
of customer funds is the core
foundation of customer pro-
tection in the commodity
futures and swaps markets,”
said agency Chairman Gary
Gensler. The change occurred
shortly after the collapse of MF
Global, in which $1.2 billion in
customer money disappeared,
and nearly a third has still not
been located. *

Has someone done something great for you,
for the compliance profession, or for SCCE? If
you would like to give recognition by submitting
a public “Thank You,” please send it to
liz.hergert@corporatecompliance.org.

Entries should be 50 words or fewer.

<

THANK YOU
&

Thank
you!

‘m-ﬁ-

Read the latest news online » www.corporatecompliance.org/news

+1 952 933 4977 or 888 277 4977 | www.corporatecompliance.org
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The Solutions House Ethics and Compliance Practice

Ethics and compliance don’t just happen. Creating an organization that operates “on purpose” requires
intentional design and well-thought-out strategy.

Invite the ethics and compliance thought leaders at Solutions House to help! Our approach is “real world,”
having been forged and tested in practice for some of the most influential organizations in the world. With
global success stories at, The Boeing Company, EDS, Walmart and Weyerhaeuser Company, the ethics
professionals at Solutions House have built some of the most mature ethics programs in the business world.

We can do the same for you. We offer a complete line of consulting services for organizations in every stage
of designing and implementing an ethics and compliance program, fully aligning with the Federal Sentencing
Guidelines (FSG) and the Federal Acquisition Regulation (FAR). Whether you are a global Fortune 100
corporation, or a small organization, we've got compelling solutions for your organization.

Gary Hill - garyh@solutionshouse.com - Tel. ext. 929

Nancy Thomas-Moore - nancyt@solutionshouse.com - Tel.ext 936

Solutions

g House

solutionshouse.com - 866.525.2130 Business...On Purpose

Julie Murray - juliem@solutionshouse.com - Tel. ext. 924

Charles Ruthford - charlesr@solutionshouse.com - Tel. ext. 933




SCCE NEWS

SCCE conference NEWS

National conferences Regional conferences

Compliance & Ethics Institute, October SCCE’s regional conferences are one-day
14-17, Las Vegas at Aria: New to the agenda programs designed to provide the hot topics
this year is the Multinational/International and practical information that compliance
track to go along with tracks in Risk, Ethics, professionals need to create and maintain
Case Studies, General/Hot Topics, and compliance programs in a variety of indus-

Advanced Discussion Group. View topics and  tries. The 2012 regional conferences include:

speakers, along with other information: » Chicago, April 27
www.complianceethicsinstitute.org » New York, May 18

» Anchorage, June 15
Higher Education Compliance Conference, » San Francisco, June 22
June 3-6, Austin, Texas: Make sure to register » Atlanta, October 12
before Wednesday, April 25 to save $250. » Houston, Nov 2
www.highereducationcompliance.org www.comoratecompliance.org/regional

Academies

Academies address methods for implementing
and managing compliance programs based

on the Seven Element Approach. Courses

will address subject matter in each of these
areas and better prepare interested parties for
the CCEP exam. The Academy is designed Web conferences

for participants with a general knowledge of SCCE members save $850 by purchasing a
compliance concepts and anyone working ina  subscription. Select ten individual session for
compliance function. only $900 vs. $1,750 if purchased separately.
www.comoratecompliance.org/academies www.corporatecompliance.org/webconferences

“Thank you to all the SCCE staff, but especially the
a n meeting planners for their continued hard work

and dedication to delivering the best compliance

y 0 u , and ethics programs available anywhere!”
[ )

—Art Weiss

Find the latest conference information online » www.corporatecompliance.org/events

H Compliance & Ethics Professional ~ March/April 2012

+1 952 933 4977 or 888 277 4977 | www.corporatecompliance.org
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SCCE NEWS

SCCE website NEWS

Contact Tracey Page at 952-405-7936 or email her at tracey.page@corporatecompliance.org with any questions about SCCE’s website.

Corporate Compliance and Ethics Week

May 6-12 marks the 8th annual Corporate
Compliance and Ethics Week! This is a great
time for your office to set up a new compliance

Corporate
Compliance
& Ethics Week

May 6-12, 2012

Think Compliance First

training program, raise aware-
ness, and thank employees for
their dedication to compliance and
ethics. SCCE has a complimentary
web conference and downloadable
posters, and you can also purchase
products online and get great

ideas to educate your office on compliance and

ethics. For more information visit:

www.corporatecompliance.org/candeweek

Using incentives in your compliance and
ethics program

A new addition to SCCE’s resource center

is Joe Murphy’s paper on using incentives

in your compliance and ethics program. It
provides a road map for organizations that
understand, yet struggle with, adequate con-
trol of incentives. To download a free copy,
check out the Issues & Answer’s section under
the Resources tab.

www.hcca-info.org/incentives

Third-party essentials

Do you know the risks posed by your agents
and contractors? Third Party Essentials:

A Reputation/Liability Checkup When Using
Third Parties Globally, written by Marjorie

W. Doyle, is now available for download on
SCCE'’s website. This complimentary booklet
includes a checklist to test the health of your

organization’s third-party controls.
www.comoratecompliance.org/compliancebasics

Web conferences

Several web conferences covering many dif-
ferent topics are coming up soon. You can
register online for upcoming live webinars.
Can’t make the time commitment? Past
web conferences can be viewed instantly
by streaming the recorded session to your
computer. It’s a great way to earn 1.2 CEUs
towards your certifications and catch up on
the latest compliance issues.
www.corporatecompliance.org/webconferences

Viewing your CEUs online

Don't get stressed out about your certification
renewal date at the last minute. To stay on top
of your CEU credits, make sure they are all
listed in your account. View them under the
“Member” tab by clicking on “My Account,”
then click on “Activities” and “CEUs.”
www.corporatecompliance.org

SCCE’s stress survey results now available

A new survey sponsored

jointly by SCCE and the Health | comafiance,
Care Compliance Association and Ethics
reveals that the stress levels for
compliance and ethics profes-
sionals are very high. Overall,
58% of survey respondents [ Y—
reported that they often wake .

up during the middle of the night worrying
about job-related stress and 60% report having
considered leaving their job in the last 12
months due to job-related stress. Download a
complimentary PDF of the survey results from
SCCE'’s website.

www.corporatecompliance.org/surveys

Find the latest SCCE website updates online » www.corporatecompliance.org

www.corporatecompliance.org  +1 952 933 4977 or 888 277 4977



SCCE NEWS

SCCER NEWS

Contact Eric Newman at 952-405-7938 or email him at eric.newman@hcca-info.org with any questions about SCCEnet.

SCCEnet (www.corporatecompliance.org /sccenet) is the
comprehensive social network for compliance and ethics
professionals. Subscribe to dozens of discussion groups
and get your compliance questions answered. Share your
experience with your colleagues. Offer your resources and
policies in the libraries.

Download the SCCEnet Mobile App

» The SCCEnet mobile app runs on Apple,
Android, and Blackberry Devices. You
can read and post new discussions, search
and download compli-
ance documents from
our libraries, and search
through the 9,000 SCCEnet
members in the directory.
www.comoratecompliance.org/mobile

Update your SCCEnet profile using your

LinkedIn® account

» Now you can update your SCCEnet profile
with the information you have on your
LinkedIn profile. This includes your profile
picture, work history, and your LinkedIn®
contacts that are also on SCCEnet.
Instructions at http.//bit.ly/scceprofile

Popular resource: Exiting Employee

Compliance Considerations

» Outline of considerations when employees
leave, including trade secrets, records
management, compliance functions.
Available at http://comoratecompliance.org/exit

Watch compliance videos on YouTube
» Subscribe to SCCE’s YouTube channel:
www.youtube.com/compliancevideos

SCCE is now on Google+

>

Add SCCE to your circles: -. ii

www.comoratecompliance.org/google

Subscribe to the following SCCEnet compliance
discussion groups:

>

Go to www.comoratecompliance.org/groups and click
“My Subscriptions” to subscribe to discus-
sion groups and participate.

— 2012 SCCE Compliance and Ethics Institute

— Auditing and Monitoring Compliance Network

— Chief Compliance Ethics Officer Network

— Communication Training and Curriculum Development
— Competition Law and Antitrust Network

— Compliance Diversity Forum

— Compliance Risk Management

— Ethics Forum

— European Compliance and Ethics

— FCPA: Foreign Corrupt Practices Act Forum

— Financial Institutions Network

— Global Compliance and Ethics Community

— Higher Education Forum

— Investment Management Forum

— SCCE Compliance Academies

— Social Media Compliance

— Social Responsibility Forum

— Utilities and Energy Network

Popular discussions

» 2011 National Business Ethics Survey:

htto.//cormporatecompliance.org/NBES

» Handbook vs. Policies vs. Code:

htto.//comoratecompliance.org/HPC

Find the latest SCCEnet updates online » www.corporatecompliance.org/sccenet

+1 952 933 4977 or 888 277 4977 | www.corporatecompliance.org
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PEOPLE ON THE MOVE

www.corporatecompliance.org

» Scott Killingsworth has
joined the Board of Governors
of the Center for Ethics and
Corporate Responsibility at
Georgia State University. A
unit of the ]. Mack Robinson
College of Business at Georgia
State University, the Center
integrates the best insights

of scholars and business
people to develop strategies
for addressing the complex
ethical challenges faced by
organizations. Formerly

the Southern Institute for
Business and Professional
Ethics, the Center was estab-
lished in 1993 and became a
part of the Robinson College
in 2007.

» Chris DePippo has been
appointed Vice President,
Chief Ethics and Compliance
Officer at CSC, a leading
global IT services company
in Falls Church, Virginia.
DePippo will report to the
Audit Committee of the CSC
Board of Directors and, for
administrative purposes,

to William Deckelman, the
company’s Vice President,
General Counsel. Michael

W. Laphen, CSC Chairman,
President and CEO said, “The
Board of Directors and our
executive management have
been very impressed with his
passion and capabilities in the
disciplines of ethics and com-
pliance, and we are confident
he will provide extraordinary

leadership as we continue to
strengthen our commitment
to building and maintain-
ing a culture of integrity
throughout CSC.” DePippo
joined CSC in 2008 and holds
an undergraduate degree
from Cornell University

and an MBA from George
Washington University.

PEOPLE

on the
MOVE

» The Board of Directors of
Eli Lilly and Company has
elected Katherine Baicker,

PhD as a new member,
effective December 12,

2011. Baicker is Professor

of Health Economics in the
Department of Health Policy
and Management at the
Harvard School of Public
Health. She is also a Research
Associate at the National
Bureau of Economic Research
and an elected member of
the Institute of Medicine. As
a member of Lilly’s board,

+1952 933 4977 or 888 277 4977

Professor Baicker will serve
on the Public Policy and
Compliance committee. She
will serve under interim
election and will stand for
election by Lilly sharehold-
ers at the company’s annual
meeting in April 2012.

» DCG, a leading provider

of corporate services, has
made two new appoint-
ments to strengthen its real
estate and compliance teams.
Andrew McNulty has been
appointed Senior Manager

in DCG Real Estate. Andrew
is a member of the Royal
Institution of Chartered
Surveyors and is also a direc-
tor on a number of Jersey
companies with exposure

to commercial real estate in
the UK. Paul Martlew has
been appointed Compliance
Manager. His role includes
monitoring and reporting

on internal procedures and
regulation across DCG’s three
business units, Corporate
Services and Capital Markets,
Real Estate, and Fund Services,
as well as internal audit for
DCG’s Luxembourg office.
Paul joined DCG in 2009 as
assistant compliance manager
and has over 8 years’ experi-
ence in compliance, including
the prevention of money
laundering and combating
the financing of terrorism.
Paul holds the International
Diploma in Compliance and



PEOPLE ON THE MOVE

the International Diploma in
Anti-Money Laundering. He
is a Fellow of the International
Compliance Association

and a Member of the

Jersey Compliance Officers
Association.

» Maggie Wetzell has been
appointed Vice President of
Contracts and Compliance at
Qasis Systems in Lexington,
Massachusetts, a leader in
Information Technology,
Systems Engineering,
Enterprise Applications,

and Program Management
Services to the Department
of Defense. Maggie will be
responsible for supporting
all aspects of new proposal
generation, including con-
tracts, sub-contracts and
pricing, as well as post award
contract compliance. She is

a retired senior executive,
GS-15 with 38 years of expe-
rience in Contracting and
Program Management with
the Department of the Air
Force and 7 years of Program
Management/Contracting in
the private sector.

Received a promotion? Have a
new hire in your department? »

If you've received a promotion, award, or degree;
accepted a new position; or added a new staff
member to your Compliance department, please let
us know. It's a great way to keep the compliance
community up-to-date. Send your updates to
liz.hergert@corporatecompliance.org.

Get the executive training
DVDs that work

The Ethics Series
with Dr. Marianne
Jennings

Produced by DuPont Sustainable Solutions

¢ “Ethics Is a Competitive

Advantage?” lists five key
reasons why ethics matter. This
program explores why working
in the gray areas is risky.

(20 min.)

* “Speaking Up Without
Fear” discusses how
organizations can draw out
wrongdoing and help create a
culture where employees feel
empowered. (15 min.)

* “Ethical Leadership: Tone at All Levels”
explores how employees can handle the tension
between increasing an organization’s bottom line
and protecting its good reputation. (20 min.)

SCCE members: Each segment

3450 per segment, is available

or $1,175 for the series Y
individually,

Non-members:

$495 per segment, or all together

or $1,295 for the series on one DVD.

Learn more and purchase online at
www.corporatecompliance.org

g@ SOCIETY OF CORPORATE
7\

&&LJ CompLIANCE AND ETHICS

+1 952 933 4977 or 888 277 4977 | www.corporatecompliance.org
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FEATURE | Q&A

ATV
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an interview by Art Weiss

PICTURED FROM RIGHT TO LEFT

David C. Humphreys
President and CEO

Art Weiss

Chief Compliance
and Ethics Officer

Robert Bradley

Vice President and
General Counsel

BUILDING PRODUCTS

®

Meet David C. Humphreys
and Robert Bradley

AW: David, please tell us a bit about
TAMKO and yourself.

DCH: At the age of 69, my grandfather
E.L. Craig started TAMKO in 1944 with a
single roofing line, housed in a former street-
car barn in Joplin, Missouri. Eight years later,
he suffered a stroke and my grandmother took
over the leadership of the company. Later, my
mother managed the company until she left
to raise her family, so that my father became
president in 1960. He led the company’s
growth for the next 33 years, until his death
in 1993. I succeeded him the next year. My

www.corporatecompliance.org  +1 952 933 4977 or 888 277 4977

mother continues today to serve as Chairman
of the Board.

Over the course of TAMKO's 68 years, we
have continued to grow both in the number
of manufacturing facilities and in our product
lines. In addition to asphalt roofing products,
such as shingles and rolls, we also produce
waterproofing, window and door wraps,
composite decking and railing systems, and
cements and coatings. In addition, we are very
vertically integrated as we manufacture a
number of our raw materials, such as recycled
felt paper, polyester and fiberglass mats, and
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tiberglass fibers, and we process our own
asphalt and ground limestone.

My professional background is as both
a trial defense and corporate tax lawyer.
Complex regulatory and statutory construc-
tion was part of that career. Understanding
that there need to be clearly defined black-and-
white boundaries, but recognizing that there
are shades of gray, is important in being suc-
cessful in attaining compliance. Our “between
the hash marks” compliance metaphor reflects
the need for clearly defined boundaries in
order for employees without legal training to
succeed at real world compliance, as we want
to stay in the center

Deming with enhanced tools and people with
high-level skill sets)—you will understand
that all processes are subject to variation from
at least five different sources, including people,
and that it is critical as to what that variation
is, how wide it is, and where it comes from.
Then you have to learn how to figure out how
to minimize the variation.

So in the context of compliance, we also
focus on people and our processes. For exam-
ple, in the environmental compliance, variation
can come from machines from normal wear
and tear, from breakdown, from defects in
the machines themselves, or in the manner in

which they are operated,

of the field where the “ AS a 1 awyer I h ad been installed, or maintained.
7

lights are bright and

As such, environmental

the rules are most programmed to avoid all control equipment can fail
clear, and away from  rigk possible. In the world or even just quit working

the sidelines where
the visibility is not as

of business, risk is part of

as the result of a power
outage. We try to avoid

good and the oppor- the daﬂy Challenge and those failures by under-

tunity for bias on the
part of regulatory ref-

I had to learn to accept

standing our process
that affect environmental

erees is more likely to some risk of failure.” equipment and try to add

find us out of bounds.

Taking on the top job at TAMKO was a
very real change in responsibility and neces-
sitated an adjustment in my risk tolerance. As
a lawyer, I had been programmed to avoid all
risk possible. In the world of business, risk is
part of the daily challenge and I had to learn
to accept some risk of failure. And as “the
client” instead of the lawyer, I had to learn to
live with some risk. Compliance is one aspect
of risk that must be managed.

AW: TAMKO believes in a free market
economy, continuous improvement, Six Sigma,
and follows the Deming principles. How do
these principles mesh with compliance?

DCH: If you look at compliance from the
total quality management perspective—we’ll
call it a Deming or Six Sigma perspective
(because Six Sigma is an extrapolation of

backstops to our processes
to avoid failures. When those failures happen,
environmental noncompliance can be avoided
despite equipment failure. If the environmental
controls fail, production automatically shuts
down, which maintains compliance. As we
have come to map out and understand our pro-
cesses better, we can now see the possibility of
implementing failsafe controls.

It’s the same thing in terms of personal
compliance: Understanding the existence of
variation in human behavior led us to rethink
how we manage issues, like avoidance of
sexual harassment. We now see training as
providing bright-line boundaries as to what
behavior is not acceptable. Knowing that
people are variable, we accept that training
alone is not sufficient, because there are too
many opportunities for miscommunications
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between the trainer and the trainee; trainees
don’t understand all of what they are hearing
and they certainly don't retain all they hear.
And, whatever they did learn will erode over
time. More training helps, but it never gets
you to 100% understanding. That tells you a
couple of things: One is that training has to be
very simple in providing very bright lines for
people, so they don’t have to make judgment
calls, so they know what’s good and what'’s
bad. I think the other is to provide all sorts of
mitigation mechanisms, so that bad behavior,
if it happens, is reported quickly and handled
quickly. You have to expect and trust people
to do what they should do, but when they fail,
you need to act quickly to mitigate the failure.

AW: What does it mean to place people into
a state of self-control and how does that ben-
efit compliance?

DCH: The state of self-control means
knowing what you're doing and what you're
supposed to do. The training really does that;
it puts people in a state of self-control. But
again, I think there would need to be very
bright lines given. You can’t expect to train
people to all be experts. We don't want our
employees playing outside the hash marks,
near nebulous boundaries that may turn out
to be shifting around. So, to me, self-control
comes through training continuous improve-
ment by example of the failures.

AW: How would you describe TAMKO's
culture to someone outside the company?

DCH: I would say our culture is one where
people feel that theyre given the responsibil-
ity to do their jobs, the freedom to do their
jobs, and theyre held accountable for that.
But, I think in large part, if I had to say, it's
a cultural trust where we trust people to do
their jobs and they trust us to take care of
them in return. And it’s also one where we
expect people to take the initiative to come to
work, get their jobs done well, and perform as
well as they’re expected to, or better. It’s not
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a culture where people who need prodding
or people who feel entitled do well. It’s very
much a culture where the expectations are
high for performance.

AW: TAMKO is privately held, and doesn’t
do business in foreign countries. TAMKO is
not subject to many of the government regu-
lations and laws that others are, and yet you
decided to have a compliance officer. What
drove that decision?

“You have to expect and
trust people to do what they
should do, but when they
fail, you need to act quickly
to mitigate the failure.”

DCH: It had nothing to do with being a
potential target or not. I think it had every-
thing to do with having an additional resource
to focus on compliance, as contrasted with the
Legal department, which has a whole other
range of responsibilities. So, focusing on com-
pliance is a broad spectrum in itself, but I think
it’s a better way to attack. I think it’s a better
way to make compliance an important aspect
of how we do business, separate in its own
right, separate from the Legal department. And
even though we're relatively small and we're
privately held (so we don’t have SEC reporting
obligations or FCPA issues to deal with since
we don’t operate in foreign countries), still the
risks of non-compliance in a variety of areas
we do operate in are significant, not in terms
of how many laws or regulations we may be
subject to, but just because the severity of the
penalties for non-compliance have an even
larger proportional effect on a smaller firm.

If we do an outstanding job in environmental
compliance and employment law-related com-
pliance, and I think we do, then the risks that
we do face are minimized.
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AW: TAMKO has a saying, “100% compli-
ance, 100% of the time.” That’s more than just
a goal or a slogan, isn't it?

DCH: That’s the minimum, so yeah. I mean,
if were going to have compliance, we need to
be compliant. You can’t be partially complaint.

AW: Can you explain the concept of operat-
ing “between the hash marks?”

DCH: As I mentioned before, the concept of
operating between the hash marks is a football
metaphor based on the fact that if you play
between the hash marks, that’s where the lights
are the brightest. Not only the referees, but
everyone in the stands can see where you are,
and you know where you are as a team. The
closer you get to the sidelines outside the hash
marks, the closer you come to the boundaries.
And in football, if you step on the line, you're
out of bounds. In the world of compliance, if you
step on the line, you may have severe penalties.

The other thing is that, in the business
world, you can be running down the field on
a breakaway for great success (a touchdown
in football), but then find that, retroactively,
the boundaries have been moved. Where you
thought you'd been doing a great job, you've
been out of bounds the past 60 yards. And so,
operating in a world where the boundaries can
move against you, it’s much safer to stay in the
middle of the field.

In addition, in the world of business and
regulatory compliance, you're operating in a
world where the referees have a vested inter-
est, in effect, a bias toward seeing you step out
of bounds. It’s probably best to play where the
lights are brightest and where everyone else
can see where you are, so that if the referee calls
you out of bounds, it will ultimately be over-
turned as a bad call, because everyone can see
that you were right in the middle of the field.

AW: Can you explain TAMKO's Rule of
Basic Honesty?

DCH: The Rule of Basic Honesty is what
it says. We expect people to be honest in the

normal context of what honesty means, which
is: You tell the truth, you don't lie; you come
forward when you see something that’s wrong.
I would say it can be summed up as: You do
the right thing. Bob, can you add to that?

RB: It means, along with complying with
both the letter and spirit of the law, it forms
the backbone of all our policies. It means more
than simply telling the truth. It includes doing
your job the way it should be done, not taking
short cuts that may save time but do not
produce the right result. It means that every
TAMKO employee has the right to rely on
every other employee to do their jobs. It means
our customers and vendors can rely on us.

“The Rule of Basic Honesty is
what it says. We expect people to
be honest in the normal context
of what honesty means, which is:
You tell the truth, you don't lie;
you come forward when you see
something that’s wrong.”

AW: Bob, even though TAMKO has inde-
pendent Compliance and Legal functions, we
work together almost daily.

RB: That’s true. Many of TAMKO's poli-
cies were in place before we had a Chief
Compliance and Ethics Officer. Since you came
on board, many of TAMKO’s policies have
gone through revisions to clarify the mes-
sage and remove the “legalese.” The Legal
department has primary responsibility for
investigating potential policy violations, but
we work with Compliance to apply our poli-
cies to the facts and recommend responses.

AW: David, you mentioned coming for-
ward in your discussion of the Rule of Basic
Honesty. The Federal Sentencing Guidelines
require an anonymous system for reporting
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violations of law. Do you remember what you
told me when we first talked about creating
what most people call a “hotline”?

DCH: I recall that I was not excited about
it, because I saw people using it as a place to
complain anonymously about whatever is
bugging them that day, rather than for any
valuable purpose.

AW: Your direction was to design a system
where employees could report violations of
TAMKO policy or culture, through the abil-
ity to anonymously offer feedback to senior
management through questions, comments,
concerns, or requests for guidance, in addition
to having the required mechanism to report
suspected violations of law. The vendor we
chose used the name Silent Whistle.

DCH: Yeah, I really did not like the term.

It sounded like a whistleblowing system, and
I really didn't see that that was the right way
to approach any of these issues, if you want
compliance. You'll have people complaining,
but they won't give you ideas or suggestions,
so the fact that we changed it into the TAMKO
Employee Feedback System turned it away
from an “us against them” concept, a whistle-
blower concept, and into a way to give both
negative and positive feedback, which I think
is important.

AW: In the three years that we’ve had our
formal feedback system, we’ve received over
300 entries; 87% are from employees asking a
question, seeking guidance, offering a sugges-
tion, or giving an opinion. Our vendor’s data
shows that, among all of its clients, 75% of all
entries are reports of violations. We have the
exact opposite side of the universe for that.
What does that tell you about TAMKO employ-
ees and their willingness to offer feedback?

DCH: We're special. Seriously!

RB: You know, I think it’s important to
note in those statistics the portion of TAMKO
employees who aren’t reporting a violation
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of law. We have not received a single report

of an employee violating any law or regula-
tion. Instead, they are reporting violations

of TAMKO'’s own policies, which keep our
conduct between the hash marks, and keep us
from getting to a violation of law.

DCH: I think what it tells us is that we
have, for the most part, a group of people who
believe in doing the right thing, who accept
our Rule of Basic Honesty, and that there are
very limited instances of behavior that may be
non-compliant. And as a result of that, I think
that’s why we don't have a lot of reports of
non-compliance or any illegal activity.

AW: On another note that speaks to
TAMKO’s culture and philosophy, TAMKO
recently came to the aid of employees and the
community, because you felt it was the right
thing to do. Can you talk about the April and
May tornados and what drove TAMKO's deci-
sion to go above and beyond?

DCH: When the Tuscaloosa (Alabama) tor-
nado hit, I think we had five people who had
homes affected, and a lot of people who had
cars that were damaged or destroyed. And so
that caused me to think about what can we do
to help these people, because I'm sure they're
sitting there—although they may have insur-
ance—theyre in a period of time in their lives
where they don’t have the insurance proceeds,
they don’t have a place to live, and they prob-
ably don’t have a lot of money in the bank.

I wouldn't be surprised if many live from
paycheck to paycheck, so it seemed like they
probably needed some assistance.

And then when the tornado hit Joplin,
it brought that thinking home even more,
because we had, I think, another 20-25 people
who lost homes and some who lost cars. It was
really a function of just trying to help people
who were in a situation that had to be very
difficult. They lost a place to live, probably had
no place to live, and lost not only their house,
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but everything in it. I don’t know what I'd do
if I lost everything and found myself doing
without. I guess our impulse was to try to help
folks get through the period of time while
their insurance was being sorted out, and to
help them (to some extent) cover the loss on
their deductible for their house and for their
car, because those are large out-of-pockets for
the average person, which are usually very
difficult to absorb. So we thought we’d at least
try to help on that front, in terms of helping
our employees. So I think, at the end of the
day, we helped our employees and if they had
immediate family who lost houses, we tried to
help them as well.

In terms of contributions to the community,
TAMKO as a company has given to the Red
Cross, and I have personally to the Salvation
Army and some other groups. We did that to
some extent in Tuscaloosa, but on a much larger
scale here in Joplin, because it’s our hometown
and because we felt that immediately after
the storm, it was important to immediately
make some contributions and set an example
for others in the area to do the same. I think
when TAMKO gave a million dollars to the
Red Cross, I think it set a very high bar locally,
which was met by at least one other local com-
pany and a couple of national companies that
had a presence. I think that it at least led the
way for a significant amount of contributions.

AW: What'’s the most important thing that
you look for when you hire somebody to join
TAMKO?

DCH: I didn’t know what that was until a
few years ago, when I was getting ready to
hire a chief financial officer and I brought in a
search firm to help. We spent a day and a half
talking about the position and, at the end of
the day, the representative said, “I know what
you're looking for.” I said, “Really? What'’s
that?” And he said, “You're looking for some-
one you can trust.” That probably sums up

what I look for in people I hire myself or for
the company. I look for someone I can trust,
which basically means I'm looking for some-
one who is honest, who is humble, and whom
I can depend on.

AW: We also hear about the concept of “get-
ting the right person on the bus.” What does
that mean?

DCH: It means hiring people you can trust,
number one. You can hire talented people that
you can't trust, and then you have a bunch
of people with a lot of talent, but you end up
not knowing whether you can get anything
done. Hiring attitude over talent is extremely
important. You get the right people, the right
attitudes, presumably with the right skills, and
you get them to the right place where they can
make a difference.

“Hiring attitude over talent
is extremely important. You
get the right people, the right
attitudes, presumably with
the right skills, and you get
them to the right place where
they can make a difference.”

AW: What advice would you have for other
CEOs as they attempt to build a compliant and
ethical culture in their organizations?”

DCH: Understand that any compliance
failure puts the organization at significant
risk (financial, operational, and reputation)
such that 100% compliance, 100% of the time
requires an appreciation of that risk and lead-
ership from the top to establish a compliant
and ethical culture.

AW: Thank you, gentlemen. *

Art Weiss is Chief Compliance and Ethics Officer for TAMKO Building
Products in Joplin, MO. He may be reached at art_weiss@tamko.com.
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ALABAMA

» Susan Cotten, Health Information
Designs, LLC

» Deborah Key, Southern Nuclear

» Barbara A. Stephens, Poarch Creek
Indians

ARIZONA

» Jennifer McAleer, Northern Arizona
Regional Behavioral Health Authority

» James Rough, Navigant Consulting, Inc
» Shirley Stang, DMB Associates, Inc

ARKANSAS
» Patricia C. Calderon, Tyson Foods, Inc

CALIFORNIA
» Robert Bragaw, Liquidity Services, Inc
» Otto Sanchez Cocino, MAAC

» Glenda Estioko, Asian Americans for
Community Involvement (AACI)

» Patrick Hamblin, Gemological Institute of
America

» Jeff Hecht, The Word & Brown Companies
> Kelly Hoevelkamp, Allergan

» Megan Janis, PG&E

» Janie Mah, Cisco Systems

» Avi Moscowitz, Corinthian Colleges, Inc

» Diana Olin, Adobe Systems Incorporated

» Annemarie 0’Shea

» Sammy Pen, Unity Care Group Inc

» John Sega, Northrop Grumman
Corporation

COLORADO
» Kristin Zompa, Gartner Inc

FLORIDA

» Karen Clapsaddle, Lockheed Martin

» Salem Flores Alatorre, Sr., SFA

» Laura M. Paredes, Ingram Micro Inc

» Nancy Stephenson, The Nemours Foundation
» Teresa Wong, Physicians United Plan

GEORGIA

» Jeffery Davis, Southern Company

» Blair Marks, Lockheed Martin

» Elaine Neely, Kaplan Higher Education

» Mark Snyderman, Laureate Education, Inc

ILLINOIS
» Garin Bergman, IDEX Corporation

» Rolf Christiansen, Jr, Caesar’s
Enterainment, Inc

» Kirk Dobbins, CVS Caremark
» Ann Kafer, GROWMARK
» Tracie Wilcox, Fidelis SeniorCare

INDIANA

» Lori Cochrane

» Sherry Davis, Eli Lilly & Company

» Joel Gibbons, National FFA Organization
» Jeffery Maxwell, Eli Lilly and Co

IOWA

» Karen Steggerda, Brighton Consulting
Group

KANSAS
» Margaret Voorhees

KENTUCKY
» Susan Reinach-Lannan, RecoverCare LLC

MARYLAND

» Jessica Hoffman, Lockheed Martin

» Leo Mackay, Jr, Lockheed Martin

» James D. Massey, Medimmune, LLC
» Laurin Mathson, Lockheed Martin

» Rielle Miller Gabriel, Lockheed Martin
» Mike Mulleavey, Lockheed Martin

» Julia Pallozzi-Ruhm, US Government
» Mark Shaffer, Barnes Group Inc

» Michaela Wheeler, Aerotek

MASSACHUSETTS
» Patricia Moks, PricewaterhouseCoopers LLP
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SCCE welcomes NEW MEMBERS

MICHIGAN

» Earl Blackburn lll, Terumo Cardiovascular
Systems

» Frederick Hoffman, NHBP Gaming
Commission

» Rick Hrivnak, Auto Club Group
» Rochelle J. Hunter, Johnson Controls, Inc
» Cris Mattoon, The Auto Club Group

MINNESOTA

» Mary E. Gale, William Mitchell
College of Law

» Cheryl Hayne, 3M

» Kathleen Panciera, William Mitchell
College of Law

» Michelle D. Rovang Burke, University of St
Thomas, Veritas Institute

» JoAnn Thompson, Otter Tail Power
Company

MISSOURI
» Gregory Billhartz, Ralcorp Holdings, Inc

» Kent Swagler, Bi-State Development
Agency (d/b/a Metro St Louis)

NEW JERSEY

» Meghan Davis, Johnson & Johnson

» Dean Forbes, Johnson & Johnson

» Thomas Hardin, Johnson & Johnson

» Deborah Lake, Johnson & Johnson

» Chris Matteson, Johnson & Johnson

» Sheila O’Rourke, Caldwell College

» Chris Petersen, Johnson & Johnson

» Iskah C. Singh, Unilever United States, Inc
» Nancy Waltermire, Aveta

NEW MEXICO
» Brandt Graham, URENCO, USA
» Perry Robinson, URENCO, USA



NEW YORK

» James Dixon, ConEdison Energy

» Ann M. Florkowski, ACE Group Holdings
» Paul M. Holstein, FBI

» Emile Kattan, DZ BANK AG

» Josh Leicht, FJL Associates, LLC

» Tara Mancinelli, Lockheed Martin

» Susan McCormack, Long Island Center for
Independent Living, Inc

» Ana Taras, William F. Ryan Community
Health Center

» Sonya Tennell, MetroPlus Health Plan. Inc

» Melinda Ward, Rochester Institute of
Technology

NORTH CAROLINA
» Heather Adams, Family Dollar
» Michael LeClair, Alliance One International

OREGON
» Edward Boehmer, Acumed LLC

» Eva Kripalani, Eva Kripalani Legal and
Consulting Services

PENNSYLVANIA

» Holly L. Belton, P.H. Glatfelter Company
» Scott Caulfield, Capital Principles, LLC
» Tom Cornely, Johnson & Johnson

» Rob McBryde, GSI Commerce

» Leonard Swantek, Victaulic Company

SOUTH CAROLINA
» John L. Miller, Fluor Government Group

TENNESSEE
» Donna Champ, Bechtel National, Inc
» Kim Davenport

» Sharleen Robinson, Chattanooga Goodwill
Industries, Inc

TEXAS

» Edwin Buckingham, Ill, Solvay North
America, LLC

» Alexandria Falls, CPS Energy
» Patricia MacGibbon, Dresser, Inc

» Robert Vander Lugt, Northrop Grumman
Corp

UTAH
» Anthony Joy, Ausenco

VIRGINIA
» Eva Bishop, Raytheon Company

» Thomas Donovan, Northrop Grumman
Corp

» Alison Jameson, Department of Justice
» Beth Mersch, Northrop Grumman Corp

» Rebecca Osowski, Morgan, Lewis &
Bockius LLP

WASHINGTON

» Jennifer Badgley, Premera Blue Cross
» Jasbinder Dhoot, JSJ Consulting

» Phillip Downes

» Don Ellis, Northshore Utility District

» Evelyn Hager, Seattle City Light

» Jane Maring, Costco Wholesale Corp
» Dan Shea, Microsoft
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WISCONSIN
» Veronica W. Robinson, Milwaukee County

WASHINGTON, DC

» Joy Dorsey, Pepco Holdings, Inc
» Steven Lawrence, Williams Lea
» Sarah Sims, AARP Services

PUERTO RICO
» Manuel Sevilla, Sr., Johnson & Johnson

AUSTRALIA
» Neville Tiffen, Rio Tinto Limited

BARBADOS
» Mark Taitt, Caribbean Development Bank

BRAZIL

» Fabio Moreno, Sr., Alexandre De Moraes
Law Firm

CANADA
» Jakub Ficner, I-Sight

MALAYSIA
» Kanakaraja Muthusamy, AR
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by Cynthia Scavelli, Esq., CCEP
Recipe for a Compliance Day
in 2012

» Reach out to SCCE and other compliance professionals for valuable ideas.

» Events should reflect your company’s culture and stay on budget.

» Gontact different company departments for their expertise and suggestions.
» Initiate a Planning Committee early. Things always take longer than you think!
» Plan a simple event for your first year. You can always add more later.

» Engage your employees with fun contests and creative prizes.

Scavelli
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t FIS™, the world’s largest provider
Aof banking and payments technol-
ogy, we put our Compliance Day

“recipe” together to promote ethical behavior
through education and awareness. Our first
Compliance Day—Spotlight on Ethics—was
- held in August 2011. The goal was to
encourage internal reporting of ethi-
cal issues and raise awareness of the
FIS ethics hotline/website as a tool
for reporting potential ethics viola-
tions. We chose to put the spotlight
on ethics because honesty and ethical
behavior are integral parts of our cor-
porate culture and the foundation of
our company’s five Guiding Principles.

Another selection consideration, in the age
of the new Dodd-Frank Wall Street Reform
and Consumer Protection Act, was the benefit
to the company of making our internal report-
ing mechanisms more visible to employees.
FIS’s online Compliance Day enabled us to
satisfy our employees” hunger for awareness
regarding the company’s Code of Business
Conduct and Ethics, other policies, and ethical
dilemmas (such as conflict of interest), as well
as the tools used to report misconduct. The
positive feedback we received from our annual

+1952 933 4977 or 888 277 4977

Ethics Awareness Survey in December 2011
confirmed our goal was achieved.

Ingredients—Ideas from SCCE

SCCE’s website! gave us the inspiration and
resources to put together our first Compliance
Day. The website provides a tutorial Web con-
ference, awareness ideas, promotional posters,
and articles from other companies document-
ing their various compliance celebrations.

As a relatively new member, I found SCCE'’s
Compliance and Ethics Academy was also a
valuable resource, providing relevant training
classes on topics and material which enhanced
our vision of Compliance Day. Attending the
Academy was especially beneficial because of
the opportunity to meet other compliance pro-
fessionals and swap “recipes.” One ingredient
for our recipe came from a fellow attendee
who suggested an electronic scavenger hunt.
This activity was challenging, educational,
and a lot of fun for the employees. Details con-
cerning this activity will be discussed later on.

Know the shopping budget—Get creative
Each year, Corporate Compliance & Ethics
Week is celebrated in May. Because FIS’s
annual client conference is also in May, we
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chose to hold our compliance event in August
so that we could draw upon internal FIS
resources, such as Marketing, Professional
Development Training, and Corporate
Communications. We knew that our large and
geographically dispersed employee base made
it difficult to host an onsite event. Instead, we
decided to have an online celebration. Our
initial rollout was targeted to U.S. employees
and featured our inaugural FIS Corporate
Compliance “Walk the Talk” newsletter and
new online ethics awareness training. FIS’s
international locations are scheduled to have
their own Compliance Days throughout

2012 with the appropriate customization and
translations.

To garner attention and excitement sur-
rounding the upcoming day, we announced
an essay contest with a prize. Employees were
encouraged to submit

communications. Our Marketing department
also assisted with the format, branding, and
customization of our newsletter. Fortunately,
our customized new ethics awareness train-
ing was done in-house by our subsidiary, FIS
Compliance Solutions,? which kept costs down
as well. In keeping with our theme of a spot-
light, the main expense was green (FIS’s main
brand color) mini-flashlight prizes imprinted
with the FIS Ethics website address.

Event recipe
Combine department input and add a dash of
your company’s culture.

When trying to create an event that aligns
with your company’s culture, you need to
ask some insightful questions. Are you an
informal or formal company? What issues are
important to your business and why? Who is

your audience? What

an essay, in 500 words “When tI'YIIIg to create time of the year is best

or less, on what compli-
ance and ethics means

an event that aligns with

for an event of this
nature? What is your

to them and describe your Company’s Culture , budget? What is your

how adherence to these
concepts influences the

you need to ask some

company’s culture and
communications tone?

day-to-day decisions 1IlSlghtf ul questions.” By using your com-

they encounter on the

job. The top three winners won a coveted (and
“budget low-cal” item)—an extra vacation day.
The first place essay winner was featured in
our newsletter. Utilizing our budget low-cal
approach, we tried to keep costs to a minimum
and relied on internal resources to promote
and host the event.

We advertised the event through an e-mail
blast and a customized electronic banner on
the FIS Intranet. The banner, featuring an eye-
catching animation, was created free of charge
by our Marketing department and conspicu-
ously posted where most employees would
see it during the weeks leading up to the day.
We also mentioned the event in other online

pany’s departmental
resources, you will be able to spice up your

Compliance Day. By combining input from dif-

ferent internal resources and the answers to the

above questions, you can create your perfect
signature dish using the following quick recipe:

1. Start a Planning Committee with executive
support to achieve the best collaboration
possible. As we learned, tone from the top
is very important for success.

2. Stir in representatives from Marketing,
Professional Development Training,
Human Resources (HR), Legal, Information
Security, Risk, Internal Audit, and man-
agement. Every area has a different
perspective and can be helpful in serving

+1 952 933 4977 or 888 277 4977 | www.corporatecompliance.org
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up your creation. The FIS Marketing team
assisted with the customization and layout
of the newsletter, editing, and online
advertising, and, together with HR, offered
valuable insight into past successes (and
failures) in organizing and conducting
company-wide events. FIS’s Information
Security team contributed an article about
the importance of data security and how to
report a security incident.

3. Combine the expertise of these groups to
suggest topics, write content for the ethics
awareness training, and be part of the pilot
group to provide feedback on the training.

Our signature dish—FIS Compliance Day 2011:
Spotlight on Ethics

Several months prior to the event, we planned
an initiative to have employees renew their
acknowledgement of the Code of Business
Conduct and Ethics. By doing so, employees
refreshed their understanding of the com-
pany’s ethics expectations and were primed to
be receptive to our message about Compliance
Day. We then mentioned the upcoming event
in an Ethics Essentials article featured in our
quarterly HR newsletter. Three weeks prior to
the online event, we sent out a communication
announcing the essay contest and explaining
that Compliance Day would feature brand
new ethics awareness training. We also sent
an inaugural FIS Corporate Compliance “Walk
the Talk” newsletter.

On the actual Compliance Day, we sent
out an electronic communication with a link
to our newsletter and the online training link
through FIS Compliance Solutions. Our train-
ing topics included:

Conflict of interest

Gift policy

Fair dealing

Compliance with laws

Handling confidential information
Security awareness

vvVvyvVvyyvyy
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Security incident reporting

Privacy

Open door policy

Reporting to our ethics hotline/website
Mini-quizzes after each topic assisted
employees in staying focused on the train-
ing. At the end of the training, each employee
had to pass an eight-question test and print
their completion certificate. FIS Compliance
Solutions’ training platform enabled us to
keep track of the completion rate of employees
for auditing purposes and gave us the ability

vvyywvyy

to send out reminders.

“Many employees came forward
with suggested topics for future
articles and ways to improve
awareness of our compliance
program...We hoped that
Compliance Day would open
new lines of communication and
were pleased that is what it did.”

The newsletter featured an introduction
with the purpose of the event, a Compliance
Quick Reference section, the winning essay, an
article about the importance of data security
and how to report a security incident, the ethi-
cal quote of the day, an electronic scavenger
hunt, and “Compliance Talk.” The Compliance
Quick Reference section provided an overview
of company’s expectation of its employees.
Each subsequent newsletter will have this
section with different information and will
eventually be combined for concise employee
guidance on multiple issues. The electronic
scavenger hunt asked employees questions
about FIS policies and directed them to use
our Intranet to find the answers. This fun
exercise was not only educational, but it drove
employees to our Intranet to find the policies
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and become more savvy about the location of
items housed on the Intranet. “Compliance
Talk” featured a Q&A-style format in which
our Chief Compliance Officer (CCO) answered
frequently asked ethics-related questions and
provided additional information about how to
report suspected misconduct.

Many employees came forward with sug-
gested topics for future articles and ways to
improve awareness of our compliance pro-
gram. Employees who participated in the
electronic scavenger hunt or essay contest,
proactively made suggestions, or were the first
to complete the training were awarded a mini-
flashlight as a prize with a special note from
our CCO thanking them for their participa-
tion. We hoped that Compliance Day would
open new lines of communication and were
pleased that is what it did.

Think to the future...What’s next on your

menu?

Corporate Compliance & Ethics Week for 2012

is scheduled for May 6—12. Now that you have

a basic recipe, your Compliance and Ethics

department can capitalize on this by serving

up a different theme and message each year.

At FIS, we are already planning Compliance

Day 2012: Spotlight on Privacy.

Bon appetite! *

1. SCCE’s website, www.corporatecompliance.org, Resources section:
Corporate Compliance and Ethics Week.

2. FIS Compliance Solutions is FIS’s regulatory compliance software
and consulting services arm that serves U.S. financial institutions. It
provides risk assessment software, e-learning, instructor-led train-
ing, advisory services, regulatory reporting solutions, compliance

tools and expert consulting services. For more information, please
call 866-355-5150 or email compliance.solutions@fisglobal.com.

Cynthia Scavelli is the Corporate Compliance & Ethics Counsel at the FIS
headquarters in Jacksonville, Florida. She is responsible for ethics hotline
investigations, FCPA third-party due diligence, and global anti-bribery
training, and she monitors legislative/requlatory changes for selected
business units. Cynthia may be contacted at cynthia.scavelli@fisglobal.com.

Don’t forget to earn your CCEP CEUs for this issue

Complete the Compliance & Ethics Professional CEU quiz
for the articles below from this issue:

> Nuts & holts for boards: What ethics oversight
really means by Frank J. Navran (page 44)

» Computers and copyrights: A continuing source
of avoidable liability by Thomas W. Kirby (page 59)

» Is your ethics and compliance training really
preparing your employees? by Charles Ruthford
(page 63)

To complete the quiz:

Visit www.corporatecompliance.org/quiz, then select

a quiz, fill in your contact information, and answer the
questions. The online quiz is self-scoring and you will see
your results immediately.

You may also fax or mail the completed quiz to CCB:

FAX:
MAIL:

+1 952 988 0146

Compliance Certification Board
6500 Barrie Road, Suite 250
Minneapolis, MN 55435, United States

Questions? Call CCB at +1 952 933 4977 or

888

277 4977.

To receive one (1) CEU for successfully completing the

quiz,

you must answer at least three questions correctly.

Quizzes received after the expiration date indicated on the

quiz

will not be accepted. Each quiz is valid for 12 months,

starting with the month of issue. Only the first attempt at
each quiz will be accepted.

+1 952 933 4977 or 888 277 4977 | www.corporatecompliance.org

E Compliance & Ethics Professional ~ March/April 2012



BOEHME OF CONTENTION

by Donna Boehme

Machiavelli and the 2011
Person of the Year

“There is nothing more difficult to take in hand, more perilous to
conduct, or more uncertain in its success, than to take the lead
in the introduction of a new order of things.”

(Niccolo Machiavelli, 1532)

Boehme
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verything old is new again. Machiavelli

may have been the first to observe the

perilous nature of the chief compliance
officer job (in my book, it’s right up there with
coal miner and deep sea fisherman), but nearly
tive centuries later, former federal prosecu-
tor Michael Volkov has echoed those
early observations by naming the
CCO the 2011 “Person of the Year.”
CCOs are the “unsung heroes,” says
Volkov, noting “there are institu-
tional forces which hold them back
from achieving their mission.” To
which we can almost hear beaten but
yet unbowed CCO’s everywhere responding
“THANK YOU!”

In many respects, 2011 has been a “perfect
storm” for compliance. Commentators have
cited unprecedented levels of enforcement
and new regulation, the controversial Dodd-
Frank whistleblower regime, the Volcker
rule and financial reform, UK Bribery Act,
record-breaking FCPA and qui tam settle-
ments, the rise of social power, and the entry
of Generation Y into the workforce. 2011
also marked the twentieth anniversary of
the Federal Sentencing Guidelines, prompt-
ing the Ethics Resource Center to assemble

+1952 933 4977 or 888 277 4977

a committee to offer recommendations to
policymakers. Support for the role of the
empowered CCO should be at the very top of
the ERC agenda, because the unspoken truth
we must shout from the rooftops is that, all
too often, CCOs are positioned for failure.”
According to a new SCCE/HCCA survey, 58%
of compliance professionals surveyed felt iso-
lated and in an adversarial position, and 60%
considered leaving their jobs in the last year
due to stress.®? What the Person of the Year
really needs to be successful is empower-
ment, direct unfiltered reporting to the board,
adequate autonomy from management, and
sufficient resources. Earth to Boards: Try that
for “tone from the top.”

Volkov also predicts that the CCO will

be elevated to C-suite status within the next

five years. This would be fast work, given

Machiavelli’s “institutional forces” undermin-

ing the CCO mission. Will 2012 yield better

compliance? Only to the extent boards, gov-
ernment, and policymakers create levers of
empowerment to position the Person of the

Year for success instead of failure. #

1. Michael Volkov: “The Person of the Year — The Chief Compliance
Officer.” Corruption, Crime & Compliance online, December 15,
2011. Available at http://corruptioncrimecompliance.com/2011/12/the-
person-of-the-year-the-chief-compliance-officer.html

2. See RAND Symposium Report “Perspectives of Chief Compliance
and Ethics Officers on the Prevention and Detection of Corporate
Misdeeds.” Available at http://www.rand.org/pubs/conf_proceedings/
CF258.html

3. HCCA and SCCE: “Stress, Compliance, and Ethics” survey, January

2012. Available at http://wwuw.corporatecompliance.org/staticcontent/
StressSurvey_report.pdf

Send comments to Donna Boehme at dboehme@compliancestrategists.com.



Last Years Best Practices Are This Year’s Standards™

Think about how you might tailor the Guidance to your organization. And know that, as you do, the Criminal Division
cares about all the things you might be considering — “tone from the top” support, encouragement of a culture of
compliance that rewards ethical behavior and establishes whistle-blowing mechanisms, senior-level oversight and
direct reporting lines, [and] periodic reviews and re-evaluations to test and ensure program effectiveness ... ) )

— Assistant U.S. Attorney General Lanny Breuer,
Prepared Remarks to Compliance Week 2010: 5th Annual Conference
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by Steve McGraw

GRC focus: Keep your
employees close and your
auditors closer

» With regulatory attention continuing to focus on GRC results, corporations need to focus on ensuring compliance is up to par.

» Corporations need to show employees that all internally reported issues will be taken seriously.

» Sharing compliance self-assessments and mitigation programs with auditors can help corporations establish a strong reputation.
» GRC should be viewed as increasingly beneficial, especially when preparing for mergers and acquisitions.

» GRC systems can provide information to show trend lines and correlations to address root-cause issues before regulators ask.

E Compliance & Ethics Professional ~ March/April 2012

s we continue through 2012, the focus
Aof regulatory bodies continues to be

firmly focused on Governance, Risk
and Compliance (GRC) results. Corporations
and their boards of directors need to pay
increasing attention to reducing compliance
threats. This task often falls on the
shoulders of the compliance officer,
along with the need to ensure that
compliance programs adhere to the
most current versions of ever-chang-
ing laws and regulations.

What many corporations have
learned already is that the best way to
protect a company’s interests is to ensure that
compliance is up to par internally, before the
regulators come calling. This said, there are a
few areas that corporations should pay very
close attention to as we move through the year.

Bounty hunter threats are increasing

Personal greed has long been the primary
motivator behind fraud and abuse, and regu-
lators are now increasingly using a variety

of greed-oriented rewards to help identify

and prosecute offenders. The Securities and
Exchange Commission (SEC) and Commodities

www.corporatecompliance.org  +1 952 933 4977 or 888 277 4977

Futures Trading Commission (CFTC) now have
formal whistleblower bounty hunter programs,
using a percentage of the sanctions as rewards.
As these and similar programs begin to hit
their strides, compliance officers and their
boards of directors will face increasing threats
to their internal compliance programs and,
ultimately, their institutional brands.

Corporations also need to show their
employees that the Compliance department
will follow up on issues that are reported inter-
nally. For example, a corporation can remove
identifying facts from the reported claims, then
post them on in-house blogs to show employ-
ees examples of what is being reported and
that each claim is being taken seriously.

Demonstrating compliance effectiveness is
critical

Historically, regulators have been satisfied
with companies that have implemented com-
pliance programs, but now they want proof
that the programs are actually working. More
regulatory authorities will begin to require a
process that distills data and demonstrates the
overall effectiveness of a company’s compli-
ance program.
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As an offshoot of this growing require-
ment, progressive corporations are taking steps
to “keep their friends close and their auditors
closer.” By proactively sharing their compliance
self-assessments and mitigation programs with
auditors, companies can establish a strong rep-
utation with their auditors and regulators and
use that reputation to minimize the likelihood
and impact of potential compliance break-
downs and whistleblower allegations.

Growing importance of the “G” in GRC
Boards are more sophisticated than ever before,
and many are demanding processes and tools to
facilitate and streamline their oversight respon-
sibilities. For example, many board members
are now using iPads and related portal products
to review enterprise risk management (ERM)
programs in much more timely detail to better
monitor a broad range of risk indicators. They
are also taking a more active role in confirm-
ing management’s assertions on the company’s
ethics and regulatory compliance posture.
Viewing GRC as strategic tool can have
other benefits for a company, especially when
it comes to mergers and acquisitions. When
being scrutinized by regulators before a merger
or acquisition, demonstrating that an effec-
tive compliance program is in place can make
the regulators more comfortable. An effective
compliance program can also make a company
more attractive to a likely acquirer, thus put-
ting the company a step ahead of competitors.

“For example, a corporation
can remove identifying facts
from the reported claims,
then post them on in-house
blogs to show employees
examples of what is being
reported and that each claim
is being taken seriously.”

The rise of analytics
GRC systems collect enormous amounts of
data. From the board down, GRC users need
to see trend lines and correlations to iden-
tify and address root-cause issues before
auditors come calling. As examples, the
additional insight corporations can glean by
linking training programs to the types of
issues received via a whistleblower hotline, or
mining various systems to determine how to
change audit plans for the next cycle, can be
highly valuable.

The compliance landscape is changing
for many regulated industries. It’s critical
that internal teams keep on top of changes
in regulations and maintain their company’s
compliance and ethics programs, because
waiting until the regulators show up can often
be too late. *

Steve McGraw is President and CEQ of Compliance 360 out of Atlanta. He
may be reached at steve.mcgraw@compliance360.com.

+1 952 933 4977 or 888 277 4977 | www.corporatecompliance.org
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THE ART OF COMPLIANCE

by Art Weiss, JD, CCEP

The consequences of Enron

ou can’t be around compliance profes-
Ysionals much without hearing certain

buzz phrases—things like “tone at the
top” and “ethical culture.” One of my favorite
compliance phrases is “ethical culture.” I talk
about it all the time at my company and at SCCE
gatherings. I may even mumble it in
my sleep. Just in case the Department
of Justice has bugged my bedroom, I
want them to know I'm ethical.

But I think I insulted someone’s
Dad recently when I used the phrase
during a presentation. We were talk-
ing about the Federal Sentencing
Guidelines, what prosecutors look for when
making charging decisions, codes of conduct,
hotlines...you know—compliance stuff. The
buzz phrases were flying back and forth, and

out of my mouth came a true story from when
I was hired to be my company’s first Chief
Compliance Officer. (We added “Ethics” to
my function later, after some compliance pro-
fessional I heard speak at an SCCE program
starting using the word in what seemed like
every other sentence.)

I told the group that when I first became a
compliance officer, I looked on eBay for some
Enron stuff for my office. I thought it would
be funny for the compliance guy...well, you
get it. I told of finding a copy of Enron’s code
of conduct on eBay. The seller stated that this
particular copy of Enron’s code was “Good As
New...Never Been Opened!”

I use this example when speaking about
things like not having a check-the-box compli-

ance program and having meaningful policies.

I went on to say that Enron’s code was actually
quite comprehensive. The problem was that
no one ever opened it. This gets laughs every
time. It got laughs this time, too.

“I told of finding a copy of Enron’s
code of conduct on eBay. The
seller stated that this particular
copy of Enron’s code was ‘Good
As New...Never Been Opened!”

Later I read a note from an attendee
whose father worked for Enron. The attendee
liked my presentation, but pointed out that
not everyone at Enron was unethical. I can’t
imagine the personal and professional suffer-
ing that this attendee’s family endured. This
illustrated to me the effect that a few culturally
challenged individuals, let loose in an environ-
ment of looking the other way, can have on not
just a company and its shareholders, but its
employees and their families. Ethical culture
is real. If it fails, it has far-reaching results and
consequences that we need to keep in mind.
No more Enron stories. Anyone have a
copy of the WorldCom code? *

Art Weiss is Chief Compliance and Ethics Officer at TAMKO Building
products in Joplin, MO. He may be contacted at art_weiss@tamko.com.

+1 952 933 4977 or 888 277 4977 | www.corporatecompliance.org
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by Michele Abely, CCEP

Compliance in a casino world

» Operate in a good faith manner and in the best interest of the company and its customers.

» Do the research to find the best answers and solutions.

» Document all decisions in a memo including the research done, the findings, and the outcome.
» Ensure all related procedures are written and/or updated regarding any decisions.

» Communicate decisions clearly and ensure that outcomes are executed consistently.

hree years ago I stepped into the
I role of Casino Compliance Manager.

I had spent the prior nine years at
the Mohegan Sun Casino in Uncasville,
Connecticut working in Finance and
Marketing. These departments’ functions
translate to many different indus-
tries. There are responsibilities
and programs I oversee in Casino
Compliance that would be familiar
to most compliance professionals
(e.g., instituting and maintaining an
employee hotline, Title 31 and anti-
Abely money laundering programs, record

operation of gaming by tribes to promote tribal
economic development, self-sufficiency, and
strong tribal governments. IGRA established
the National Indian Gaming Commission
(NIGC). The primary mission of the NIGC is
to regulate gaming activities on Indian lands
for the purposes of shielding Indian tribes
from organized crime and other corrupting
influences, ensuring that Indian tribes are the
primary beneficiaries of gaming revenues, and
assuring that gaming is conducted fairly and
honestly by both operators and players.

In 1999, NIGC instituted the Minimum
Internal Control Standards (MICS). In 2006, a

E Compliance & Ethics Professional ~ March/April 2012

retention, policy and procedure management,
etc.), but this was in addition to what really
was a whole new world—The Indian Gaming
Regulatory Act (IGRA), National Indian
Gaming Commission (NIGC), Minimum
Internal Control Standards (MICS), Class

III gaming, State Compact, Tribal Gaming
Commission, Title 25, tribal sovereignty and
more. It is not uncommon to hit unchartered
territory in the realm of compliance in a
casino world.

Indian gaming and legislation background
Per the National Indian Gaming Commission
website, The Indian Gaming Regulatory Act
(IGRA) was enacted by the United States
Congress on October 17, 1988, to regulate the
conduct of gaming on Indian lands. IGRA’s
purpose is to provide a statutory basis for the

www.corporatecompliance.org  +1 952 933 4977 or 888 277 4977

federal appeals court decision determined that
NIGC had exceeded its authority in issuing
Class III MICS. (Class III refers to casino-style
gaming or games of chance such as blackjack,
craps, roulette, or slots). However, many tribal
casinos continue to use the Class III MICS

as a regulatory benchmark, some because of
requirements in their tribal/state compacts

or gaming ordinances and others by choice.

As the Casino Compliance Manager, I ensure
adherence to the MICS. The MICS provide a
guideline of rules necessary to run the gaming
operation, but they are somewhat generic. As a
result, Mohegan Sun has established Standards
of Operation of Management (SOMs) which
are property-specific policies that must align to
the MICS. My Casino Compliance department
is the gatekeeper of those SOMs and ensures
they support the MICS.
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Role of compliance manager in a casino world
As a Casino Compliance Manager who over-
sees a Compliance department, I must be
familiar with the laws that govern the casino
operation and understand what gaming regu-
lators require. Many times it can be a world
of chaos where we are confronted with trying
to accommodate many layers of regulations.

I frequently have to review if a particular
activity, game, or promotion is done prop-
erly under federal law. Yes? Okay, then what
about state law? Yes? Okay, then what about
the MICS, the Tribal State Compact, the Tribal
Ordinance, and company policy? A lot of
checking and double checking is done to see
that all the rules are followed and all the reg-
ulations are satisfied.

Communication skills to work successfully
with gaming regulators, inspectors, and the
operation are imperative, because I act as the
liaison between the operation management
and the regulators. I must be able to coordi-
nate compliance across various departments,
manage each department’s different internal
controls, and ensure that they are kept up to
date and in line with the many regulations.
My Casino Compliance department investi-
gates compliance issues, ensuring that any
problems with gaming compliance are recti-
tied as quickly as possible. We also oversee the
rules of all casino promotions and contests to
ensure the integrity of each one.

It’s not a perfect casino world

As a new Compliance Manager, I frequently
referred to SCCE documentation and litera-
ture. Once I realized how useful and relevant
the information was, I became a member of
SCCE and then earned my CCEP to establish
credibility in this field. The one area I have
trouble finding information on is specific
casino-related topics in relation to compliance.
The following three come to the forefront on a
regular basis.

“I frequently have to review if
a particular activity, game, or

promotion is done properly under

federal law. Yes? Okay, then

what about state law? Yes? Okay,

then what about the MICS, the
Tribal State Compact, the Tribal

Ordinance, and company policy?”

Bank Secrecy Act (BSA), Title 31.

Casinos are considered financial institu-
tions. Certifications, programs, seminars,
and webinars in anti-money laundering are
often focused on the banking industry. The
best source for casino compliance manag-
ers is directly from the Financial Crimes
Enforcement Network (FiInCEN) and the IRS.
Networking with others in the industry is
another good resource.

In a casino, the scenarios that arise for
suspicious activity reporting are not common
outside of the gaming industry and, there-
fore, become a gray area when looking for
comparisons and points of reference. Issues
such as patrons switching seats when hitting
a jackpot or redeeming chips at several differ-
ent locations are not identified in anti-money
laundering sources.

Another challenge involves the many posi-
tions in the casino that require training in the
BSA. As Compliance Manager, I am respon-
sible for seeing that 86 different positions are
being trained on how to recognize and report
money laundering. This is a daunting task,
because it is not a one-size-fits-all program.
Each position needs to know varying degrees
of information. Extended training sessions
with too much information are costly in terms
of the employees’ time, and employees tend to
lose interest when the training is too lengthy
or inapplicable to them.

+1 952 933 4977 or 888 277 4977 | www.corporatecompliance.org
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“Similar to tax law dilemmas,
the legal requirements of record
storage for casino generated
records are not clearly defined
in any guide or resource.”

Additionally, the many positions and the
fluctuating schedules for a 24-hour operation
present many hurdles. Many people do not
have access to a company computer needed in
order to complete the computer-based train-
ing. For example, table games dealers account
for more than 1,500 people, working varying
shifts over the course of a 24-hour span, who
have no assigned work station. As Casino
Compliance Manager, I must apply some inge-
nuity to accomplish all of the training.

Prizes and promotions

Casinos are in the business of entertain-

ment and customer loyalty. As a result, many
programs offered include prizes through give-
aways, slot and table game tournaments, and
other games. Tax laws regarding the issuance
of prizes for these types of promotions do

not always provide a clear interpretation. Yes,
prizes are taxable, but what about winnings
from Bad Beat Poker hands or tournaments
with entry fees versus tournaments without
entry fees? Do we have to report the winnings
and if so, do we have to withhold taxes? Many
times the determination depends on if the
proceeds are more than 300 times the amount
wagered. A lot of careful calculation and
clearly documented research is required.

Record storage

Similar to tax law dilemmas, the legal require-
ments of record storage for casino generated
records are not clearly defined in any guide

or resource. How long do you save non-value
chip logs, chip rotation logs, or E-Bonus Free
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Slot Play records? The information for this is
not readily available in the Federal Code of
Regulations or any CPA guide. Frequently, it is
up to interpretation and assessments of these
types of records in comparison to ones with
definitive storage periods. Sometimes it is like
trying to fit a square peg into a round hole.
Does it fit? If not, make it fit.

Over time, I have developed an approach
to navigate these murky waters. The key to
managing the uncertainties and gray areas
that are encountered in this casino world is
tirst and foremost:

1. Operate in a good faith manner and in
the best interest of the company and its
customers.

2. Do the research to find the best answers
and solutions through industry con-
tacts, interviews of casino employees in
the departments involved, and through
Internet searches.

3. Document all decisions in a memo that
includes the research done, the findings,
and the outcome. This is distributed to
all key stakeholders for agreement and
approval. This preserves the thought pro-
cess for future compliance managers, so
they do not need to wonder why something
is done a particular way. (I often wondered
why and how many processes came into
existence, but had no answers or anything
to refer to.) The memo also provides any
regulators or auditors with support and
understanding of our processes.

4. Ensure all related procedures are written
and/or updated regarding any decisions.

5. Communicate decisions clearly. Once
enacted, it is important to ensure that the
outcomes are executed consistently.
When this is complete, it is time to move

on to the next compliance issue.

Michele Abely is a Compliance Manager for Mohegan Tribal
Government in Uncasville, Connecticut. She may be reached at
mabely@moheganmail.com.



VIEW FROM THE FRONT LINES

by Meric Craig Bloch, CCEP, CFE, PCI, LPI

Does your boss listen to you?

usiness leaders don’t always see the ben-

efits of a robust investigation to running

a business. This is unfortunate, but not
surprising. An investigation’s scope and find-
ings are not often made relevant to the world
in which business people operate. One way for
you to achieve relevance is to under-
stand how business people think.

Compliance professionals are
business advisors. Of course, busi-
ness advisors cannot be effective if
business leaders are not listening, so
it will never be enough to conduct an
investigation and just report the facts.
An investigator must consider how to capture
the attention of the decision-makers.

The need to be relevant is a constant
challenge for any business advisor. Jim
Lukaszewski tackles the issue and offers some
guidance in his book Why Should the Boss Listen
to You? Lukaszewski describes how leaders
think and operate, and why this is important
to the trusted advisor. At the core of his book,
he presents a seven discipline approach to
becoming a strategic trusted advisor:

1. Be trustworthy: Trust is the first disci-
pline and the foundation for a relationship
between advisor and leader or boss.

2. Become a verbal visionary: The leader’s
greatest skill is verbal skill, and the
leader’s advisor must also have powerful
verbal skills.

3. Develop a management perspective:

To be a management advisor is to be able

to talk more about the boss’s goals and

objectives than about whatever your staff

function happens to be.

4. Think strategically: One of the great reali-
ties of management is that the leader’s job
is always about tomorrow, and almost
never about yesterday.

5. Be a window to tomorrow: Understand
and use the power of patterns. A sophis-
ticated advisor is one who can forecast
tomorrow with some level of accuracy.

6. Advise constructively: Giving advice starts
where the boss is and where he/she has to
go (where the advisor is or has been).

7. Show the boss how to use advice: If you
want to see your recommendations come
alive, teach the boss how to accept and
use advice.

Who doesn’t want to be noticed? Who
doesn’t want to be part of the decision-making
process? The key is to look at the questions,
issues, opportunities, and problems from the
boss’ perspective first.

Every compliance issue is, ultimately, a
business issue. Whatever your compliance
role, you are working hard to improve the
organization by reducing unacceptable busi-
ness risks. Ensuring that your contribution is
relevant and incorporated in decision-making
will showcase your value to the organization.

But only if your boss will listen to you. *

Meric Craig Bloch is the Compliance Officer for the North American
divisions of Adecco SA, a Fortune Global 500 company with over 8,000
employees and $6 billion in annual revenue in North America. He has
conducted more than 300 workplace investigations of fraud and serious
workplace misconduct. He is an author and a frequent public speaker on the
workplace investigations process. Follow Meric on Twitter @fraudinvestig8r.

+1 952 933 4977 or 888 277 4977 | www.corporatecompliance.org

H Compliance & Ethics Professional ~ March/April 2012

3



FEATURE

by Emi

| Moschella

DOQOJ review: FBI's Integrity
and Compliance Program

» The FBI implemented a corporate-style compliance program to allow for the early detection of internal control weaknesses.
» The DOJ 0IG reported that the FBI’s program has been beneficial to its efforts to monitor and enhance compliance.
» The DOJ 0IG suggested that other agencies may wish to consider implementing a similar kind of program.

» Remedial legislation, policies, and processes are inadequate.
» An integrated compliance and ethics program in government agencies is important.

Moschella
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(DQJ) Office of Inspector General (OIG)

issued a highly critical report regarding
the Federal Bureau of Investigation’s (FBI)
implementation of a statutorily authorized
investigative tool called “National Security

Letters” (NSLs). These are demand

letters provided to telephone compa-

nies, financial institutions, Internet
service providers, and consumer
credit agencies for “transactional,” as
opposed to “content,” information.

The DOJ OIG found, among other

things:

» that faulty recordkeeping understated
the total number of NSLs issued by about
20% less than the number that had been
reported to Congress.

» failure to self-report non-compliance to the
President’s Intelligence Oversight Board, as
required by Section 4 of Executive Order
12334. This section requires: “Inspectors
General and General Counsel of the
Intelligence Community shall, to the extent
permitted by law, report to the Board con-
cerning intelligence activities that they
have reason to believe may be unlawful or
contrary to Executive order or Presidential
directive.”

In March 2007, the Department of Justice

The OIG report resulted in Congressional
Oversight Committee hearings,' and

+1952 933 4977 or 888 277 4977

numerous press editorials critical of the FBI
and calling for change.

Of course, the FBI moved quickly to fix the
problems identified by the OIG. In addition,
and without prompting from the DOJ OIG, the
FBI notified the OIG that it would put in place a
corporate-style compliance program that would
allow for the early detection of internal control
weaknesses that could lead to non-compliant
activity in the future. The private sector gener-
ally adapts the process suggested by Federal
Sentencing Guidelines for Organizations
(FSGO),? and similarly, the FSGO formed the
basis for the FBI effort, together with corporate
best practices. The FBI effort was, and continues
to be, a pioneering experiment in managing the
government’s duty to comply with the law and
an example of a functionally integrated compli-
ance and ethics program.

The DOJ’s review

OIG, as part of its responsibility to follow-up
with the FBI on the NSL fixes, reviewed the
FBI's Integrity and Compliance program (ICP).
Since there was no law, rule, or other man-
date requiring the FBI to internally adapt the
corporate-style compliance programs, and no
model for it in government, it was a first of its
kind in terms of FBI implementation and the
OIG review. The questions for the DOJ OIG: Is
it a worthwhile effort? Is it working?
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The report makes suggestions for improve-
ment in the FBI program; however, the answer
to the broader question is a resounding “yes.”
The DOJ OIG report states:

The ICP’s identification, analysis, and
mitigation of legal compliance risks FBI-
wide and at the program level before they
develop into problems has the potential to
significantly reduce legal compliance risk

in FBI operations.

Note to other agencies: Consider implement-
ing a similar compliance program.
The report goes on to observe:

We believe that the concept of the FBI's
OIC [Office of Integrity and Compliance]
program has been beneficial to its efforts
to monitor and enhance compliance with
legal requirements, and that other agen-
cies may wish to consider implementing a

similar kind of program.*

For many compliance practitioners, the
gratuitous observation by the DOJ OIG har-
kens back to a similar dictum, which occurred
approximately fifteen years ago in the
Delaware Chancery Court.” There, Chancellor
Allen, in reviewing the settlement of a share-
holder derivative suit, suggested that in order
to avoid personal liability in the future, a
corporate director’s duty of care includes
overseeing the implementation of a corporate
compliance plan. The Court drew on the FSGO
and stated that: “The Guidelines offer power-
ful incentives for corporations today to have in
place compliance programs to detect violations
of law, promptly to report violations to appro-
priate public officials when discovered, and to
take prompt, voluntary remedial efforts.”

The combined effect of criminal penalty
mitigation and the suggestion of director per-
sonal liability avoidance provided a powerful

“Government administrators
should take note of the DOJ
OIG advice as a first step in
enhancing the public’s trust

in its governing and integrate

the corporate compliance
methodology into existing
ethics programs.”

incentive for corporations to have in place
integrated corporate compliance and ethics
programs. Public agencies and public offi-
cials do not face the same liability risks as
private sector organizations and directors.
However, the erosion of trust in our public
institutions is a greater risk to us as a nation
than the personal liability of corporate direc-
tors. Government administrators should take
note of the DOJ OIG advice as a first step in
enhancing the public’s trust in its governing
and integrate the corporate compliance meth-
odology into existing ethics programs.

An example out of the headlines

The FBI is not the only government agency
that has fallen short in meeting baseline
expectations of compliance with the law. The
Rutgers Center for Government Compliance
and Ethics produced a “white paper” which
outlined examples of governmental non-
compliance.® One example discussed there
continues to be in the news and provides a
timely example of an agency that could benefit
from the adoption of a corporate-style compli-
ance program.

Upper Big Branch Mine tragedy

The headline in the Washington Post of
December 7, 2011, was: “Owner of W.Va. Coal
Mine Agrees to Pay $209 Million Penalty for
Fatal Explosion.” The explosion occurred on

+1 952 933 4977 or 888 277 4977 | www.corporatecompliance.org
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April 5, 2010 and claimed the lives of 29 of
the 31 men working at this site. The article
reports that The Mine Safety and Health
Administration (MSHA) issued a report that
puts the full blame for the horrific accident at
the Upper Big Branch Mine on PCC/Massey,
the mine owner-operators. Clearly, the report
makes a strong case for culpability and the
report details gross negligence in the com-
pany’s inspection process.

Interestingly, five days prior to the catas-
trophe, the Department of Labor’s (DOL) OIG,
through its Office of Audit, issued a report,
titled Journeyman Mine Inspectors [in the MSHA]
Do Not Receive Required Periodic Retraining,
as required by the Federal Mine Safety and
Health Act of 1977 (Section 505). The report
notes that “Journeyman [MSHA] inspectors
are required to receive one week of speci-
tied retraining each year, or two weeks every
other year.” In short, the DOL OIG found that
MSHA did not comply with the law. Further,
the OIG described the effect of this non-com-
pliance as follows:

This increases the possibility that hazard-
ous conditions may not be identified and
corrected during inspections which, in
turn, could increase the risk of accidents,
injuries, fatalities, and adverse health con-
ditions for miners.”

Unfortunately, the recent MSHA report
does not deal with MSHA's failure. However,
the report does allude to the issuance of a
further report which will examine MSHA's
actions prior to the explosion and during the
rescue and recovery operation. The internal
review will evaluate the quality of MSHA's
enforcement activities, “including any weak-
nesses, and the adequacy of regulations,
policies and procedures.” Of course the issu-
ance of regulations, policies and procedures, as
well intentioned and needed as they may be, is

www.corporatecompliance.org  +1 952 933 4977 or 888 277 4977

“Of course the issuance
of regulations, policies
and procedures, as well
intentioned and needed
as they may be, is an
inadequate solution without
a management commitment
to enforce and comply
with those rules that goes
beyond mere rhetoric.”

an inadequate solution without a management
commitment to enforce and comply with those
rules that goes beyond mere rhetoric.

Let’s take a look at an example. H.R. 3697
was introduced on December 16, 2011, about a
week after the issuance of the MSHA report. It
purports to be a bill requiring improved mine
safety practices. Sec. 604 of the bill mandates
that the Secretary of Labor require “that each
mine inspector conducting inspections under
the Federal Mines Safety and Health Act of
1977 receive a full additional week of training,
in addition to the training that was provided to
or required of such inspectors prior to the date
of enactment.” Inasmuch as DOL OIG previ-
ously found that the MSHA did not comply
with the requirements for training journeyman
inspectors, what confidence should we have
that the DOL, through the MSHA, will comply
with this requirement if enacted into law?

The answer is found in the good will and
intentions of the leadership and employees of
MSHA, which I do not doubt for an instant.
The problem of course is that agency execu-
tives, both appointed and career, come and go
and priorities shift. As a result, these require-
ments run the risk of simply being prioritized
off of the agency’s radar screen through the
press of business, inadequate funding, etc.
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The MSHA should take under consider-
ation the observation of the DOJ Inspector
General “to consider implementing a similar
kind of [compliance] program.” An internal
management program to detect and prevent
violations of the law in the future by the
MSHA will provide for a systematic approach
to identify risks of non-compliant behavior
and address those before they are found by
an inspector general, Congressional oversight,
watchdog group, and, more importantly,
before the non-compliance possibly contrib-
utes to a tragic outcome.

Conclusion

The DOJ OIG report focused its review on the
question of whether the risk of non-compliance
will be avoided through the implementation of
a corporate-style compliance program. While
that is an important consideration, the effect

of such a program on overall organizational

ethics, the efficiency of operations by per-
forming a task right the first time, and the
enhancement of the overall public trust in
government institutions are anticipated but yet
to be measured. There is both a strong philo-
sophic and business case to be made on behalf
of the notion of implementing corporate-

style compliance programs at all levels in the
government sector. The DOJ IG report is a wel-
comed endorsement of that case. *

1. See “Senators Cite F.B.I. Failures as Chief Promises Change” by Scott
Shane, New York Times, 3/28/07.

2. See “Make the FBI Follow the Law,” Boston Globe, 3/13/2007; “Break
up the FBL” LA Times, Opinion by John Yoo (former DOJ official),
3/21/2007; “Revise the Patriot (sic) Act,” Editorial, LA Times, 3/26/07.

3. See United States Sentencing Guidelines, Chapter 8 et seq., particu-
larly USSG § 8B2.1, for the elements of an effective compliance and
ethics program.

4. Available at www.justice.gov/oig/reports/2011/e1201.pdf.

5. In re Caremark International Inc. derivative litigation, Court of Chancery
of Delaware, Decided: Sept. 25, 1996.

6. Available at http://rcgce.camlaw.rutgers.edu/sites/rcgce.camlaw.rutgers.
edu/files/rcgce_whitepaper.pdf

7. Report number 05-10-001-06-001, p. 3.

Emil Moschella is Executive Director at Rutgers Center for Government
Compliance and Ethics in Ashburn, VA. He may be contacted at
emoschella@camlaw.rutgers.edu.

Help keep your program fully staffed
List Your Job Openings with SCCE

It’s hard to have an effective compliance and
ethics program when you have openings

in your staff. To help ensure you fill those
openings quickly, list your compliance job
opportunities with the Society of Corporate
Compliance and Ethics.

Our online jobs board will put your
positions on our website for 90 days and
costs just $400 per position. In addition,

~. for each month you advertise with us, your

listing is included in our monthly SCCE
Jobs Newsletter, which we send out to over
13,000 email addresses.

Don’t leave your compliance
positions open any longer than
necessary. Post your job listings

with SCCE today.

Just visit us online at
corporatecompliance.org/newjobs
or call us at +1952 933 4977
or 888 277 4977.
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by Dan Small and Robert F. Roach

Powerful witness preparation:
The most important person

» The most important person in the room is the one who says nothing: the court reporter.
» Consider your words carefully—the reporter’s machine is cold, mechanical, and humorless.

» Words have different meanings: think about manager.

» Avoid using jargon that jurors may not understand or find confusing.

» If you are not sure what counsel is asking, ask for clarification rather than answering the question.

In this series of articles, lead author and seasoned trial attorney
Dan Small sets forth ten, time-tested rules to assist you in the
critical task of preparing witnesses. Robert F. Roach assisted
Dan in this series by providing additional “in-house” perspective
and commentary. The first installment of this series was pub-
lished in our January/February issue.

orporate officers and employees

communicate all the time: during

meetings, telephone calls, presen-
tations, and conferences, to name a few
examples. However, even a person who is a
skilled communicator in business settings may
tind testifying under oath challenging. As we
explain in Rule 2, it is critical to prepare your
witness for the unique experience of answer-
ing questions under oath and having the
testimony transcribed word-for-word.

Rule 2: Always remember that you are

making a record

One of the many unnatural things about being
a witness is that often the most important
person in the room is the only one who doesn’t
say anything: the person making the tran-
script or taking the notes. A witness cannot
“unring the bell.” Once words come out of
your mouth, they are committed to the cold
written page, under oath. Even humor and

www.corporatecompliance.org  +1 952 933 4977 or 888 277 4977

sarcastic remarks read like factual statements
in a transcript. Every word is there, for all to

see, for all time.
What is the answer?

Time

First, slow down and be precise.
Answer each question as if you were
dictating the first and only draft of
an important document. (You are!)
Consider each word carefully. This is
extremely difficult to do. You cannot
dictate a document this important
quickly, casually, or “off the cuff.”
You need to be fully prepared, and
then approach it with the right sense
of pace, care, and precision.

Language

Second, be aware of the power of
language. When every word is tran-
scribed and under oath, language
takes on an extraordinary impor-

Small

Roach

tance, far beyond normal conversation. Then,
when two or more sides are fighting over what
those words mean, and each is trying to use
them for their own purposes, the problems
multiply. We must be aware of, and carefully
consider, each word in the question. Most



language issues come within three interlock-
ing worlds: “English,” jargon, and “legalese.”

“English”

Open any dictionary at random, to any page,
and you will see a basic truth: there are very
few “simple” words. Most have more than

one meaning. In the heat of litigation, those
differences can be blown up in degree and
significance. If the witness is not 100% clear
about how the questioner is using a word, they
cannot answer the question. If they answer, the
questioner will assume their definition is the
one in play.

One common tactic is for questioners to try
to bully their way through language problems.
Consider this exchange:

Q: Who did you report to?

A: Please rephrase the question.

Q: What don’t you understand about my

question?

A: I'm not comfortable with “report.” I
had consultants and investors, but
“report” sounds like I'm in the Army.

Q: You know what the word “report”
means, don’t you?

A: Well, yeah.

The witness gave in to a question with the
unspoken “you idiot!” at the end. Prepare the
witness by explaining that in such circum-
stances, the issue is not whether you're too
stupid to know what “report” means (which is
how the witness may feel); the issue is whether
the questioner is too stupid to know that the
dictionary has twenty-five different definitions
of the word, and you didn’t know which one she
meant! Be sure you know, before you answer.

Jargon

Every profession, industry, region, and end-
less other categories, has its own language. We
call it jargon. In Webster’s words, jargon is “the
technical terminology or characteristic idiom

of a special activity or group.” But like so
many other words, jargon has multiple mean-
ings. When Juror #6 hears jargon, it comes
across less as impressive technical know-how,
and more like Webster’s next definition of the
word: “obscure and often pretentious lan-
guage marked by circumlocutions and long
words.” Witnesses need to work hard to stay
away from jargon, and to recognize when they
fall back into it, and stop to explain.

“Jargon interferes with

communication in so many
ways. Jurors don’t understand it.
They don't like it and often feel
it’s condescending. It can make
the witness seem cold and
distant, talking about human
issues in dehumanizing terms.”

Jargon interferes with communication
in so many ways. Jurors don’t understand it.
They don't like it and often feel it’s conde-
scending. It can make the witness seem cold
and distant, talking about human issues in
dehumanizing terms. Lastly, its impact can go
far beyond the words themselves: Juror #6 may
miss the next several minutes of testimony,
because he is still trying to figure out the
jargon, and eventually may turn off entirely.
Help your witness to understand what kind of
jargon he or she speaks, and how to avoid it.

“Legalese”

In every case there are legal standards and

concepts that have to be broken down from
their confusing language, and explained in
clear and simple terms. Counsel must help

the witness understand what they are, so

+1 952 933 4977 or 888 277 4977 | www.corporatecompliance.org
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they don’t stumble upon them blindly—or get ~ businesses and industries, “manager” has a
lured into them unsuspectingly. Then witness  particular meaning—which may or may not
and counsel must be ready to deal with them mean the real “boss.” In legalese, many state

during testimony. legislatures, in their wisdom, gave the corpo-
The greatest language challenges come rate secretary of an LLC the name “manager,”
when a word exists in the intersection of two even though such a statutory manager may
or three of these separate circles, when a word  only be there to sign documents and have little
has different meanings in English, jargon, or nothing to do with running the business.
and/or legalese. Then, it is particularly impor- ~ Which meaning does the questioner mean?
tant for the witness to be 100% sure which Remember the most important person: the
meaning the questioner intended, or he/she court reporter. He/she doesn’t know what the
cannot answer the question. word means, unless either the questioner or

One quick example: the seemingly innocu-  the witness makes it clear. Insist on the disci-
ous word “manage” or “manager.” In English it  pline of clarity. *
can mean a range of things, from managing a Dan Small (dan.small@hklaw.com) is Partner with Holland & Knight
in Boston and Miami. His practice focuses on complex civil litigation,

government investigations, and witness preparation. He is the author
team (plckmg up the towels, etc., the coach is of the ABA’s manual, Preparing Witnesses (Third Edition, 2009).

. _ Robert F. Roach (robert.roach@nyu.edu) is Chief Compliance Officer
the bOSS)’ to managing a CheCkbOOk’ to manag of New York University in New York City and Chair of the ACC Corporate

ing to escape a dull party. In the jargon of some  Compiiance and Ethics Committee.
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KAPLAN’S COURT

by Jeffrey M. Kaplan

Conflicts of interest:
Where law and ethics meet

conflicts of interest (COI) and last year

even launched a blog devoted entirely to
the topic. What lies behind this interest in a
subject that most “normal” individuals would
find depressing at best?

Ihave long been fascinated by the field of

To begin, COI is an area where,
more than any other, law and ethics
meet. Indeed, many legal fields with
which compliance and ethics (C&E)
professionals routinely deal are based
entirely on COI ethical principles
(as in the case of anti-corruption

law) or largely on these principles
(as is true for fraud and insider trading law).
Additionally, the realm of fiduciary duty can
be seen as the legal embodiment of ethical
standards, as reflected in Justice Benjamin
Cardozo’s justly celebrated words that “[a]
trustee is held to something stricter than the
morals of the marketplace. Not honesty alone,
but the punctilio of an honor the most sensi-
tive, is then the standard of behavior.”
Studying COlIs helps underscore the
importance of other areas of knowledge, too,
for C&E professionals. One of these is psy-
chology, and particularly, the large number
of recent studies showing how seemingly
irrational many ethics-related decisions are.
Specifically, “behavioral ethics” research has
demonstrated the counterintuitive fact that
disclosing COls actually increases the like-
lihood of wrongful behavior. Yet another
important area of knowledge for C&E

professionals is economics, and the concept
of “moral hazard” (which can be seen as a
“cousin” of COls) helps illuminate the many
links between incentives and C&E risks.

“CQl is an area where,
more than any other,
law and ethics meet.”

Finally, proper handling of COls is essen-
tial to a healthy ethical culture which, in turn,
can be viewed as “business anthropology”
(although this term has other meanings, too).
This is because a failure to sufficiently address
COIs—the most common C&E problem in many
companies—can undermine employees’ sense
of “organizational justice,” thereby contributing
to an overall erosion of its culture. And, to bring
us full circle, increasingly the law recognizes the
importance of culture to compliance.

In short, COIs embrace a broad range
of knowledge concerning law, psychology,
economics, and anthropology that C&E pro-
fessionals need for their work. In this sense,
studying COls provides an ongoing—and
professionally relevant—liberal arts education,
which is why I am so fascinated by the field.

(More information about all of the above
topics can be found on the Conflict of Interest
Blog—www.conflictofinterestblog.com). *

1. Meinhard v. Salmon, 164 N.E. 545 (N.Y. 1928)

Jeffrey Kaplan is a Partner with Kaplan and Walker, LLP in Princeton, NJ.
He can be contacted at jkaplan@kaplanwalker.com.
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by Frank J. Navran

Nuts & bolts for boards: What
ethics oversight really means

» Total independence is an unattainable goal. The best we can hope for is to continually get closer to that goal.

» Perhaps the best we can ask of boards is a “good faith effort” toward being as independent as possible.

» The level of independence on the board informs the culture of the organization, and vice versa.

» Independence is more attainable when the board aims for a operating culture that values ethics over compliance.

» You get what you measure, and assessing the effectiveness of the organizational culture requires that one ask different
questions and apply different standards than when assessing organizational compliance.

Navran
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he demands on boards of directors

are changing, after a spate of global

ethics scandals, updates to the Federal
Sentencing Guidelines for Organizations
(FSGO), requirements from Sarbanes-Oxley

(SOX), and new standards of independence.

These changes address both the
individual conduct of directors and
increased responsibilities for boards,
including the oversight of organi-
zational ethics and compliance, and
the understanding and practice of
what is expected and required of
decision-makers if they are to meet
the organization’s standards for doing
what is “right, fair and good.”

To fulfill their new responsibilities in
the area of ethical oversight, many board
members find themselves directing a set of
activities in an area where they have little
familiarity. These activities include seek-
ing specific information from Ethics and
Compliance offices, interpreting that informa-
tion, engaging independent ethics assessors,
and knowing what to look for in an inde-
pendent ethics assessment. As a result, many
board members can experience a sense of
exposure, uncertain if they are effectively
meeting the requirements associated with
oversight of organizational ethics.

+1 952 933 4977 or 888 277 4977

This article explores the current level of
understanding as to what ethics oversight
entails and highlights areas of emerging con-
sensus and differences of opinion.

Independence

Let’s begin with a discussion of the basic

issue—independence. Both regulation and

public opinion are advocating greater “inde-
pendence” among board members. This

is commonly understood as having two

meanings:

1. Reducing the number of “executive” board
members (i.e, members of the board who
are also active members of the executive
leadership of the organization itself), and

2. Reducing the conflicts of interest board
members might experience in the exercise
of their board duties and responsibilities.
Independence is a “term of art” that

typically is used to indicate a freedom from

conflicts of interest. Conflicts of interest refer
to the real or perceived tension that decision-
makers experience between what is in the best
interest of the organization on whose behalf
they are making the decisions, and the inter-
ests of the decision-makers themselves.

In the first instance (reducing the number
of “executive” board members), the concern
is that the board has responsibilities to hire,



evaluate, compensate, and sometimes fire the
CEO. Does a CEO’s presence on the board (or
worse, a position as chairman of that body)
conflict with the board’s obligations to act

on behalf of the organization’s stakeholders,
investors, and others? Does the CEO’s pres-
ence on the board compromise the board’s
integrity or, equally legitimate, create an
appearance of a compromise to the reason-
able observer?

Independence is a special case of apply-
ing the principle of fairness. If I am to be fair
in the exercise of my duties and obligations,
then I ought not be influenced by the impact
of my actions on my personal wants or needs.
I ought to be able to make decisions as a board
member independent of concern for WIIFM
(What's In It For Me?).

Can independence be absolute?

Can I ever make a decision without consider-
ing what will happen to me as a result of that
decision? In a word, no! Every business deci-
sion any board member makes is conflicted,
because it is subject to the external influence
of potential personal loss or gain. If am a
board member and choose to do X—anything
at all—and my sole basis for choosing X is that
I truly believe it to be the very best thing to do
for the company, am I free from conflict or the
appearances of conflict?

Perhaps not. If it is good for the company
and I am board member, doesn’t that improve
the odds that it is good for me too? If the deci-
sion makes the company more profitable,
safer, more efficient, better respected, or more
successful by any measure, then I may be rec-
ognized as having contributed to that success.
I get to keep my board position. I continue to
deserve and earn the respect of my peers. I
am acknowledged as having contributed. My
shares increase in value. All of these outcomes
accrue to me and all of them are of value to
me, thus I gain from my decision.

Sanford Krolick suggested in his book
Ethical Decision Making Style' that there are
four sets of criteria that are considered every
time any member of an organization at any
level (up to and including members of the
board) considers a business action or makes a
business decision. To paraphrase Krolick:

» Pragmatic considerations: What are the
business consequences of this action or
decision?

» Altruistic considerations: What impact
will this action or decision have on others
or my relationship with them?

» Idealistic considerations: What is the right
thing to do, as defined by the values and
principles that apply to this situation?

» Individualistic considerations: What will
happen to me as a consequence of this
action or decision?

If we focus on the individualistic, we
may argue that it is difficult (perhaps impos-
sible) to consider any decision as wholly
independent. The argument states that in
every decision, the person acting experiences
some individual consequences. Even a wholly
unselfish act of doing for others may leave a
residue of satisfaction, joy, or comfort in the
person committing the act, or may result in
others noting the action and finding it admi-
rable or praiseworthy. A similar claim could
be made that there is an individualistic ele-
ment in any act of idealism or pragmatism.
No matter what we do, there is a personal
consequence and there may be a personal
benefit, even if wholly “internal” to the
decision-maker.

If this is an accurate description of
human psychology, and I believe it is, then
we cannot escape the reality that every
action and decision has the potential for
personal impact. Therefore, absolute inde-
pendence (e.g., 100% altruism, pragmatism,
and/or idealism untainted by individualism)
is a myth.
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What do we really mean by independence?

If we agree that absolute independence is
unattainable, then what are we left with as

an ideal? Perhaps we can merely hope that

the preponderance of the influence will be for
the greater good and that we will consciously
work to recognize and minimize the influence
of the individualistic considerations as we
make our decisions.

We agree that boards of directors need
to address the concern about the lack of
independence of their members. If absolute
independence is unattainable, what should we
demand of our boards? I suggest the best we
can ask is “good faith.”

Is good faith the most we ought to aspire
to? It is enough that the decision-maker merely
subordinates the individualistic considerations
(What's in it for me?) to the pragmatic (What
is best for the company?), the altruistic (What
is best for the company’s stakeholders, share
owners, employees, customers, suppliers, etc.?)
and idealistic (What is the right thing to do
according to the applicable values and prin-
ciples?). Given the inability to ensure absolute
absence of conflicted interests within a board,
I suggest that good faith may truly be the best
we can expect. Appropriate board structures
and the nurturing of an ethical culture within
the organization and the board can reinforce
good faith.

Board ethics structures
How might the board structure itself
regarding organizational and board ethics
responsibilities?
» Who should be on the ethics committee?
» What should that committee do?
» Who oversees the ethics committee?
» Where does the ethics committee go when
they have a question?
These questions do not lend themselves to
pat answers. Rather they present opportunities
for the board to engage in thoughtful refection
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as to how this board might best address its
ethics oversight obligations. In those delibera-
tions, there are several things the board might
consider.

What can directors do to ensure an ethical
organizational culture?

Perhaps the most powerful tool available to
boards is an independent ethics assessment.
What is an ethics assessment? What are the
options, and what are the advantages and dis-
advantages of those options?

Ethics assessments are perhaps the most
accessible means of entry into the ethics con-
sulting arena for those who wish to offer
ethics-related services to their clientele. This is
especially true for accounting firms that may
see an ethics assessment as a natural exten-
sion of a financial audit, because many times
ethical irregularities are unearthed when
conducting a routine audit of a client’s books.
This interest in ethics assessments is peak-
ing in light of recent changes to the Federal
Sentencing Guidelines for Organizations and
the continuing impact of Sarbanes-Oxley.

The least comprehensive ethics assess-
ment is the compliance assessment. This is the
process whereby the assessor determines the
degree to which one’s ethics program meets
the standards set forth in applicable law, regu-
lation, and policy, and the degree to which
organizational and individual behavior satis-
ties the requirements of that program.

Toward the middle of the spectrum, cul-
tural assessments explore how employees
and other stakeholders perceive the standards
and behavior of the organization. They assess
the priorities and ethical effectiveness of
individuals, groups, and units as well as the
organization as a whole.

The other extreme of the assessment con-
tinuum is the systems assessment. In this
process, one assesses compliance and cul-
ture as part of a bigger whole; the degree to



which the ethical principles, guidelines, and
processes of the organization are integrated
within the organizational system.

There are innumerable variations in
between the two extremes, and each type of
assessment is progressively more complex and
offers the client a set of data which is more
comprehensive. There is nothing wrong with
any of them. Each serves a different purpose.

What is wrong is when clients’ needs are
not served because they have received the
wrong assessment for their desired outcomes.
If, for example, the client organization has an
existing program to prevent and detect ethics
violations and merely wishes to ensure that the
program satisfies the requirements specified
in the current iteration of Federal Sentencing
Guidelines for ethics violations, then a compli-
ance assessment is an appropriate response.

If the client suspects intentional or
unintentional wrongdoing and wants to
understand why it is occurring, then a cultural
or systems assessment may be a better choice.

One limitation of the compliance-oriented
approach is the difficulty managers may have
recognizing themselves in the findings and
accepting responsibility. Compliance assess-
ments are narrowly focused and represent
a high degree of vulnerability to anyone
identified as “out of compliance.” Thus,
many leaders go to great lengths to distance
themselves from these types of findings.
Interestingly, an organization’s first response
to negative findings is often punitive and

highly individualized. Leaders may find that

they have removed the specific actor, but have
done little to alter the forces which motivated

the undesirable act.

Going beyond compliance

If the organization wants to address the root
causes of unethical behavior, then a systems
assessment may be the more effective alterna-
tive. For some, a compliance assessment may
be all that they know to ask for. These man-
agers may not appreciate what else might be
accomplished through a culture- or systems-
focused ethics assessment. Their assessor,
especially if that service provider is a legal

or financial professional, also may not know
what to offer, or have the wherewithal to
provide a more comprehensive and/or appro-
priate ethics assessment alternative.

There are two traditional ways to go
beyond a check on organizational and individ-
ual compliance: the cultural assessment and
the systems assessment.

Cultural assessments have been used
extensively by management consultants over
the years. They assess perceptions and iden-
tify issues relating to how specific groups
of stakeholders view targeted aspects of an
organization, such as leader effectiveness,
decision-making, and change management.
Their inherent limitation is that they, like the
compliance assessment, do not identify under-
lying causes.

Several years ago, some management
consulting firms that had become involved
in ethics management, including Navran
Associates, saw the value of applying “sys-
tems” methodology to ethics questions (e.g,,
employee perceptions of leader integrity, the
effectiveness of ethics policies, confidence
in ethics systems, and the effectiveness of
employee hotlines in informing and chang-
ing behaviors) as a supplement to compliance
assessments.
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Systems assessments uncovered whole
new sets of data, very different from that
available through compliance assessments.
Managers, accustomed to other culture assess-
ments, were comfortable with the way the data
were presented and understood their respon-
sibility for addressing the issues raised. These
data were often viewed as less threatening
than the findings of compliance assessments.
They often pointed to widespread patterns of
behavior within the organization and raised
broader issues of how the cause of the behav-
ior might be identified and altered to change
future results. Thus, systems-oriented ethics
assessments were more likely to produce the
desired change over the long run.

Where other assessments were often
limited and narrowly focused, systems assess-
ments viewed the organization as a whole and
examined the interconnectedness of the ethics
issues within that system, and between that
system and critical elements of the environ-
ment within which it operates. Systems-based
ethics assessments, at a minimum, typically
examine the relationships within and between
these thirteen components:

» Mission—the perceived purpose of the
organization. What is its reason for being?

» Vision—the perceived ultimate future
state of the organization. What will the
world look like if the organization success-
tully fulfills its purpose?

» Values—the underlying principles and the
operating definition of what is right, fair,
and good as it applies to this organization.

» Environment—the ethical alignment
between the organization and stakeholders
existing outside the organization: customers,
suppliers, competitors, unions, regulators—
every external entity that has a stake in the
organization or effects its operations.
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» Resources—how tangible and intangible
resources enable or limit the organization’s
ability to pursue its mission within its pre-
defined ethical boundaries.

» History—how the organization’s his-
tory shapes or limits its ability to operate,
per its stated values, in the pursuit of its
goals.

» Strategic goals—the ethical issues associ-
ated with setting and attaining strategic
goals and how congruent those goals are
with the organization’s vision and values.

» Strategic plans—how the organization
goes about attaining its strategic goals and
the ethics issues raised by those plans.

» Task definition—how the organization
defines its work and the ethical implica-
tions of both preparing employees to do
the work and the inherent rewards they
derive from doing it.

» Formal systems—any ethical issues
inherent in conformance to the formal
organizational systems, such as policies,
procedures, rules, and regulations.

» Informal systems—any ethical issues
inherent in conformance to the informal,
especially leader-based or peer group-
based systems.

» Individuals—the values and principles
motivating individuals within the work-
force and how well those values match the
stated values of the organization.

» Feedback—how the organization learns
from its experience and the impact of
learning (or not learning) on the ethical
growth and maturity of the organization
and its employees.

As we examine traditional rules-oriented
assessments and more systemic ethics-focused
assessments, we can note some significant
differences.



TABLE 1: Differences between traditional assessments and

Assessment Characteristic | Traditional (Regulatory) Assessment
Objectives

Compliance with required standards

ethics assessments.

Ethics Assessment

Compliance status as well as insights into values/
principles-based culture and norms.

Assessor qualifications
(e.g., laws, rules, regulations)

Qualified assessor with content expertise

Qualified assessor with content expertise and supplemental
“process” expertise (e.g. 0D*, OE*, Change Management)

Assessment approach Checklist of items that correspond to

regulatory requirements

Checklist of items as well as open-ended questions that
investigate context and how that context was created/
maintained

Assessment observations Non-compliance observations (i.e.,

deficiencies)

Noncompliance issues as well as OD/OE observations of
“ethics” process effectiveness, employee perceptions, and
related concerns

Follow-up requirements
address identified deficiencies

Ensure corrective actions are taken to

Ensure corrective actions are taken to address identified
deficiencies, as well as collaboration to ensure that the client
knows how to address the noncompliance observations (e.g.,
assistance in drafting RFPs* if external assistance is being
sought, because bad RFPs lead to bad projects)

*0D=C0rganizational Development; OE=0rganizational Effectiveness; RFP=Request for Proposal

It should also be noted that not all “ethics assessments” are created equal. There is a continuum
of sorts between a minimal ethics assessment and a truly comprehensive ethics assessment. The
following table illustrates what some of those differences might look like. It is not a question of the

more comprehensive one being inherently “better.

detail best fit the needs of the organization?” with

TABLE 2: Differences between types of ethics assessments

Less comprehensive ethics assessment More comprehensive ethics assessment

The goal is typically to gain insight into the ethical status quo and
gauge potential support for or resistance to any contemplated
change.

" Rather, the operating question is, “What level of
“tit” being very much a “systems” concept.

The goal is to provide a defensible evaluation of the organization’s
current effectiveness in meeting certain previously agreed-to ethics
and compliance standards, as well as the presence of certain
observable structural elements, their perceived effectiveness, and
their impact on the organizations continuing development.

The questions being addressed are typically defined, at least in
part, by the leadership of the organization, and can be used to
simply paint a picture of the current state, provide baseline data
useful in creating a new ethics initiative, or assess progress of an
existing initiative.

The questions being answered are both standardized

(e.g., presence and impact of the various components of an
“effective” program as defined within the FSGO), supplemented
with organization-specific questions regarding ethics systems
effectiveness and utility.

The methodologies would characteristically include key person
interviews, focus groups, some form of employee/stakeholder
survey, and a review of organizational documents.

The methodologies are the same as in an assessment (key person
interviews, focus groups, some form of employee/stakeholder
survey, and a review of organizational documents). Both the depth
and breadth of the components are greater.

The criteria are adapted to the goals of the organization (e.g.,
compliance with external standards and perhaps a narrow focus
on one element of an organization’s current ethical culture).

The criteria against which the organization is measured far exceed
compliance issues. One example is inclusion of questions related to
standardized instruments (e.g., ERC’s NBES*) that explore attitudes
regarding elements of the ethical culture.

The output is a written report of findings, conclusions, and
recommendations supplemented with an executive briefing.

The output is a written report of findings, conclusions, and
recommendations supplemented with an executive briefing.

The recommendations, with rare exceptions, are non-binding.

The recommendations, with rare exceptions, are at least
somewhat binding. Rejection of a finding would be for cause, not
just managerial prerogative. Organizations would need a defensible
justification for ignoring the findings and/or recommendations.

*ERC’s NBES = Ethics Resource Center’s National Business Ethics Survey
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Possible oversight roles for an ethics committee
If we assume that there is an effective ethics
management function within the organization,
then the Ethics Committee of the Board would
have oversight responsibility to ensure com-
pliance with the organization’s standards and
procedures. Some oversight roles might be:

1. Contribute to the continuing definition of
the organization’s ethics and compliance
standards and procedures.

2. Oversee responsibility for overall compli-
ance with those standards and procedures.

3. Oversee the use of due care in delegating
discretionary responsibility.

4. Oversee communication of the organiza-
tion’s ethics and compliance standards and
procedures, ensuring the effectiveness of
that communication.

5. Monitor and oversee the regular assess-
ment of the impact of the ethics and
compliance function on the organization’s
ethical culture.

6. Oversee enforcement, including the assur-
ance that standards are uniformly applied
and discipline is uniformly utilized.

7. Take the steps necessary to ensure that the
organization learns from its experiences.

8. Ensure that the above are regularly
assessed by an “independent” assessor.
But an ethics committee, whether operating

at the board level or as an operational commit-

tee reporting to the board, can do much more.

The committee can be charged to ensure that

the organization exceeds the requirements for

an effective ethics management process. For
each of the above arenas of responsibility, there
may be several specific roles.

Contribute to the continuing definition of

the organization’s ethics and compliance

standards and procedures.

» Determine which areas of operation
require standards and procedures.
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» Review existing standards and procedures
for completeness and utility.

» Use information gleaned from employee
and member reporting and clarification
processes (e.g.,, employee hotlines, indepen-
dent ethics audits) to stimulate standards
and procedures revisions.

» Review employee and member survey
data to determine where revisions to
organizational standards and procedures
are called for.

» Assign responsible functions the task of
redefining the organization’s position
via a new or revised set of standards and
procedures.

» Recommend methods for more effectively
communicating standards and proce-
dures to ensure they are understood and
accepted by employees and others.

» Recommend the management behavior(s)
needed to reinforce the standards and
procedures.

Assume oversight responsibility for overall
compliance with those ethics and compliance
standards and procedures.

» Take the position that the committee is the
responsible authority for ethics compliance
in its area of jurisdiction.

» Be the final voice concerning interpreta-
tions regarding the organization’s ethics
and compliance standards and procedures.

» Make recommendations on improving the
existing compliance mechanisms.

» Opversee the use of due care in delegating
discretionary responsibility.

Oversee the use of due care in delegating

discretionary responsibility.

» Define how the organization will balance
the rights of the individual applicant/
employee/member and the organization’s
need to avoid increasing the risk of a



future violation that comes with placing a
known or suspected violator in a position
of discretionary responsibility.

Oversee the background investigations of
applicants/employees/members who are
being considered for positions of discre-
tionary responsibility.

Communicate the organization’s standards
and procedures, ensuring the effectiveness
of that communication.

>

Determine the mechanisms for communi-
cating the organization’s ethical standards
and procedures.

Develop and distribute appropriate docu-
ments and/or underwrite training, to
ensure that all employees know and
understand the standards and procedures.
Develop mechanisms, such as needs analy-
ses, to identify employees’” or members’
areas of concern or confusion.

Coordinate policies to ensure that the mes-
sages contained in them are not in conflict
with one another.

Recognizing that communication is two-
way, determine mechanisms for soliciting
stakeholder input into how standards and
procedures are defined and enforced.
Develop certification mechanisms to
ensure that the organization has evidence
that each employee has received the appro-
priate information and understands the
standards and procedures they describe.
Create mechanisms (such as ombuds-
man offices or employee hotlines) to
facilitate employees receiving “safe”
guidance and/or policy interpretation
and to ensure each employee’s access to a
“safe” mechanism for reporting suspected
wrongdoing.

Determine what training is necessary for
optimum compliance levels with the pub-
lished standards and procedures.

Monitor and assess compliance.

» Develop the internal control mechanisms
necessary to demonstrate individual and
organizational compliance with the pub-
lished standards and procedures.

» Develop mechanisms to demonstrate the
effectiveness and reliability of the internal
controls.

» Develop mechanisms to assess the com-
pliance-related risks associated with the
organization’s strategic and operational
goals, objectives, and plans.

» Develop mechanisms to ensure that for-
malized measurements and rewards do
not motivate noncompliance with the orga-
nization’s standards and procedures.

» Develop and support whatever additional
reporting mechanisms are deemed nec-
essary to effectively monitor and assess
compliance with the organization’s stan-
dards and procedures.

Oversee enforcement, including the assur-

ance that discipline is uniformly applied.

» Develop mechanisms to ensure consistent
disciplinary responses for essentially simi-
lar violations (i.e., ensure that there are not
different standards applied for different
employees based on position, performance,
function, etc.).
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» Ensure that disciplinary provisions exist
for both those who violate the standards
and procedures and those who knowingly
ignore such violations.

Take the steps necessary to ensure that the

organization learns from its experiences.

» Develop the mechanisms necessary to
identify why misunderstandings and/or
violations occur and to ensure that the
lessons learned are systematically applied
to reduce the probability that similar
questions/actions would recur.

» Follow-up on recommendations made to
improve compliance mechanisms.

Other roles and responsibilities

The use of ethics committees for executive
and/or administrative oversight of the various
ethics effectiveness and ethics management
processes is widespread but, in some cases, the
ethics committee is also being required to per-
form functions that are at odds with the areas
of responsibility shown above.

Ethics committees rightly serve an execu-
tive oversight and leadership role. That role
should not be compromised by having the
committee responsible for the investigation
of alleged wrongdoing or the definition of
specific disciplinary responses in individual
cases. This confuses the issue. Responsibility
for oversight should be free from the preju-
dices associated with operations. The ethics
committee should be the advocate for effec-
tive ethics management processes, nothing
more. It best represents the organization’s
and employees’ interests by ensuring that the
ethics management systems are effective and
meet the requirements of applicable law and
guidelines.

It would be inappropriate for an ethics
committee to be involved in fact finding
and/or discipline regarding alleged or proven
ethics violations. That role puts them in the
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“Ethics management
processes work best when
employees/members
believe that those
processes are neutral,
and the fairness and
impartiality in the process
is not compromised.”

position of being the facilitators of policy, the
investigators of specific circumstances, and the
dispensers of punishment.

The biggest concern is not the commit-
tee employees” or members’ ability to handle
the multiplicity of functions. Rather, it is the
impact that such a multiplicity may have on
the perceptions of employees or members who
might shy away from using available ethics
resources because of a perceived conflict of
interest between the roles of executive over-
sight, policy interpretation, advocacy for the
employee or member, and advocacy for the
organization.

Ethics management processes work best
when employees/members believe that those
processes are neutral, and the fairness and
impartiality in the process is not compro-
mised. Active participation in the day-to-day
management and implementation of ethics
processes takes the ethics committee out of
the role of overseer and makes them the man-
agers of the ethics functions. This is akin to
having the comptroller also be the auditor.
There is too great a potential for independence
and impartiality to be sacrificed for it to be
endorsed as a preferred practice.

Although the ideal may be to distance the
ethics committee from day-to-day operations,
that may not be feasible. If the ethics commit-
tee is to provide oversight and operational
management, that becomes a strong argument



for regular ethics effectiveness assessments
from an independent third party. Assessments
come in all shapes and sizes. The closer the
ethics committee is to daily operations, the
more comprehensive the independent assess-
ment should be.

In summary, ethics committees can meet
the requirements of the Federal Sentencing
Guidelines for high-level responsibility for
effective ethics oversight. They can serve a
multitude of roles and responsibilities, but
special care must be taken when those role
include the day-to-day operation of the ethics
management processes. Such care will ensure
employee/member confidence in the organi-
zation’s commitment to independence and
impartiality in decision making.

Conclusion

Not every ethics assessment should be a sys-
tems assessment. There is a time and place
for compliance and culture assessments, but
we should never forget that organizations are
complex systems made up of interconnected
parts and are themselves part of larger, more
complex systems, industries, and society.
Often, to understand systems requires a sys-
temic approach.

When the issue is change—fundamental
and ethically consistent change—the systems
assessment provides the decision-makers and
change leaders with the breadth and depth
of information needed to make that change
happen and endure. The systems assessment
is the tool for today, when organizations are
undergoing fundamental change in what they
do and how they do it, but are choosing to
hold on to their core values, principles, and
ethics, and where the ultimate goal is the more
ethical organization.

As more and more vendors get into this
tield, it may be useful to the reader to recog-
nize that not every assessment measures the
same things or provides the same value to

those who read its results. An effective assess-

ment ought to define:

1. What data ought the Ethics office/function
be required to provide to the board?

2. What do those data mean? (e.g.,, How many
calls to the ethics line is a “good” number?)

a. Where possible, current practices will
be identified and critiqued.

b. Available options, including emerging
“best practices” (where such exist) will
be discussed.

¢. An approach will be described that
guides board members in the deter-
mination of how best to address their
specific ethics oversight issues and
needs.

d. Based on this presentation, it is
expected that board members can be
increasingly confident that they will
meet mandated requirements for ethics
oversight. Furthermore, they can be
assured that they are reducing their
personal exposure while contributing
to the realization of higher levels of
organizational ethics.

This document and the recommendations
it presents are but a beginning to building
board member confidence, reducing a board’s
sense of exposure, and providing individual
board members with the confidence that they
are meeting the requirements associated with
the oversight of organizational ethics. It repre-
sents a start of what is truly needed for boards
to effectively fulfill their fiduciary and legal
obligations regarding organizational ethics
by providing a conceptual framework and
a shared vocabulary necessary for ongoing
dialog. *

1. Sanford Krolick: Ethical Decision-Making Style, Survey and
Interpretative Notes. 1987, Addison Wesley. ISBN 0-201-16412-4
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and has authored five books and more than two hundred articles and
book chapters. He may be contacted at frank@navran.com, or for more
information, www.navran.com.

+1 952 933 4977 or 888 277 4977 | www.corporatecompliance.org

E Compliance & Ethics Professional ~ March/April 2012



E Compliance & Ethics Professional ~ March/April 2012

Congratulations
New CCEP° designees

Achieving certification required a diligent effort by these individuals.
CCEP® certification denotes a professional with sufficient knowledge
of relevant regulations and expertise in compliance processes to assist
corporate industries in understanding and addressing legal obligations.
Certified individuals promote organizational integrity through the
development and operation of effective compliance programs.

CCEP

Certified Compliance & Ethics Professional

» Keyhan Afaghi
» Kevin Anderson
» Rachel Batykefer

» La Tricia Blackburn

» Tiffani Bragg

» Ellen Brandt

» Sabrina Brutus

» Diane Burger

» Susana Caballero
» Joseph Campbell
» Lori Coffman

» Pamela Deboer

» Olufemi Dekalu-Thomas

» Dave Dixon

» Vu Do

» David Douglass
» Thomas Flint

» Robert Frisbee
» Elizabeth Gilbert

www.corporatecompliance.org

» Carrissa Gonzales

» Steven Gregory

» Joseph Guagliardo

» Thomas Hardin

» Lucy Hernandez Delgado

» Gregory Hodge

» Patrick Hogenbirk

» Bill Jones
» Jim Kern
» Debora Kohan

» John Kotlarczyk Jr.
» Gerilyn Kusnierek

» Robert Leblanc
» Sabrina Leite

» Roxanne Loomis
» John Lossing

» Vicki Marsee

» Krista Mathews
» Steve McFarlane

» James McKillop
» John Monzone
» Ellis Murtha

» Juan Musso

» Krista Muszak

» Felipe Pereira

» Gabriela Perez

» Louis Perold

» Anna Peterson

» Susan Pierce

» Giovanni Porcelli
» Melissa Pretlow
» Virginia Ramirez
» Catherine Ruster
» Michael Sachs
» Gordon Scott

» Makisa Sherry

» Bradley Siciliano
» Sarah Sims

» Naraiana Souza

» Barbara Stein

» Tina Stinson-Dacruz
» Barbara Stockman
» Ana Carolina Szytman
» Dee Taylor

» Jackie Thomas

» Tina Tolliver

» Carlos Ubieto Quan
» Randy Watanabe

» Douglas Webb

» John Williamson

» Shawn Wilson

» Eric Wilson

» Cheryl Winter

» Russell Woods

» Monty Wu

» Deborah Ziegler

» John Zink

The Compliance Certification Board offers you the
opportunity to take the Certified Compliance and
Ethics Professional (CCEP)® certification exam.
Please contact us at cch@corporatecompliance.org,
call +1 952 933 4977 or 888 277 4977, or visit

www.corporatecompliance.org/ccep

+1 952 933 4977 or 888 277 4977



by Charles Thomas

Multinationals

and due diligence:
What are the red flags?

» Failure to comply with regulations like FCPA can cost companies millions.
» Due diligence processes help companies avoid risk and make informed decisions.

» Due diligence is about building trust and strong relationships.

» As companies implement due diligence processes, they will encounter “red flags.”
» It’'s important to examine red flags carefully—they may be false positives.

Thomas

ue diligence is supposed to inspire
D trust in the business relationships

that companies rely on. And yet,
nearly half of companies with due diligence
programs in place also report they lack confi-
dence in the process, according to Dow Jones’
State of Anti-Corruption Compliance
Survey 2011.! That’s no way to do
business—not in a global economy
where international operations repre-
sent both opportunity and risk.

The UK Bribery Act, which came
into effect in July 2011, adds a new layer
of complexity to an already confusing
minefield of regulation and jurisdic-
tion. Failure to comply with it or with the US
Foreign Corrupt Practices Act (FCPA) could cost
companies millions of dollars and could even
land senior executives in jail. On the reverse
side, proper due diligence allows a company to
avoid risk. According to the Dow Jones survey,
more than half of companies have delayed or
avoided working with global business partners
because of concerns about corruption.

Due diligence and the prevention of bribery
Due diligence is a term used for a number of con-
cepts involving the investigation of a person or

entity prior to the signing of a contract or a spe-

cific act. Due diligence programs should be more

than just impressions formed in internal confer-
ence rooms. Due diligence should be a dedicated
process that allows companies to make decisions
based upon reliable, actionable information.

The Bribery Act Guidance issued by the
UK Ministry of Justice in 2011 outlines six key
principles’ that companies need to refer to
when undertaking procedures to prevent brib-
ery, both within their organization and by the
people who operate on their behalf. In brief,
the principles are:

» Proportionality. Companies need to assess
the bribery risks they face and the size of
their business. This will help to influence
what steps are taken, including in the field
of due diligence.

» Top-level commitment. Companies need
to show through their actions that they
will not tolerate infractions of any kind.

» Risk assessment. Any company that is
at risk from corruption needs to research
the markets it operates in and the people
involved with the company.

» Due diligence. This includes any inves-
tigation covering agents, employees,
partners, or others associated with a deal.
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» Communication. Companies need to
explain policies and procedures to staff
and others.

» Monitoring and review. Policies, pro-
cedures, assessments, and due diligence
should be kept up to date and checked on
periodically.

Red flags

As companies implement their due diligence

processes, they’ll likely encounter one or more

“red flags” that might divert their attention or

even impede their progress. Below are some of

the common issues and suggested techniques
to address them.

» Too much information on the Web.
Consider adapting your search parameters,
getting a team involved, or contracting the
research to a firm with specialist research
capabilities.

» Too many people with the same name.
Again, adapt the search strategy, get extra
identifiers, or use a professional firm. A
database that allows for name variations is
also very useful.

» No results. There are a few possible
options here: (1) The person has left a very
low public profile and there are no negative
issues relating to him/her; (2) The indi-
vidual has altered or concealed his/her
identity; and (3) You have incorrect details.
Ask the individual under examination to
confirm personal and business informa-
tion. It could be a major red flag if search
results don't produce anything of value.

» Similar name with a red flag. If the name

is common, this may or may not indicate a
problem. Consult with an expert to check
the identifiers you have in place.

» The subject is on a sanctions list, or has

committed a crime, or there are allega-
tions of a crime. A red flag might be a
big issue or it might be an error—a false
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“It’s important to take
away that, on further
examination, these red
flags may turn out to be
false positives. Reports
may relate to another
person, for example.”

positive. Have the result reviewed and

consider further checks.

» The subject has a long, complex history.
A high-profile individual or firm may
have many red flags, some of which can
be explained by media errors or politics.

If you want to proceed, you will almost

certainly have to use a higher level of due

diligence and possibly make some difficult
judgment calls.

» The subject has no significant problems,
but has a history with colleagues/part-
ners. Often, a subject will claim (or a public
record will indicate) that an individual or
firm was linked to someone who encoun-
tered an issue, but held no blame. This will
probably require more in-depth investiga-
tion and assessment. Dealing with red flags
requires discretion, diplomacy, legal com-
pliance, and business sense.

It's important to take away that, on fur-
ther examination, these red flags may turn
out to be false positives. Reports may relate to
another person, for example. In other cases,
results will be correct, but the information can
be set aside for further investigation, if neces-
sary. For example, if the subject was the client
of a financial institution that had fraud prob-
lems, but there is no suggestion the subject
was anything but a victim.

Last, sometimes the evidence may
be strong enough to justify ending the



relationship or not proceeding with the trans-
action. These decisions should be weighed
carefully and supported with detailed facts.

Conclusion

Conducting due diligence is an investment,
but it is an important one. Even when there
are legacy relationships with agents, vendors,
clients, and staff members, it is necessary to
ensure that these individuals are assessed for
risk. Due diligence has to be renewed at inter-
vals, perhaps every year, depending on the
individual or situation at large.

Using due diligence isn't necessarily about
finding “bad” people; it is about building
trust and stronger relationships with the right
companies and individuals. Facts should be
examined in a critical light with supporting
evidence, and all parties involved should be
open to this vital procedure. *

Charles Thomas is Executive Director of Due Diligence for
Dow Jones Risk & Compliance Solutions. He can be reached at
charles.thomas@dowjones.com.

1. Dow Jones State of Anti-Corruption Compliance
Survey 2011. Available at www.dowjones.com/
riskandcompliance/15605_AC_Survey_eBook_v6.pdf

2. Ministry of Justice: The Bribery Act 2010 Guidance. April 3, 2011.
Available at wwuw.justice.gov.uk/downloads/guidance/making-reviewing-
law/bribery-act-2010-guidance.pdf
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by Thomas W. Kirby

Computers and copyrights:
A continuing source of
avoidable liability

» When employees share copyrighted materials, employers can take a huge hit—sometimes millions of dollars
for something as simple as passing around an electronic newsletter to a few colleagues.

» Not all copyright cases settle.

» Under the “statutory damages” provision of the Copyright Act, a court is not limited by actual damages,
but may award up to $150,000 in statutory damages for each work the defendant has willfully infringed.

» Courts are not shy about using the power of imposing statutory damages.
» Relatively simple best practices can greatly diminish your exposure.

indergarten teaches us to share, and newsletter. The firm settled for almost half a
Kcomputers make sharing quick and million dollars.
easy. But when employees share » A communications executive began for-
copyrighted materials, employers can take a warding an electronic newsletter to other
huge hit—sometimes millions of dollars for senior executives. The firm settled for a mil-
something as simple as passing around an lion dollars.
electronic newsletter to a few col- » Employees in a large real estate firm found
leagues. Let me give a few examples several newsletters useful and began
from my recent experience represent- forwarding them to colleagues. The firm
ing electronic newsletter publishers. settled for almost two million dollars.
The names are confidential (at least » The manager of a small consumer sales divi-
in part because of the embarrassment sion forwarded a specialty newsletter to the
that can be caused by companies’ vio- presidents of the division and the parent com-
Kirby lations of the law and of the rights of pany to help them understand how the field
others), but here are the basic facts: was developing. After paying an estimated
» Specialized lawyers in a national firm got million dollars in defense costs to its lawyers,
impatient passing along a single paper copy the company also paid a $500,000 settlement.
of a newsletter and began forwarding the Of course not all copyright cases settle.
electronic version simultaneously to the Legg Mason' elected to litigate in defense of the
group. The firm settled quickly for well over  activities of research employees who had posted
a million dollars. a subscription to Lowry’s Financial Reports
» The founder of a modest family business on the firm Intranet and otherwise passed it
started grooming his two adult children around. Legg Mason claimed my client’s actual
to take over. As part of their education, he losses were tiny, but the jury awarded nearly

began emailing them copies of his industry ~ $20 million in statutory damages.
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“It is important to
remember that each
issue of a publication is
a separate work entitled
to a separate award of
statutory damages.”

My practice mainly involves representing
electronic newsletters, but a wide variety of
works can give rise to serious copyright liability.
For example, in one recent case an insurance
broker was found to have secretly copied a rival’s
business materials to make a series of successful
business proposals. Instead of statutory dam-
ages, the plaintiff demanded the profits earned
by this infringement, plus interest covering the
decades before the infringement was discovered.
Tens of millions of dollars were awarded.

Another case involved copies of instruc-
tions and advertising for storm windows. The
infringers were former authorized distribu-
tors. Their failure to make a defense resulted
in a default that was held to establish willful
infringement. The court held that two regis-
tered works had been infringed and awarded
$31,000 per work in statutory damages.

These numbers are high because of a spe-
cial remedy in the law to implement the strong
public policy in support of copyright compli-
ance. Under the “statutory damages” provision
of the Copyright Act, a court is not limited by
actual damages, but may award up to $150,000
in statutory damages for each work the defen-
dant has willfully infringed. For non-willful
infringement, the law identifies a range of
statutory damages, depending on the circum-
stances, of up to $30,000 per work (with a floor
of $750 per work in most circumstances).

In addition, a winning plaintiff may also
be awarded its legal fees in bringing the
case. The public policy underlying statutory
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damages reflects the reality that it is extremely
difficult for a plaintiff to see copyright
infringements in most cases, because they
happen behind closed doors; thus, when an
infringement is discovered (sometimes by acci-
dent, sometimes through whistleblowers, and
sometimes in other ways), through this serious
remedy the law wants to ensure that copyright
holders do not lose the incentive provided by
copyright to create and distribute new works
merely because of infringers’ secrecy.

Courts are not shy about using the power
of imposing statutory damages. I recently
did a simple computer search for 20082011
cases reporting copyright statutory damages
awarded by juries. I found about a dozen
such cases, involving all sorts of copyrighted
works. In two cases the juries had awarded
the maximum of $150,000 per work, and in a
third the jury had awarded $140,000. The aver-
age across the dozen cases was about $75,000
per work. Willfulness was found in almost all
cases. The lowest award was $15,000 per work,
and that was in unusual circumstances where
the employer could not have known that an
independent contractor had been infringing.

The news recently has focused on record-
ing industry lawsuits against two individuals
who were alleged to have posted thousands of
songs for others to copy through peer-to-peer
software; for purposes of keeping the trials
manageable, each case focused on only 20-30
songs. One infringer was a single mom; the
other was a college student. The songs they
posted for free download were on sale over
the Internet for under $1 each. One case was
tried three times, the other once. In each trial,
the juries awarded tens of thousands of dol-
lars in statutory damages per song. The trial
judges have held that, for individuals acting
for personal pleasure completely outside
any business context, the awards should be
reduced to $2,250 per song. For employers, the



important message is the size of the awards

juries are willing to make, even against defen-

dants of limited means.

In one of the file sharing cases (Sony
Entertainment et al v. Tenenbaum),? the U.S.
Court of Appeals just issued its opinion. The
court reinstated the large jury award, holding
that the trial judge should not have rushed to
make a constitutional ruling (that the damages
awards were unconstitutionally large) without
first using its common law power to issue a
“remittitur,” an order allowing a plaintiff to
choose between a reduced award and a new
trial on damages. The opinion is lengthy, but
key points for business and other institutional
infringers include:

» The right of copyright owners to demand
that a jury set statutory damages is
reaffirmed.

» Because statutory damages are intended to
deter and punish as well as to compensate,
it is error for a judge to tell the jury that
the total amount of a statutory damages
award needs in any way to be related to
the amount of actual damage (such as lost
profits) suffered by the copyright holder.

» Presumably because of the different
public policies underlying copyright law,
Supreme Court precedents limiting puni-
tive damages seem not to apply to statutory
damages. (The court avoided a direct
ruling, but made its views pretty clear).
Individual infringers may take some

consolation from the possibility of a remit-

titur. But that remedy offers little solace for
businesses and other institutions, because no
modern U.S. court has ever granted a remit-
titur to such an infringer. Indeed, in the Legg

Mason case mentioned above, the trial court

declined to reduce a $20 million award for

copying a financial newsletter.

It is important to remember that each issue
of a publication is a separate work entitled to a

separate award of statutory damages. Thus, a
business whose employees have been forward-
ing or otherwise infringing a daily newsletter
for a year faces a worst-case liability of almost
$40 million. For infringement of a weekly, the
exposure is nearly $8 million. So multi-million
dollar settlements often make sense.

Your business doesn’t have to accept such
risks. Relatively simple best practices can greatly
diminish your exposure. I discussed those
best practices in an article I wrote in 2007 and
the advice I give there still holds. Meaningful
employee education, periodic polling of
employees about copying, realistic evalua-
tion of subscription needs, and taking out an
appropriate license from Copyright Clearance
Center, all taken together, will work. But effec-
tive protection requires someone to take charge,
whether it is corporate counsel, an information
professional, or an alert executive. So long as
employers” heads remain planted in the sand,
unpleasant surprises will arrive from behind.

I represent publishers in addressing
infringements. But, those publishers much
prefer to make their livings from selling sub-
scriptions to the publications they create, and
they actively warn against infringement and
encourage me to do likewise. However, as
technology has made copying easier, they have
been increasingly victimized, and they are not
going to take it anymore. Employers who pro-
vide computer systems to their employees and
reap the benefits of those wonderful devices
must effectively prevent employee infringe-
ment and obtain proper licenses, or accept the
consequences. *

1. Lowry Reports Inc. v. Legg Mason et al. 271 F.Supp.2d 737 (2003) United
States District Court, D. Maryland, Northern Division. July 10, 2003.

2. See Sony BMG Music Entertainment v. Tenenbaum, 721 F. Supp. 2d 85
(D. Mass. 2010).

3. Thomas W. Kirby: “Managing Copyright Liability in the Computer
Age.” Copyright Clearance Center, Inside Counsel, November 16,
2007. Available at www.copyright.com/media/pdfs/article-inside-counsel-
thomas-kirby.pdf

Thomas W. Kirby is a senior litigation partner at Wiley Rein LLP. He can be
reached at tkirby@wileyrein.com.
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by Charles Ruthford

Is your ethics and compliance

training really preparing
your employees?

» Qur current web-based ethics and compliance training may leave us unprepared for people having to deal with risks.

» We cannot assume that people under stress will first consider a rational, step-by-step process to deal with a risk.

» When facing a difficult situation that has personal consequences, the human mind bases its choices on intuition and
emotion rather than rational reasoning.

» Interactive, collaborative, transformative, management-led learning activities can influence values, intuition, behaviors,
decision-making, and ultimately bottom-line performance.

» Leadership and involvement by front-line managers is crucial to the success of training and change activities.

Ruthford

me give you the good news: Over the past

few decades, the technology for online
web-based training has evolved significantly.
Today’s courses are readily available, scalable,
efficient, and reasonably good at conveying
information.

Ihave good news and bad news. First let

The bad news? Online training
doesn't typically prepare people to
react properly when faced with an
ethics challenge or compliance risk.
In this article, I will show why online
training comes up short. I also will
describe how interactive, collabora-
tive, transformative, management-led learning
activities can prepare people for those
difficult situations.

History

When we developed ethics and compliance
training in the early 1980s, we used a fairly
simple approach. We explained the rules and
expectations, and made the consequences for
misconduct clear. We provided the learner
with tools such as an ethical decision-mak-
ing model that, if applied correctly, would

lead people to the proper decision. And we
directed them to their management or an
ethics hotline for advice and help.

These courses were designed and built by
skilled training developers. They used state-
of-the-art processes and were delivered by
experienced trainers. We started in the class-
room and, over the years, transitioned to the
present-day web-based delivery. The premise
for our design approach was simple: Because
people want to avoid the pain that could
result from a misstep, they would recognize
the issue, pause before acting, and then go
through an objective, step-by-step decision-
making process. They then would respond
appropriately to the questionable situation,
and the sun would rise over our untarnished
reputation yet another day.

Making choices

Our previous assumptions about how people
react under stress—and how this affects their
ethical decision-making—may not be correct.
Nobel Laureate Professor Daniel Kahneman
shows that people facing difficult situations
react quickly. Their split-second choices

+1 952 933 4977 or 888 277 4977 | www.corporatecompliance.org

E Compliance & Ethics Professional ~ March/April 2012



E Compliance & Ethics Professional ~ March/April 2012

www.corporatecompliance.org

are controlled by intuition and emotion
rather than objectivity. Professor Kahneman
describes two systems present in the mind in
his 2011 book Thinking Fast and Slow.! System 1
operates automatically and quickly, with little
or no effort. There is no sense of voluntary
control. Examples of automatic activities asso-
ciated with System 1 might include locating
the source of a sudden sound, completing the
phrase “bread and ...,” or detecting hostility
in a voice. System 1 continuously assesses the
environment around us. It creates heuristics,
or “rules,” based on our observations, experi-
ences, beliefs, and intuition. System 1 wants to
know how everything is going. If a threat or
risk is present, System 1 reacts quickly, first,
and takes control.

“If people react quickly and

depend on intuition and emotion
rather than cognition in making

their choices, is it possible to
influence those choices?
I believe the answer is yes.”

System 2 allocates attention to the mental
activities that demand it. System 2 operates
when you look for a particular person in a
crowd, tell someone your phone number, park
your car in a narrow space, or compare two
products for overall value. System 2 would
rationally handle a six-step ethics decision-
making process.

Imagine a situation where you don’t meet
expectations or keep your promise. What'’s
your first reaction? If you're like most people,
you probably feel guilt, embarrassment, or
shame. How can you face your colleagues,
friends, or family? What if they find out that
you're a fraud or haven’t been completely
honest? System 1 perceives this as a real

+1952 933 4977 or 888 277 4977

threat and snaps into action. Your mind reacts

quickly, intuitively, and maybe even irratio-

nally to avoid exposure. System 1 applies the
previously developed heuristics to figure out
what to do. If you think the more rational,
problem-solving System 2 is going to get any
airtime, think again. System 1 has control, and
this is when people start looking for shortcuts
to avoid embarrassment. This is the time when
good people with honest intentions are most
likely to have an ethics or compliance lapse.

If people react quickly and depend on
intuition and emotion rather than cognition
in making their choices, is it possible to influ-
ence those choices? I believe the answer is yes.
System 1 is influenced by a person’s underly-
ing values, beliefs, and experiences which, in
turn, influence behaviors. Can personal values
and intuition be influenced? Again, I believe
research supports a “yes” answer.

In the book Influence: The Psychology of
Persuasion,* Dr. Robert Cialdini describes six
influencers:

» Reciprocity. If I do something for you, it’s
very likely you will return the favor.
Liking. We want to be like the people
around us. Be it a fashion trend, language
style, or food choices, we as humans have
an innate desire to fit in.

» Social norms. “This is the way things are

done around here.”

Commitment and consistency. These are

subtle influencers. If we make a decision or

take a particular action, we will expend all
kinds of effort and resources to make our
choice or direction successful. This happens
even when the obvious course of action is to
drop the project and cut our losses. To drop
the project is to say that our original deci-
sion was wrong. The mind has a hard time
with “being wrong.” It will make the case
that the original decision was the right one
and set out to prove it. This also is known
as throwing good money after bad.

v



» Scarcity and Authority. The influence of
these two is straightforward and obvi-
ous. I'm not going to say much more about
them because, over the long term, the first
four influencers have a far greater effect on
behaviors. I'll come back to Cialdini’s work
in a bit.

Scaling the learning approach

A key step in any training design is to set your

achievement goals. The standard I like to use

is Donald Kirkpatrick’s four-level learning
assessment model:®

» Level 1is Reaction. This measures what
students thought of the course. They also
may recognize when they have encoun-
tered an ethics or compliance issue.

» Level 2 is Learning. Here the students can
tell others, in their own words, about the
material presented in the course. Learners
“know” the material, but there is no guar-
antee they would apply it.

» Level 3 is Behavior. The students incor-
porate the concepts of the course into their
personal values and intuition. They act in
alignment with stated learning objectives.
When Level 3 achievers encounter chal-
lenging situations, their values, beliefs, and
intuition have a chance of guiding their
System 1 responses in the proper direction.

» Level 4 is Performance. The learners’
actions have a measurable effect on the
outcomes of the organization. These out-
comes could be reduced cost, improved
quality, or timelier delivery.

Most of today’s ethics and compliance
training efforts only achieve Level 1 or Level 2
results. And although we wish all of our
courses could lead to Level 3 or Level 4 results,
unfortunately, most training budgets and
resource allocations for ethics and compli-
ance keep us firmly grounded at Level 1 or
Level 2. Basically, the annual training is done,
and we can tell the regulators that we are in

compliance. However, if we could achieve at
least Level 3 results, we have the potential to
significantly reduce organizational risk and
associated reputational and cost impacts.
Good ethics and compliance habits also
become good performance habits.

Here is a choice point. If Level 1 or Level 2
learning and the associated risks are accept-
able, then online web-based training is
probably your best choice. It’s scalable and
efficient. However, if you wish to be better pre-
pared and reduce your risks, then a different
learning approach is needed.

In the early 2000s, I was involved with a
design team that was trying to develop an
online learning activity for newly minted
first-line managers. Our promotion rate was
fairly low, and it took several months to fill
a classroom with 24 to 30 managers. Some
people had to wait as long as six months to
attend their first management class. The lack
of knowledge and skills caused by the delay
presented unacceptable risks. This wasn't an
ethics or compliance course, but the lessons
learned are applicable.

The first thing we did was focus on
the attributes of highly successful learning
experiences. Not surprisingly, interactive,
collaborative, and transformative learn-
ing activities were more likely to achieve
a Kirkpatrick Level 3 or Level 4. When the
learner was able to influence the learning out-
comes, the activity was even more effective.
Yes, people can learn individually; however,
the most effective learning occurs when people
are learning together in a co-creative fashion.

The resulting hybrid online learning
experience was a success. Students partici-
pated in the class from their “home” locations
around the world. A facilitator convened four
90-minute conference calls with a “pod” of 10 to
15 managers over a 45-day class term. During
the conference calls, the facilitator presented
topics of interest. Managers were directed to
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an online forum for their assignments and
worked in three- or four-person study teams

to complete them. A portion of each call was
reserved for questions and answers. The online
forum allowed managers to share ideas and
ask questions of their “pod mates.” An online
assessment tool identified strengths and weak-
nesses. A website provided convenient access to
resource and reference materials. The facilitator
monitored and contributed to the forum. The
study schedule was flexible, with the excep-
tion of the four calls.
Finally, each partici-
pant was required to
develop his or her own
personal learning plan
with a set of learning
objectives. The scalable
design allowed new
classes to start weekly,
if needed.

The management
training described
above was successful
because it was interac-
tive, collaborative, and
transformative. The
course had a leader,
and the managers
could learn from each other. The managers
controlled the learning pace. I'm not saying
that all ethics and compliance courses should
be as elaborate as this one. We'd be run out of
town by senior management. I'm simply using
this example to highlight the underlying attri-
butes of the design.

Let’s go back to the first four of Cialdini’s
influencers: reciprocity, being like others,
meeting the social norms of the group, and
commitment and consistency. I think you can
see how they meld together with the attributes
of the successful management class. This
approach can influence values, behaviors, and
the all-important intuition.
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“The trust of management
is generally low, but
employees trust their
first-line manager the
most. Why is this finding
important? Because it
tells us that if you want to
change things, first-line
managers must be
involved, and they need to
have a major role.”

There is one more piece to this puzzle, and
then I'll pull it all together. TJ. and Sandar
Larkin published some groundbreaking
findings in their 1994 book Communicating
Change: How to Win Employee Support for New
Business Directions.* The authors found that
first-line managers are the most trusted mem-
bers of leadership. The trust of management
is generally low, but employees trust their
tirst-line manager the most. Why is this find-
ing important? Because it tells us that if you
want to change things,
first-line managers
must be involved, and
they need to have a
major role. This find-
ing can be applied to
ethics and compliance
training.

Managers can pro-
vide leadership with
the deployment of
training activities. Tools
such as the Internet,
company Intranets,
and streaming video
servers are useful
for delivering train-
ing materials into the
hands of first-line managers, who need to have
an active role. The training must include inter-
active activities that require participants to talk
and solve problems with each other. At the end
of an exercise, a manager-led discussion about
the results helps crystallize the learning. If the
manager’s only role is to get everyone into the
room and push the start button for participants
to sit and listen, then you are back to tradi-
tional web-based information transfer.

To have effective ethics and compliance
learning experiences, we need to embrace a
new model and approach. Gone are the days
where a single employee is interacting with
his/her computer. This includes apps on our



smartphones. Although the phone is cool, it’s
still one employee interacting with the online
course. We need to be using learning activities
where first-line managers gather team members
together and lead them through the course-
work. In the course, they need to solve real-life
scenarios, deal with case studies that are
relevant to the employees’ organization, and
engage in role-playing. This learning approach
has been shown to achieve Level 3 behavior
change and, in some cases, Level 4 perfor-
mance improvements. When we achieve Level
3 results, people’s intuition is influenced, and
their automatic System 1 responses are more
likely to be aimed in the desired direction.

The bottom line
We shouldn’t be asking, “How inexpensively
can we do ethics and compliance training?”

and then checking the box. We should be
asking what kind of investment we are willing
to make in order to minimize risk and, more
important, improve bottom-line performance.

The good habits employees develop in this
approach to ethics and compliance translate
into better performance in everything they do.
People want to be known for good ethics, good
compliance, good integrity, and good perfor-
mance. It’s a matter of pride. Let’s give them a
chance to show us what they can do. *

1. Kahneman, Daniel: Thinking Fast and Slow. New York: Farrar, Straus
and Giroux, 2011.

2. Cialdini, Robert B: Influence: The Psychology of Persuasion. New York:
William Morrow and Company, Inc., 1984, 1993.

3. Kirkpatrick, DL, and Kirkpatrick JD: Evaluating Training Programs
(3rd ed.). San Francisco: Berrett-Koehler, 2006.

4. Larkin, T], and Larkin, Sandar: Communicating Change: How to Win
Employee Support for New Business Directions. New York: McGraw
Hill, Inc., 1994.

Charles Ruthford is a Principal in the Ethics and Compliance
Consulting practice of Solutions House in Seattle. He can be reached
at charlesr@solutionshouse.com or at www.solutionshouse.com/
ethics-and-compliance-practice.
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THE LAST WORD

by Joe Murphy, CCEP

Sure, it’s ethical, but is it legal?

ow many times have you heard “It
Hmay be legal, but is it ethical?” or the

statement, “We’ve moved beyond
ethics to compliance.” But our field is compli-
ance and ethics. Why not just ethics?

Ethics purports to be about values, and
to be above merely obeying the law. Sounds
good, until you look at history and experi-
ence a bit closer. The problem with
“values” is that there are quite a
few values, and they often conflict.
Loyalty is certainly a popular value,
but is loyalty to family always good?
If you are making a hiring decision,
would your values tell you to reward
your family out of loyalty and hire
your brother for that open position in the com-
pany? Loyalty to country is good, but if your
country is a fascist dictatorship, is loyalty the
right value? We make choices among values
all the time.

What is law? Law is society’s assessment of
the order of values, based on the community’s
experience. So, if your loyalty and honor tell
you to do something (e.g., an act of revenge),
but the law says otherwise, this sets the prior-
ity for your values.

Here is an example: Your long-term friend
works for a competitor. The competitor is a dis-
advantaged business struggling to survive. It
is also devoted to saving the environment. You
know there is plenty of business available for
your company to survive, but you and this one
competitor have been shortlisted as the two
bidders for a contract. So, out of loyalty, friend-
ship, concern for disadvantaged businesses,
and respect for the environment, you call
the competitor and agree to let him win. You
have certainly been very ethical, with values

www.corporatecompliance.org  +1 952 933 4977 or 888 277 4977

prevailing over profit, but you have committed
a crime. Why? Because society, in weighing
competing values, has decided that competi-
tion brings the best value to all of society.

“The problem with “values’ is
that there are quite a few values,
and they often conflict. Loyalty is
certainly a popular value, but is
loyalty to family always good? If
you are making a hiring decision,
would your values tell you to
reward your family out of loyalty
and hire your brother for that
open position in the company?”

Another example: People are suffering in a
particular dictatorship. In an exercise of com-
passion and courage, you go there to see for
yourself and to see if you can help people. Of
course, you need to spend money there to sur-
vive. You are certainly following values and
being ethical, but you have committed a crimi-
nal violation of a U.S. boycott law. Society has
decided that limiting this dictatorship is a
priority value. Yes, you have been true to your
sense of values, but you broke the law.

So before we proclaim the battle to pre-
vent criminal conduct “done,” and decide it is
time to “move on to ethics,” remember that in
addressing compliance with laws, you have
never left the issue of values. *

Joe Murphy is Of Counsel to Compliance Systems Legal Group and
Editor-in-Chief of Compliance & Ethics Professional Magazine. He may be
contacted at jemurphy@voicenet.com.
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Takeaways

Tear out this page and keep for reference, or share with a colleague. Visit www.corporatecompliance.org for more information.

Recipe for a Compliance Day

in 2012

Cynthia Scavelli (page 22)

» Reach out to SCCE and other compliance
professionals for valuable ideas.

» Events should reflect your company’s
culture and stay on budget.

» Gontact different company departments for
their expertise and suggestions.

» Initiate a Planning Committee early.
Things always take longer than you think!

» Plan a simple event for your first year.
You can always add more later.

» Engage your employees with fun contests
and creative prizes.

GRC focus: Keep your
employees close and your
auditors closer

Steve McGraw (page 28)

» With regulatory attention continuing to
focus on GRC results, corporations need to
focus on ensuring compliance is up to par.

» Corporations need to show employees
that all internally reported issues will be
taken seriously.

» Sharing compliance self-assessments and
mitigation programs with auditors can help
corporations establish a strong reputation.

» GRC should be viewed as increasingly
beneficial, especially when preparing for
mergers and acquisitions.

» GRC systems can provide information to
show trend lines and correlations to address
root-cause issues before regulators ask.

Compliance in a casino world

Michele Abely (page 32)

» Qperate in a good faith manner and in
the best interest of the company and
its customers.

» Do the research to find the best answers
and solutions.

» Document all decisions in a memo
including the research done, the findings,
and the outcome.

» Ensure all related procedures are written
and/or updated regarding any decisions.

» Communicate decisions clearly and ensure
that outcomes are executed consistently.

DOJ review: FBI's Integrity and

Compliance Program

Emil Moschella (page 36)

» The FBI implemented a corporate-style
compliance program to allow for the early
detection of internal control weaknesses.

» The DOJ OIG reported that the FBI's
program has been beneficial to its efforts
to monitor and enhance compliance.

» The DOJ 0IG suggested that other agencies
may wish to consider implementing a
similar kind of program.

» Remedial legislation, policies,
and processes are inadequate.

» An integrated compliance and ethics
program in government agencies is
important.

Powerful witness preparation:
The most important person
Dan Small and Robert F. Roach (page 40)
» The most important person in the

room is the one who says nothing:

the court reporter.

» Consider your words carefully—the
reporter’s machine is cold, mechanical,
and humorless.

» Words have different meanings:
think about manager.

» Avoid using jargon that jurors may not
understand or find confusing.

» If you are not sure what counsel is asking,
ask for clarification rather than answering
the question.

Nuts & bolts for boards: What
ethics oversight really means
Frank J. Navran (page 44)

» Total independence is an unattainable goal.
The best we can hope for is to continually
get closer to that goal.

» Perhaps the best we can ask of boards
is a “good faith effort” toward being as
independent as possible.

» The level of independence on the board
informs the culture of the organization,
and vice versa.

» Independence is more attainable when
the board aims for a operating culture that
values ethics over compliance.

» You get what you measure, and assessing
the effectiveness of the organizational
culture requires that one ask different
questions and apply different standards
than when assessing organizational
compliance.

+1 952 933 4977 or 888 277 4977 | www.corporatecompliance.org

Multinationals and due

diligence: What are the

red flags?

Charles Thomas (page 55)

» Failure to comply with regulations like FCPA
can cost companies millions.

» Due diligence processes help companies
avoid risk and make informed decisions.

» Due diligence is about building trust and
strong relationships.

» As companies implement due diligence
processes, they will encounter “red flags.”

» |t’s important to examine red flags
carefully—they may be false positives.

Computers and copyrights:

A continuing source of

avoidable liability

Thomas W. Kirby (page 59)

» When employees share copyrighted

materials, employers can take a huge hit—

sometimes millions of dollars for something

as simple as passing around an electronic

newsletter to a few colleagues.

Not all copyright cases settle.

Under the “statutory damages” provision

of the Copyright Act, a court is not limited

by actual damages, but may award up to

$150,000 in statutory damages for each

work the defendant has willfully infringed.

Courts are not shy about using the power of

imposing statutory damages.

» Relatively simple best practices can greatly
diminish your exposure.

M

¥

¥

Is your ethics and compliance
training really preparing your
employees?

Charles Ruthford (page 63)

» Qur current web-based ethics and compliance
training may leave us unprepared for people
having to deal with risks.

» We cannot assume that people under stress
will first consider a rational, step-by-step
process to deal with a risk.

» When facing a difficult situation that has
personal consequences, the human mind
bases its choices on intuition and emotion
rather than rational reasoning.

» |nteractive, collaborative, transformative,
management-led learning activities can
influence values, intuition, behaviors,
decision-making, and ultimately bottom-
line performance.

» Leadership and involvement by front-line
managers is crucial to the success of
training and change activities.
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SCCE’s 2012 Upcoming Events

Learn more about SCCE’s educational opportunities at www.corporatecompliance.org/events
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All Upcoming Events

Basic Compliance & Ethics
Academies

April 16—19 - Chicago, IL (SOLD 0UT)
May 7-10 - S&o Paulo, Brazil

May 21-24 - Brussels, Belgium

June 11-14 « Scottsdale, AZ

July 9-12 - Shanghai, China

August 13-16 - Boston, MA
November 12—-15 « Orlando, FL
December 10-13 « San Diego, CA

Regional Conferences

Midwest « April 27 « Chicago, IL

Upper Northeast < May 18 < New York, NY
Alaska « June 15 < Anchorage, AK

West Coast « June 22 < San Francisco, CA
Southeast < October 12 - Atlanta, GA
Southwest « November 2 < Houston, TX

Higher Education
Compliance Conference
June 3-6 ¢ Austin, Texas

11th Annual
Compliance & Ethics Institute

October 1417 - Las Vegas, Nevada
Aria in Las Vegas
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Your Guide to Becoming an Effective Investigator

The First Information Is Almost Always Wrong:
150 Things to Know About
Workplace Investigations

By Meric Craig Bloch, Esq., CCEP, PCI, CFE

Effective workplace investigations are equal parts art and

has mastered both aspects through years of hard-earned experience. In this book,
he details the strategies and tactics he knows work best. His practical guidance
will help readers learn to plan and conduct thorough investigations and turn the

results into valuable knowledge for their organizations. H
mapped out in three sections:

The First
Information
Is Almost
Always
Wrong

150 THINGS
TO KNOW ABOUT

Workplace
Investigations

science. Meric Bloch

is insightful approach is

* Protect Your Career—How to Think Like a Workplace Investigator

¢ Protect Your Company—How to Integrate Your Investigat

ions into Your Company’s Operations

¢ Protect Your Case—How to Conduct an Effective Workplace Investigation

With this tutorial, readers will learn not only how to uncover the truth about misconduct or fraud,
but also how to ensure that the results can help an organization resolve issues and move forward.

ORDER NOW

The First Information Is Almost Always Wrong Payment Options

aty Cost Make check payable to SCCE and mail to:
— SCCE Members $95 SCCE, 6500 Barrie Road, Suite 250
__Non-members $105 Minneapolis, MN 55435, United States
___Join SCCE! Add $200 and pay the member price for your order...............$200

(New members only. Regular dues $295/year.)
Sales tax for MN (6.875%) or PA (8%)

TOTAL $

Contact Information (PLEASE TYPE OR PRINT)
O Mr.OMrs.OMs.ODr.

SCCE Member ID

First Name M.1. Last Name

Title

Place of Employment

Street Address (NO PO BOX NUMBERS)

City State Zi

p

Telephone Fax

E-mail

Or FAX order to: +1 952 988 0146
O Check enclosed (payable to SCCE) O My organization is tax exempt

O Invoice me | Purchase Order #

O | authorize SCCE to charge my credit card (choose below)
creoiT carD: O AmericanExpress O Diners Club O MasterCard O Visa

Credit Card Account Number

Credit Card Expiration Date

Cardholder’s Name

Cardholder’s Signature

Prices subject to change without notice. SCCE will charge your credit card the correct amount if the total above
is incorrect. SCCE is required to charge sales tax on purchases from Minnesota (6.875% ) and Pennsylvania
(8%). Please calculate this in the cost of your order. Additional charge apply for international orders: please
contact SCCE for more information. All purchases within the continental U.S. receive free FedEx Ground shipping.
(Federal Tax ID: 23-2882664)

6500 Barrie Road, Suite 250, Minneapolis, MN 55435
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10th Annual
Higher Education

Compliance Conference
June 3-6, 2012 | Austin, Texas

AT&T Executive Education Conference Center

Come to Austin, Texas, for the primary networking event for compliance
and ethics professionals within higher education. Don’t miss the
oppportunity to gather with your peers and discuss
emerging issues, share best practices, and build

valuable relationships. Register by
Join us in June to hear the following hot topics! April 11 and
e Program Integrity: Juggling and Jeopardy SAVE

* Maximum Efficiency on a Shoestring Budget: $2 50!
Making the Most of What You Have

* Engaging the University Community in ERM

* How to Handle Whistleblower Complaints in Higher Education:
What Happens after the Whistle Blows

» Compliance & Ethics Programming for Small Campuses: Leveraging
Resources through Effective Communication across Risk Disciplines

VIEW THE FULL AGENDA & REGISTER AT
www. highereducationcompliance.org

Register today and enjoy the flexibility
of two conferences for the price of one!

Complimentary access to HCCA's Research

| Compliance Conference is included with your
W Higher Education Compliance Conference

_\ | registration. The parallel schedule gives you
neaLti ARk the freedom to attend sessions at either

COMPLIANCE .
wssociation  conference—two for the price of one.




	Recipe for a Compliance Day in 2012 
	Reach out to the SCCE and other compliance professionals for valuable ideas. 
	Events should reflect your company’s culture and stay on budget.
	Contact different company departments for their expertise and suggestions. 
	Initiate a Planning Committee early. Things always take longer than you think!
	Plan a simple event for your first year. You can always add more later.
	Engage your employees with fun contests and creative prizes.


	With regulatory attention continuing to focus on GRC results, corporations need to focus on ensuring compliance is up to par.
	Corporations need to show employees that all internally reported issues will be taken seriously.
	Sharing compliance self-assessments and mitigation programs with auditors can help corporations establish a strong reputation.
	GRC should be viewed as increasingly beneficial, especially when preparing for mergers and acquisitions.
	GRC systems can provide information to show trend lines and correlations to address root-cause issues before regulators ask.

	Compliance in a casino world
	Operate in a good faith manner and in the best interest of the company and its customers. 
	Do the research to find the best answers and solutions.  
	Document all decisions in a memo including the research done, the findings, and the outcome. 
	Ensure all related procedures are written and/or updated regarding any decisions. 
	Communicate decisions clearly and ensure that outcomes are executed consistently. 


	DOJ review: FBI’s Integrity and Compliance Program
	The FBI implemented a corporate-styled compliance program to allow for the early detection of internal control weaknesses.
	The DOJ OIG reported that the FBI’s program has been beneficial to its efforts to monitor and enhance compliance.
	The DOJ OIG suggested that other agencies may wish to consider implementing a similar kind of program.
	Remedial legislation, policies, and processes are inadequate.
	An integrated compliance and ethics program in government agencies is important. 


	Powerful witness preparation: The most important person
	The most important person in the room is the one who says nothing: the court reporter.
	Consider your words carefully—the reporter’s machine is cold, mechanical, and humorless.
	Words have different meanings: think about manager.
	Avoid using jargon that jurors may not understand or find confusing.
	If you are not sure what counsel is asking, ask for clarification rather than answering the question.



	Nuts & bolts for boards: What ethics oversight really means
	Total independence is an unattainable goal. The best we can hope for is to continually get closer to that goal.
	Perhaps the best we can ask of Boards is a “good faith effort” toward being as independent as possible.
	The level of independence on the Board informs the culture of the organization, and vice versa.
	Independence is more attainable when the Board aims for a operating culture that values ethics over compliance.
	You get what you measure, and assessing the effectiveness of the organizational culture requires that one ask different questions and apply different standards than when assessing organizational compliance.



	Multinationals 
and due diligence: 
What are the red flags?
	Failure to comply with regulations like FCPA can cost companies millions. 
	Due diligence processes help companies avoid risk and make informed decisions.
	Due diligence is about building trust and strong relationships.
	As companies implement due diligence processes, they will encounter “red-flags.” 
	It’s important to examine red-flags carefully—they may be false positives. 



	Computers and copyrights: A continuing source of avoidable liability
	When employees share copyrighted materials, employers can take a huge hit—sometimes millions of dollars 
for something as simple as passing around an electronic newsletter to a few colleagues.
	Not all copyright cases settle.
	Under the “statutory damages” provision of the Copyright Act, a court is not limited by actual damages, 
but may award up to $150,000 in statutory damages for each work the defendant has willfully infringed.
	Courts are not shy about using the power of imposing statutory damages.
	Relatively simple best practices can greatly diminish your exposure.



	Is your ethics and compliance training really preparing your employees?
	Our current web-based ethics and compliance training may leave us unprepared for people having to deal with risks. 
	We cannot assume that people under stress will first consider a rational, step-by-step process to deal with a risk. 
	When facing a difficult situation that has personal consequences, the human mind bases its choices on intuition and emotion rather than rational reasoning. 
	Interactive, collaborative, transformative, management-led learning activities can influence values, intuition, behaviors, decision-making, and ultimately bottom-line performance.
	Leadership and involvement by front-line managers is crucial to the success of training and change activities.




