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• Threats
 Intrusions methods and developments 
 Examples/case studies 
 Data loss 

• Regulatory Overview
• Regulatory developments – news and activity
• Payment Card Industry (PCI)
• What should you being doing proactively
• What should you do reactively

• Questions?
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Introductions and Agenda

Recent Breach Stats
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Threats

• Commodity / Nuisance
• Hacktivist
• Criminal
• Advanced Persistent Threats
• Insider Threat
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Hacktivist
• Politically motivated
• Not well organized or trained 
• Hacks are typically targeted, but are happy with opportune targets
• They seem to inline with script-kiddies and beginners (however they 

still should not be underestimated).
• Defacement of public facing website
• Public release of Emails from a targeted organization
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Attributed Attacks
• DDOS VISA and other payment companies because they would not accept 

payments to Wikileaks
• HB Gary Release of Emails
• Israel government site which in-turn installed malware on their computers
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Criminal
• Profit seeking
• Groups are known for both opportunity hacks as well as very 

targeted attacks
• Ransomware, Stock trade schemes, 
• PII or PHI data theft
• Credit card and bank account data
• Recent industries being targeted, public utilities, health care, and 

small to medium sized banks
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Attributed Attacks
• Home Depot – payment data systems breached, 56m, 9/2014
• Target – Thanksgiving 2013, 40m cards, customer data and encrypted debit 

card pins (See appendix re: Payment Card Industry (PCI) standards) 
• Ashley Madison (8/2015)
• VTech – name, email, password, home addresses of 4.8M parents (11/15)
• It seems like just about everyone has been hit
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Advanced Threats
• Nation State and foreign military sponsored campaigns
• Very targeted
• Well trained and funded
• Persistent  
• Abscond IP, Government Intelligence, Warfare
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Attributed Attack
• SONY – Names, addresses, other PII, 11/2014 
• Anthem – 2015 data breach 
• Office of Personnel Management – 5/2015 
• National Security Agency
• DNC
• Hillary’s server
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Insider Threat
• Disgruntled Employee
• Negligent Employee
• Un-vetted employee (e.g., intent on doing harm) ???
• Contractors with access (e.g., attorneys, auditors) ???
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Insider Threat
• Morgan Stanley – SEC June, 2016: Cease-and-desist order and $1M 

penalty for insider breach by rogue employee involving 730,000 customer 
records 

• Bank of America – 1.2m records on lost backup tape
• USC – a physician brings an encrypted laptop with PPI home
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Does the threat Matter
• Yes for intelligence based defenses
• What really matters is what data the attackers had access to and 

stole
• Protecting data - It’s the Law 
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• Cybersecurity National Action Plan (CNPA) – February 2016 – Presidential Executive 
order that among other things, establishes the “Commission on Enhancing National 
Cybersecurity. 
 Builds off of two related prior executive orders: Critical Infrastructure (2013) and 

Information Sharing (2015)  
• The SEC’s Cyber Security guidelines 
• Morgan Stanley June, 2016 cease-and-desist order and $1M penalty for insider 

breach by rogue employee involving 730,000 customer records 
• New SEC Cybersecurity Guidance for Investment Funds (4/28/15)
• Judicial Redress Act (February 24, 2016)

 President Obama signs new law to help correct key EU Safe Harbor issue:
• Authorizes the AG to extend Privacy Act protections
• Standing to sue U.S. government if personal data is unlawfully disclosed

• European Court of Justice (highest EU court) finds “right to be forgotten” in June, 
2014  Google case (delete links about selves)

News and Activity 
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• CA Online Privacy Act has new “Do-not-track” provisions
• FCC Chairman Wheeler’s recommendation in 2016 to prohibit the use of internet 

users data for advertising purposes without consent 
• On March 3, 2016, the UK Information Commissioners Office (“ICO”) released new 

guidance on encryption
 Provides guidance on protecting PI such as employee and customer data via 

encryption (see http://dpreform.org.uk/ for more information)
• As part of a spending bill passed at the end of 2015, Congress passed cybersecurity 

legislation including the Cybersecurity Information Sharing Act of 2015 (CISA). In 
addition to CISA, Congress also passed other provisions:
 Directing the Health and Human Services secretary to "establish and regularly 

update a set of voluntary cybersecurity best practices standards" for the health 
care industry, and 

 Cybersecurity authorizations and reforms for the federal government

News and Activity 
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• Industry specific laws (e.g., telecommunications, utilities, health 
care, financial institutions, education, video rentals)

• Nearly all 50-states have breach notification laws in varying forms: 
 http://www.ncsl.org/research/telecommunications-and-

information-technology/2013-security-breach-
legislation635200257.aspx (National Conference of State 
Legislators)
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Data Security Breaches – the Rules 

 Gramm Leach Bliley (financial institutions)
 Health Insurance Portability and Accountability Act (HIPAA)
 FTC “Red Flag” rules require “creditors” and “financial 

institutions” to have a written program to detect, prevent, and 
mitigate identity theft in “covered accounts”

 Children’s Online Privacy Protection Act (COPPA)
• Requires parental permission before collecting information on 

children 13 and younger (July 1, 2013)
 Computer Fraud and Abuse Act, (CFAA), first passed in 1984 to 

stop credit card number theft (hacking). 
• Ninth Circuit, July, 2016: Illegal to share passwords 
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Laws and Regulations - Examples 

 Many other statutes that are industry specific, for example:
• Federal Communications Commission (FCC) – Customer 

Proprietary Network Information (usage and features)
– 2016 FCC recommendation to prohibit use of internet 

users data for advertising purposes without consent 
• California Public Utilities Commission – Customer Data 

Privacy and Access (data from smart meters)
• Family Educational Rights and Privacy Act (FERPA)

– Applicable to educational records
– Generally, release of information requires written 

consent from the parent or the student
– Exceptions (e.g., threats, law enforcement, admissions) 
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Laws and Regulations - Examples  (con’t)
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• Includes a privacy provision (the “what”)
 Defines personally identifiable information (“PII”) or similar 

• Includes a security or safeguard provision (the “how”) 
• Describes whether opt-in or opt-out applies 

 I must give you permission to use my data
 You may use my data unless I tell you that you can’t 

• May cover the “data life cycle”: Collection, use, storage, 
disclosure, transmission, retention and destruction 

• Defines breach  
• Outlines breach notification requirements for data owners

 Some may require notice to regulators or law enforcement
• Important elements not typically in laws?  (credit monitoring)

Typical Statutory Provisions
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• If you make statements/promises about data security (protections/capabilities), 
be sure that they are accurate

• Be aware of well-known and common security threats and protect against them
 Know that those threats change over time

• Know the parties with whom you are sharing customers’ sensitive info. 
• Don’t retain sensitive consumer information that you don’t need
• Maintain reasonable, appropriate measures to protect sensitive consumer 

information
• Wyndham Hotels case - the FTC has brought cases against companies for failure 

to protect personal data (security standards)
 Is jurisdiction limited to “deceptive and unfair trade practices”?  
 3rd Circuit Court of Appeals (8/24/15) – could be overturned by the 

Supreme Court or impact lessened by further cases (e.g., LabMD)
19

Some Advice to Business From the U.S. Federal 
Trade Commission (FTC)

• Other countries typically address privacy more comprehensively
• U.S. has a patchwork of narrowly-focused federal laws with certain specific 

protections (e.g., healthcare) and more general state-level protections over 
Personally Identifiable Information (“PII”)
 Designed to protect specific categories and sub-categories of individuals’ 

data (e.g., employees, consumers, customers) 
• Discord between the U.S sectored approach and that of other countries leads to 

business challenges
 Practical implications for compliance professionals include:

• Know the countries you operate in and their laws
• May impact storage and transmittal of HR and other data
• May impact your Hotline 
• May impact your investigative procedures
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U.S. vs. Other Countries
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 Current - European Union Data Protection Directive (1995) on data 
protection requires legitimacy, data quality, proportionality, notice to persons 
whose data are collected, rights of data access and rectification

 New - effective 2018 (expected) unless earlier by an individual EU member:
• EU General Data Protection Regulation (GDPR):

– Fines for violations of up to 4% of annual turnover 
– Network Information Security Directive (NIS) also finalized
– Both GDPR and NIS will require a number of changes to interactions 

with regulators, employees and customers 
– Together they set a single set of security and privacy standards 

 E.U.-U.S. Privacy Shield arrangement announced 1/3/16
– July 8, 2016: 24 of 28 EU member states vote to approve with 
possible completion this year 
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Laws and Standards - Europe 

• Applies if you store, process or transmit cardholder data
• If you take credit cards it applies to you
• Requires a number of measures for protecting cardholder 

data
• Build and Maintain a Secure Network

 1. Install and maintain a firewall configuration to protect data
 2. Do not use vendor-supplied defaults for system passwords and 

other security parameters
• Protect Cardholder Data

 3. Protect stored data
 4. Encrypt transmission of cardholder data and sensitive 

information across public networks

Payment Card Industry Standard (PCI)

22

• Maintain a Vulnerability Management Program
 5. Use and regularly update anti-virus software
 6. Develop and maintain secure systems and applications

• Implement Strong Access Control Measures
 7. Restrict access to data by business need-to-know
 8. Assign a unique ID to each person with computer access
 9. Restrict physical access to cardholder data

• Regularly Monitor and Test Networks
 10. Track/monitor access to network resources/cardholder data
 11. Regularly test security systems and processes

• Maintain an Information Security Policy
 12. Maintain a policy that addresses information security

PCI Standard Requirements (con’t)
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• Have a response plan set up before a breach or intrusion occurs
 Do base your plan on risk assessment (e.g., critical systems and data)  
 Do know breach notification laws applicable to your data
 Do establish relationships with LEA, forensics firms and others

• Designate and train response team members (e.g., ERM, E&C,  IT, privacy, HR, 
law, consultants, business unit impacted)
 Test your plan via drills and exercises (tie to DR/BC plans)
 Executive briefings (both pre-incident and during)
 Should vendors be included? 

• Decision rights (e.g., required notifications, voluntary notifications, law 
enforcement referral’s, stop loss and will you pay for credit monitoring)

• Plan should address remedial measures 
• Engage in continuous improvement (learn from intrusions, breaches and 

drills) 24

Pro-active Response Plans 

Know what to do during the incident
• Practice your IR plan
• Work with your IR team or outside consultant to help understand the rules 

of engagement
• Make sure IT is storing logs from critical systems such as firewall, servers 

and other critical devices.
• Never turn the Infected machine off just unplug it from the network not the 

wall.
• Engage your insurance provider right away

25

• Becoming much more prevalent 
 Avoid failure to insure claims (D&O insurance) 

• Underwriting typically involves comprehensive assessment of your 
cyber and related physical security as well as your emergency 
response, disaster recovery and business continuity processes
 Reverse underwriting as an option

• Can cover response costs, software remediation, and business 
interruption 
 Attorneys, public relations firms and technical consultants 

• Exclusions to watch for:
 Acts of war (except kinetic)
 Acts of terrorism 
 Coordination with other insurance such as property 26

Cyber and Data Privacy Insurance 
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• New technology (e.g., cloud computing)
• What are the laws in the states/country where you are outsourcing?
• Contract language 

 Protection from enforcement actions? 
 Non-delegable duty?
 Protection from civil or private actions (indemnification)?
 Right to audit?
 Un-wind provisions 

• If there is a breach what practical legal recourse do you have?
• What is the reputational risk if your customers learn of the outsourcing?

 What about a breach by your contractor?
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Outsourcing Risks
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QUESTIONS


