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Agenda
• Overview of global export compliance risks, 
challenges, and enforcement trends

• Case Studies  
• Best practices in assessing global export risk 
and strategies for effective management

• Resources
• Questions
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Case Study:  Maldives

Case Study: Maldives

• Overseas Project
• Sensitive Equipment 
• USML-listed UAV
• Foreign Nationals 
• ITAR Licensing
• Video Taping of activities

Case Study: Maldives

What 
Could Go 
Wrong?
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Sept. 26, 2012:

• A federal jury in Newark found Steve Liu guilty 
on nine counts, including exporting defense-
related data without a license, possessing 
stolen trade secrets and lying to federal 
agents. 

• The case began when he returned with his 
laptop to Newark Airport on his return from 
China.

Prior Export Criminal Enforcement Against 
University Professor

• Thomas Butler
• chief of Infectious Disease 

Division at Texas Tech’s 
Department of Internal 
Medicine

• Select Agent violations, 
accounting fraud

• One count for transfer of 
plague sample to Tanzania

University of Tennessee Professor Found 
Guilty on 18 Counts of Export Violations

Satterfield, Jamie. 2008. “Retired UT Prof guilty; case gained national attention.” www.knoxnews.com (accessed on March 22, 2010).



4

In August, 2009 sweeping 
guidelines on border 
searches of electronic 
devices:

“The U.S. Department of 
Homeland Security released 
directives regarding its data 
search policy.

9th September, 2015       The Yates Memo

• The Yates Memo

• contains six “key steps”

• that encourage 

• government lawyers “to most effectively 
pursue the individuals responsible for 
corporate wrongs.”

November 3, 2015 DOJ’s Fraud Section retained a former 
prosecutor as….Compliance Counsel…

Compliance Programs put to the test
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Export Control- What does it mean?

U.S. laws that regulate:

the distribution of 
technologies, 

equipment, hardware 
and software, and

the provision of 
technical assistance to 

foreign nationals, 
foreign countries and 

listed individuals & 
entities, and

payments  and services 
to listed individuals, 

entities and 
comprehensively 

sanctioned countries for 
reasons of foreign 
policy and national 

security  

Export control laws apply to all activities – not just sponsored 
research projects.

Key Regulatory Agencies
• U.S. Munitions List
• Equipment
• Technical data
• Services
• All items controlled to all destinations

DDTC
• Economic and trade sanctions   
• Collaborations with any of the following countries, require review Cuba, 

Iran, North Korea, Sudan, Syria
OFAC

• Dual Use/Equipment
• Technical data
• Items controlled based on Performance, Destination, US content

BIS

Other interested agencies…
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Export Control- Why it matters

How do organizations get in trouble?
Ignore export control clauses, 
regulations, …

Fail to implement Technology 
Control Plan 
•before you implement a TCP, you must 
identify that you are receiving something 
controlled

Fail to obtain a license for a 
licensable activity 
•before you apply for a license, you must 
identify that you need one

•examples of licensable activities include: 
defense service, physical export, 
engagement of a sanctioned individual, 
entity or country, access to controlled 
items or information by a foreign national 
(deemed export situations)

Export Controls “Knowledge”
“Knowing” violations are prohibited

 Actual knowledge

 Substantial certainty

 Awareness of a high probability

 Conscious disregard

 Deliberate ignorance

Deemed Exports

Credit for slides:  Scott Maberry, Shepard 
Mullin

French Person

Bonjour!
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Deemed Exports

Credit for slides:  Scott Maberry, Shepard 
Mullin

Deemed Exports
French Person

Credit for slides:  Scott Maberry, Shepard 
Mullin

Deemed Exports

DEEMED EXPORT

Credit for slides:  Scott Maberry, Shepard Mullin
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Export Control- organizational responsibility

Org could be 
responsible for 
obeying export 

control 
restrictions in 

situations 
including: 

Purchase of 
goods and 
services

Facility use

Software 
license

Non-
disclosure 
agreement 

(NDA)

Equipment 
loan

Research 
agreement

International 
agreement

Material 
transfer 

agreement 
(MTA)

Sub-award

Sales and 
service 

agreement

International 
Travel

Staff need to understand whether these restrictions apply, and seek 
assistance with compliance.

Related pitfalls and overlapping risks

Do’s and Don’ts – Shipping

• Do NOT ship any item outside the U.S. without first 
checking the ITAR and EAR lists to determine if the 
item is controlled.  

• Secure license approval  or verify license 
exception PRIOR to shipment for all controlled 
items.
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Do’s and Don’ts – Restricted Information

• Do NOT enter into secrecy agreements or otherwise agree to 
withhold results in project conducted at the University or that 
involve University facilities, students or staff.

• Do NOT accept proprietary information from another that is 
marked “Export Controlled”. Review any Confidentiality/ Non-
Disclosure Agreements to insure that UC and you are not 
assuming the burden of restricting dissemination based on 
citizenship status or securing licenses. 

Do’s and Don’ts - Travel

Do NOT travel to Cuba, Iran, North Korea, 
Sudan, or Syria for research or educational 
activities without first contacting the campus 
Office of Research to secure a license from the 
Office of Foreign Assets Control.

Do review equipment that you will be taking with 
you against export controls.  A license may be 
required. 

• Guidance procedures and best practices
• Required documentation for approval and 

recordkeeping
• Restricted party screening – know your Politically 

Exposed Person and all other affiliates/3rd parties.
• Vetting and approval of agreements
• Consultation with Subject Matter Experts (e.g. 

Export Control Officer, Risk Services)

International Compliance Review Steps
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International Travel

Laptops and mobile devices
Corruption
3rd parties and re-exports
Every export is an import to another country

International Travel Security

Policies and procedures
Robust risk assessments
Travel approval process
Threat monitoring
Briefing and preparation
Communications
Contingency planning
Crisis response
Post trip/incident analysis
Insurance

Compliance Actions

Formal communication structure/listservs

Escalation procedures

Awareness campaigns – posters and online tools

Webinars

Creative problem solving
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Worldwide issues

• FCPA

• UK Bribery Act

• Extraterritoriality

• UN activities

• New laws emerging

From other nations

• Enforcement on rise

• How well do you know your overseas partners?

• How well do you know your overseas agents?

• What is your liability for their actions as 3rd parties acting 
on your behalf?

• Sponsors demanding FCPA and UKBA terms in 
agreements – what is your strategy?

• Hosting foreign delegations

• How do you demonstrate compliance?

Why this matters

• Are we liable for improper benefits paid by intermediaries acting on our 
behalf?

• Overseas payments OK?
• Political donation
• Gifts
• Preferential treatment
• Entertainment

• What due diligence must be performed before a third party may be paid?
• Issues with money?
• What records must be maintained?
• Countries of higher risk?

Prior to international engagements… 
What questions must be asked?
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Destination concerns?

• The FCPA applies to any and all “things of value,” including gifts.

• There are some exceptions to the general prohibition, however.

• Faculty and Staff members should consult with local experts prior to 
giving any gifts to foreign colleagues at state-run universities 
overseas or even when hosting visits on campus.

• No de minimis exception

Gifts?

• Excessive or non-bona fide payment of travel expenses

• Excessive gifts, entertainment, hospitality, administrative fees

• Contribution to a non-U.S. political party or candidate for non-U.S. political 
office

• Acceptance of cash or anything of value* in excess of modest gifts and 
hospitality from anyone doing or seeking to do business with the university

• Contracting with an entity owned or recommended by a Foreign Official such 
as their family members’ businesses

• Charitable contributions to organizations owned or recommended by a 
Foreign Official or owned by his or her family members

• Conferring titles of honor

• Promises of academic benefits from the university

Red flag situations
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Compliance Program

Yates 
compliant 
program

Documented 
policies and 
procedures

Escalation 
steps and 

procedures

Training and 
education

Mitigate 
noncompliance

Questions


