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�Cyber threat landscape – who are these hackers?

�What to expect when work with law enforcement 

and perspectives on how we work these 

investigations

�Best practices in responding to and recovering 

from a data breach

�Private Sector/Government cyber collaboration
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Who Are the Cyber Attackers:

Hacktivists Criminals Spies

Opportunistic  and have 

numbers on their side. 

Aim is to maximize

disruption and 

embarrassment to their 

victims. 

Motivated by financial gain, 

Sophisticated and calculated

in selecting targets and often 

use more complex hacking 

techniques than activists. 

Once they gain access, they 

take any data that might have 

financial value.

Often state sponsored, use 

most  sophisticated tools, 

very targeted attacks. They 

want IP, state secrets, 

financial data, or 

insider information.
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Forbes
� Tech

� Feb 17, 2015 @ 09:29 PM 4,697 views

� Vladimir Drinkman Pleads Not Guilty In 160 Million Credit Card Hacking Case
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Who Are the Hackers?

Dmitrii Smilianets

aka “SMI” Arrested

in the Netherlands 

2012

Dvladimir Drinkman

aka “Anexx” Arrested

in the Netherlands 

2012
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Insiders   

Use status/credentials as an 

employee or insider to willfully 

or inadvertently allow access 

and compromise sensitive data
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* Not just stealing copies of data, but altering or destroying it all   

together.

* Reinvesting profits to increase capabilities.

* Intents of nation states, criminal hackers and hacktivists are   

blurring.

* Ransomware and Business Email Compromise

* Chip and pin
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Data Breach Incident Response
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Cyber Threat Intelligence
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• Verizon Data Breach Investigations Report:

http://www.verizonenterprise.com/DBIR/2015/

• Trustwave Global Security Report

http://www2.trustwave.com/rs/trustwave/images/2015_Trustwave_G

lobal_Security_Report.pdf

Lou Stephens 612 348 1800, louis.stephens@usss.dhs.gov


