Director, Risk and Compliance Assessment
Full Time Regular
07/20/2005

Summary:
The Director, Risk and Compliance Assessment (DRCA) works independently or under direction of the Senior Director, Risk and Compliance Assessment. The DRCA is accountable for scopes of work of all ranges of complexity, but are typically highly complex enterprise-wide, including affiliates and international locations, of a technical nature involving strategic, long-term objectives. The DRCA is responsible for organizing and directing members of his/her team through matrix and direct management. The DRCA is responsible for assessing, planning, implementing, monitoring, controlling, and reporting on the enterprise-wide formal risk management program. Working for the Senior Director, Risk and Compliance Assessment, the DRCA will report periodically to the Enterprise Risk Management Committee consisting of senior executive personnel in the organization, the corporate chief audit executive, the Board of Directors, and will work closely with Federal Examiners, external auditors, and, at times, clients on high visibility issues. The DRCA is the leader of the COSO planning team assembled from business units across the company and affiliates to support the risk management program; the team will consist of supporting business unit coordinators, and resource area personnel (across departments and/or divisions). The DRCA is the primary catalyst for defining and shaping a progressive, achievable, risk-reduction program across all risk categories including financial, compliance, transaction, information security, physical security, vendor management, reputation risk, and strategic in addition to identification of specific components in each of these.  The DRCA position will also require travel and irregular work hours, and involve constant exposure to pressure imposed by a high degree of concern generated by accountability for success of major enterprise-wide projects and/or major areas of operation which may affect the corporation in long term relationships with clients, operating results, or involve tremendous reputation risk. The DRCA will manage, educate and grow other Risk and Compliance Assessment Managers and Associate Directors in a leadership role. The DRCA will work closely with senior executives to establish processes, procedures, policies, assessment and compliance required to identify and mitigate operational risks.

Specific duties within this position include:

          a) establishment of the COSO team.

          b) identification and valuation of all information assets; identify and rank all reasonably foreseeable threats to those assets; analyze the cost and effects of realizing those threats.

          c) rank data and system components according to their sensitivity and importance to corporate operations.

          d) identify security requirements and considerations.

          e) document current controls and security processes including both information technology and physical security.

          f) incorporate the results of the information security assessment into the risk assessment process.

          g) identify gaps in acceptable risk levels.

          h) document remediation efforts from reducing risk exposures.

          i) adapt to changes in the information technology and organizational structure. 
          j) assist in the development of the Enterprise Risk Management Annual Report.


Key Responsibilities: 
1. Ensures acceptable risk management practices are defined and followed.
          a) Uses existing processes, creating and implementing new processes as needed.
          b) Performs a lead role in identifying, defining, measuring and refining key management related processes.
          c) Uses imaginative or innovative tools to enhance overall effectiveness and establish concepts, theories or programs to overcome major unyielding obstacles.

2. Trains team members to ensure required skills are achieved/maintained for effective management in their assigned areas.

3. Ensures key roles and responsibilities are defined for team members. 
          a) Empowers others; encourages decision making at the lowest level reasonable.
          b) Ensures the corporate reputation is protected from risk issues. 
          c) Identifies those points when approval is required and by whom.

          d) Acts as the escalation level for corporate risk assessment issues.

4. Develops and maintains good working relationships with all persons and groups associated with the program, both inside and outside the organization. Actively pursues and encourages good working relationships among all team members and groups.

5. Practices, teaches and encourages the behaviors desired across the team.

6. Ensures key documentation is preserved and can be retrieved for audit, review, and legal purposes.

7. Assesses strengths and weaknesses continually and applies lessons learned to new initiatives and team members.

8. Plays a key role in the COSO team. 
          a) Provides direction to team members.
          b) Monitors performance of assigned team members and conducts their job evaluations.  Contributes input to business unit coordinators job evaluations.
          c) Teaches skills to help team members increase their effectiveness.
9.  Develops with the Senior Director the Division Budget which has key enterprise-wide impacts and may affect the corporation in long term relationships with clients, operating results, or involve tremendous reputation risk. 

10. Plans and implements professional self-development in respect to current and future job requirements; identifies and pursues training opportunities, professional affiliations, and industry certifications to acquire and maintain the appropriate skills.

11. Recruits and hires Risk and Compliance Assessment Managers and Associate Directors, as required.

Education and Experience: 
Candidates must have risk management experience, program management experience, people management experience, and a broad knowledge of new and existing technologies within the industry.  Four year college degree and 10 or more years professional experience or 12 or more years professional experience is required. Previous leadership management experience is required. 
Preferred:

Appropriate industry experience. Six Sigma Green Belt certification. Project Management Professional certification. Experience in Sarbanes Oxley compliance standards. Experience related to Risk Assessment in corporate or government arena.
