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The Future of IT Compliance 
…

And How to Plan for IT
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John DeLong, JD, CCEP

{ Berkman Klein Center for Internet and Society }
{ Harvard University }

{ the slides, views, and opinions are solely my own }

Welcome!
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● More Discussion; Fewer Slides
● Compliance and Ethics Programs are Foundational
● Crystal Balls are Always a Bit Cloudy

“Technology is Neither Good, nor Bad . . . nor Neutral”
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“The short-term impact of Artificial 
Intelligence 

depends on who controls it; 

the long-term impact 
depends on whether it can be controlled 

at all.”

-- Stephen Hawking 3

Bottom Line Up Front

1. The Future of IT Compliance . . . 

is going to look remarkably 

familiar and less scary than you 

might originally think.

2. If you treat computers and 

algorithms as additional people 

in your organization.

4

3. Then apply the compliance and 

ethics program framework to the 

computers and algorithms 

themselves. 

4. This is more powerful than it 

initially seems, but it requires your 

organization to “double down” on its 

compliance and ethics program.

5. That’s the challenging part, not the 

IT... 
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What we might talk about, but won’t 
focus onUse of Artificial Intelligence / Machine Learning directly in your compliance and 

ethics program

Lots of effort here already

Trend spotting, prediction, big data, etc.

Think evolution, not revolution...

Whether AI is going to “take over and/or ultimately destroy us?”

Figuratively or literally?

Like robots and stuff…

(Hint: a good conversation starter during the break...) 5

Is this our future?
6
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In the Future, 
Information 

Technology will 
be…

1. ____________
______

2. ____________
______

3. ____________

______
4. ____________
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Artificial Intelligence & Machine 
Learning“Weak AI” /  “Machine Learning” / 

Algorithms

Focused on one specific task

Narrow operating context

Focused training and patterns

Some emergent behavior

Examples:

• Customer support lines, automated 
voice

• Siri

• Self-driving cars

• Roomba

“Strong AI”

General abilities (like humans?)

Broader or all contexts

Close to limitless input and output

Examples:

??? (Watson in the future)

Lots of lively discussion about risks and 

benefits!

8
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A Few Case Studies

Watson (IBM)

Tay (Microsoft)

News Articles (e.g., earnings reports)

Music

Customer service

“It’s not a human move…”

9

88%
and growing...

10
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Algorithms for Speeding Tickets

In groups, review the one page spreadsheet of cars, times, and speeds. 

The speed limit is 55 miles per hour; written penalties are:

0-10 miles over Warning (only one) and then $60

11-20 miles over $120 and 1 point

21-30 miles over $240 and 3 points

31+ miles over Suspension of license and other fines…

When finished computing the total fines (dollars and points), please let me know.

11

The Human 
Element

12

From an Old IBM Advertisement

{ perhaps the most important 
part of the discussion today }
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The Human Element of Algorithms 
and Automation“Company X is cutting [insert big number] jobs due to automation…”

“You have been flagged for 18,297 speeding tickets . . . and that was just 

yesterday...”

“We don’t know why the algorithm did that, the IT department works magic…”

What if a machine learning algorithm was better than the HR department at 

picking good employees? Who’s running the show really?

http://www.inc.com/empact/the-future-belongs-to-leaders-who-get-artificial-intelligence.html
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Language Biases in Machine Learning

14

https://freedom-to-tinker.com/blog/randomwalker/language-necessarily-contains-human-biases-and-so-will-machines-trained-on-language-
corpora/
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AI, Tweets, 
and Spam

15

https://www.technologyreview.com/s/602109/this-ai-will-craft-tweets-
that-youll-never-know-are-spam/

AI and 
Inventions:

Sound Human?

http://www.limegreenipnews.com/2016/07/artificial-intelligence-
drives-new-thinking-on-patent-rights/

“Company A develops an AI 

program or machine, which it sells 

to Company B. Company B 

operates that AI on resources 

owned by Company C, such as 

servers in a cloud computing 

environment. Company B also 

obtains data from Company D that 

is used to train the AI.  After 

training, the AI produces an 

invention – so who is the inventor?”

16
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A New 
Standard for 
Ethics and 

Compliance
By Adam Turteltaub

Ethikos
March/April 2014
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At the highest 
levels of 

government...

18

https://www.whitehouse.gov/blog/2016/05/03/pre
paring-future-artificial-intelligence
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Are we approaching an “In re 
Caremark” Moment for Algorithms, 

Machine Learning, and Artificial 
Intelligence?IN RE CAREMARK

Review Facts of the case

What changed?

As applied to emerging algorithms and technology...

19

The basic question...

If we don’t always really know: 

how or why machine learning / artificial intelligence algorithms perform normally, 

how confident are we that their extreme behaviors won’t...

be simply far outside the range of appropriate behavior?

Would you hire a person (aka algorithm) who was clearly trained by an expert or 

group of experts, without knowing much more about that person?

What would give you and your organization confidence?

20
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First Break
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Part Two: 
Compliance and Ethics, Meet IT & 

Algorithms
. . . IT & Algorithms, Meet Compliance 

and Ethics

22
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Effective Compliance and Ethics 
Programs

23

Effective Compliance and Ethics 
Program

24

Exercise due diligence to prevent and detect criminal 

conduct.

Promote an organizational culture that encourages ethical 

conduct and a commitment to compliance with the law.

Periodically assess the risk of criminal conduct and take 

appropriate steps to reduce the risk of criminal conduct.
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Effective Compliance and Ethics Program 
Elements

25

(1)Need standards and procedures to prevent and detect criminal conduct.

(2)Management needs to engage with overall program and with people who are 

delegated to actually manage the program.

(3)Don’t hire people lacking integrity into management.

(4)Communicate, train, and share information so people are aware.

(5)Don’t set it and forget it! Monitor and audit, evaluate the effectiveness of the 

program, and have a hotline that actually means something.

(6)Bring your compliance program to life (not on paper!), use incentives to guide 

behavior and carry out appropriate disciplinary measures even for non-action.

(7)Address known, non-compliant conduct and make adjustments to the 

program as needed.

Maybe some 
science is still at 

the fictional stage 
. . . or . . . 

Is remarkably 
human.

26
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Word Cloud of the 2016 CEI Agenda

Effective Compliance and Ethics 
Program

28

Exercise due diligence to prevent and detect criminal 

conduct.

Promote an organizational culture that encourages ethical 

conduct and a commitment to compliance with the law.

Periodically assess the risk of criminal conduct and take 

appropriate steps to reduce the risk of criminal conduct.
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● Exercise due diligence to 

prevent and detect 

criminal conduct.

What is due diligence in the 

computer algorithm context?

___________________________ ?

29

● Promote an 

organizational culture

that encourages ethical 

conduct and a 

commitment to 

compliance with the law.

Are algorithms part of that culture?

Or are the people who program 

computers and algorithms the sole 

part of that culture?

How does culture get into the 

machines? Can you teach a 

computer algorithm ethics?

30
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● Periodically assess the 

risk of criminal conduct 

and take appropriate 

steps to reduce the risk

of criminal conduct.

How to assess the risk that a 

computer will generate criminal 

conduct?

Is it just the same as the human 

programmer, or is there something 

else to assess? Answer: Almost 

certainly YES!

______________________ ?

31

Effective Compliance and Ethics Program 
Elements

32

(1)Need standards and procedures to prevent and detect criminal conduct.

(2)Management needs to engage with overall program and with people who are 

delegated to actually manage the program.

(3)Don’t hire people lacking integrity into management.

(4)Communicate, train, and share information so people are aware.

(5)Don’t set it and forget it! Monitor and audit, evaluate the effectiveness of the 

program, and have a hotline that actually means something.

(6)Bring your compliance program to life (not on paper!), use incentives to guide 

behavior and carry out appropriate disciplinary measures even for non-action.

(7)Address known, non-compliant conduct and make adjustments to the 

program as needed.
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(1) Need standards and procedures to 

prevent and detect criminal conduct.

Can computers and algorithms read 

(or understand) standards and 

procedures?

Is the conduct the programmers’ or 

the computer algorithm’s? Or both?

33

(2) Management needs to engage 

with overall program and with people 

who are delegated to actually manage 

the program.

Does management understand the 

information technology parts of the 

overall program?

Who is delegated responsibility for 

the information technology 

compliance and ethics program?

Is there a shared understanding of 

what is IT-unique and what is 

universal and just applied, like 

everything else, to IT as well?

34
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(3) Don’t hire people lacking integrity 

into management.

When IT starts to make decisions, 

how do you assess its integrity?

What does integrity mean for IT?

Who makes the determination of 

35

(4) Communicate, train, and share 

information so people are aware.

How to communicate to a machine?

Can you train a machine?

Can you test a machine?

Do machines share information?

36
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(5) Don’t set it and forget it! Monitor 

and audit, evaluate the effectiveness 

of the program, and have a hotline 

that actually means something.

What does an IT audit really 

reveal?

Can machines call a hotline? What 

if they want anonymity?

37

(6) Bring your compliance program to 

life (not on paper!), use incentives to 

guide behavior and carry out 

appropriate disciplinary measures 

even for non-action.

What incentives guide a computer?

What is discipline for a machine?

Does non-action apply to a 

machine?

38
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(7) Address known, non-compliant 

conduct and make adjustments to the 

program as needed. Thoughts?

39

Part Three: How to Plan for the 
Future of IT Compliance and Ethics

40
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Your Case 
Studies

41

(Divide into Groups)

Second Break

42
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More 
Case 

Studies
43

(Divide into Different Groups)

Compliance in 
the Era of 
Artificial 

Intelligence

“these technologies often 

include the ability to learn and 

improve as more decisions are 

made, so they can improve 

over time.

But what happens when the 

inevitable disputes occur and 

regulators intervene or lawsuits 

are filed?”

44

See Jim Shook’s excellent post at:

http://thecoreblog.emc.com/it-management-it-trends-it-
advice-it-news/compliance-era-artificial-intelligence/
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How does your organization hire 
employees?

45

1. References

2. Resume

3. Interviews

4. More Interviews

5. As contractor first, then see if you want to hire them

6. Lateral from similar organization

7. Others?

How will your organization develop, use, or “hire” (and fire) algorithms?

Keep an Open Mind

“Trends, like horses, are easier to ride in the direction they are going.”

-- John Nasbitt

http://www.inc.com/empact/the-future-belongs-to-leaders-who-get-artificial-intelligence.html

http://fortune.com/2015/07/23/humans-are-underrated/

46
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Add Technical and HR Personnel to Your 
Compliance Team

47

Start by buying them pizza :)

Ask each of your organization’s senior leaders to identify two technical people --

one entry-level and one more seasoned -- from their area to help in 

compliance and ethics work. Why one of each?

Invite some of your trusted and open-minded HR colleagues too.

Grab your organization’s privacy policy and sit down with the technical team and 

have them review it. Listen first.

Do the same with areas where algorithms are making decisions on behalf of the 

organization.

Other ideas?

Focus on Accountability for 
AlgorithmsClarify ownership, responsibility, and accountability into a person/role.

Avoid committees or similar, redundant N-person reviews.

Consider starting with a basic inventory of what algorithms are running, in 

development, etc.

Even the journey will be illuminating...

Involve the IT personnel in ethics discussions

Don’t let them off the hook!

Other ideas? 48



25

Seen in NYC...

49

How “Human” is Your IT Compliance and Ethics 
Program?

1. The Future of IT Compliance . . . 

is going to look remarkably 

familiar and less scary than you 

might originally think.

1. If you treat computers and 

algorithms as additional people 

in your organization.

50

3. Then apply the compliance and 

ethics program framework to the 

computers and algorithms 

themselves. 

4. This is more powerful than it 

initially seems, but it requires your 

organization to “double down” on its 

compliance and ethics program.

5. That’s the challenging part, not the 

IT... 
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Thank You!
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