
1

GDPR almost one year in – what have 

we learned?

krista.muszak@techdata.com

robert.bond@bristows.com

Topics

• Appreciating the value of policies and 

procedures

• Increased data incidents, data 

subject requests, regulatory 

investigations and fines

• Why GDPR is setting the tone for 

global privacy
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GDPR Transparency and 

Accountability

Data Protection 
Code Employee 

Policy

Recruitment 
Policy

Website Notice

Cookie 
Statement

Consent 
language

LIA

International 
Data Transfers

DPIA

PbD

IS Policy

Acceptable 
Use

Social Media

Individual 
Rights

Data 
Disclosure

Data 
Destruction

Data Retention

Data Incidents

ARE WE DONE 

YET?

GDPR implementation was just the start… 

● GDPR laid the groundwork

● Legacy systems and people

● Anything else?
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Beyond GDPR: Data Governance is the ultimate prize! 

● Data dictionary 

● Data quality

● Centralised decision making and 

prioritisation

● Single customer view

● Issues and escalation

● Data retention and deletion decisions

● Capabilities are fit for compliance

● Exec level buy-in and accountability
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Data subjects rights

Data Protection 

Data 
Subject 
Rights

Information

(Art 14)

Access

(Art 15)

Rectification

(Art 16) 

Erasure

(right to be 
forgotten)

(Art 17)
Restriction of 
processing 

(Art 17a)

Data 
portability

(Art 18) 

Object

(Art 19)

Automated 
decision 
making / 
profiling 

(Art 20)



4

7

  

8



5

Sanctions for non-compliance – two levels of 

fines…

➢Up to the greater of 2% annual worldwide 

turnover of preceding financial year or EUR 10 
million – for matters re internal record keeping, 

data processor contracts, data protection officers, 

data protection by design and default

➢Up to the greater of 4% annual worldwide 

turnover of preceding financial year or EUR 20 
million – for matters re breaching data protection 

principles, conditions for consent, data subjects’ 

rights and international data transfers
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Sanctions for non-compliance are more than just for data breaches

That dam breach or that damn breach?
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Brexit: Deal or no deal

11

Deal or No Deal

Deal 
Transition period from 
11pm GMT to 31 Dec 

2020

Most EU law will apply 
whilst details are 

worked out

No deal EU law stops applying 
at 11pm GMT

UK cannot rely on 
reciprocity in Brussels 

Reg on jurisdiction 
and enforcement of 

judgments

UK cannot rely on 
intra EU data transfers

UK is out of the single 
market and customs 
union and no more 

mutual recognition of 
professional 
qualifications

12
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Data Transfers pre Brexit

Data 
Transfers

Consent

Contractual 
necessity

Adequacy 
decision

Privacy 
Shield

SCC

BCR

Seals

Codes of 
Conduct
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Brexit and data transfers

Brexit

Adequacy 
decision

Negotiated 
arrangement

Other 
grounds such 

as consent 
and legal 
necessity

Third country 
status
SCC
BCR

ODTA

14
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Brexit and other data consequences

Brexit

ICO relationship 
with ART 29 WP

Appointment of 
Representative

Location 
of the 
DPO

Lead 
Supervisory 

Authority
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2013 Study on Trade Secrets

75% of respondents ranked them as strategically 

important to:✓Growth✓Competitiveness✓ Innovation

Examples are:➢Commercial bids and contracts➢Contract terms➢Customer/supplier lists➢Financial data➢R&D data➢Process know how and technology➢Formulae and recipes➢Product technology➢Marketing data
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Directive 2016/943 on the protection of undisclosed know-how and 

business information (trade secrets) against their unlawful 

acquisition, use and disclosure

• Harmonises the definition of 

trade secrets

• Provides civil law rights to stop 

unlawful use and further 

disclosure of misappropriated 

trade secrets

• Right to have products removed 

from the market that have 

created using illegally acquired 

trade secrets

• Right to compensation

❑A trade secret must be seen by 

the business as secret

❑It must be treated as secret by 

the business

How to protect trade secrets

✓Clean desk policy

✓Shredding

✓Use of NDA’s and 

Confidentiality Agreements

✓Mark materials as 

CONFIDENTIAL

✓Take care when emailing 

attachments

✓Consider risks of disclosing 

trade secrets in public places

✓Manage devices in the 

workplace

✓Train staff to protect trade 

secrets
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Often the biggest threat is ourselves

19

Big Data

20
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Expanding Privacy Regulations
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Understand your personal data estate

WhoWho

WhatWhat

WhenWhen

WhereWhere

WhyWhy

HowHow

How do the laws apply

1. Think about history
2. Remember colonisation and conquest
3. Commonwealth countries adopt a UK approach, so Singapore, South Africa, 

Canada, India and Australia have English style laws
4. Spain and Portugal influence Argentina, Uruguay, Brazil and Macau
5. France influences North Africa, Vietnam and Canada
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So in implementing policies and procedures…..

EEA (GDPR)EEA (GDPR) EU influenced GDPR styleEU influenced GDPR style

USAUSA Rest of the worldRest of the world

Law & 
Regulation

Law & 
Regulation

Questions?



15

Thank you
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Bristows LLP
100 Victoria Embankment
London EC4Y 0DH
T +44(0)20 7400 8000

robert.bond@bristows.com

This document is for information purposes only and any statements or 

comments it contains relating to matters of law are not intended to be acted 

on, or relied upon, without specific legal advice on the matters concerned. 

To the fullest extent permitted by law, we disclaim all liability and 

responsibility for any reliance on the statements or comments contained in 

this document.

Bristows LLP is a limited liability partnership registered in England under 

registration number OC358808 and is authorised and regulated by the 

Solicitors Regulation Authority (SRA Number 44205).


