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Evolving Supply Chain Challenges1

Evolving Supply Chain Challenges

Global supply chains are beset by 
several challenges

• Continuing COVID-19 disruptions / 
local shutdowns

• Trade and tariff wars

• Geographic overconcentration

• Growing consumer awareness of 
supply chains and sourcing

• Evolving regulatory focus (e.g., data 
privacy, ESG, illicit trade)

• Growing cyber risks (remote working, 
digital integration, etc.)

• “Politicization of supply chains”
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Kroll COVID-19 Heat Map

https://www.kroll.com/en/covid-19-heat-map
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“Reshoring”

“Othershoring”
??

Supply Chain Networks After COVID-19 (1)

These challenges will have major 
impact on how supply chain networks 
look going forward

• Bankruptcies / closures: Many 
companies will likely no longer exist

• Organizational restructuring: Some will 
emerge in a different form

• New ownership: Every crisis is also an 
opportunity

• Increased digitization and integration: 
Keys to increased agility and resilience

• Reconfiguration: Supply chain footprints 
likely to change
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Supply Chain Networks After COVID-19 (2)

The ongoing challenges also impacting 
perception of global supply chains

• “Rise of supply chain risk management”

• Growing concern with geographic 
concentration of third-parties

• Increasing focus on ESG—maybe?

• Greater consumer focus on origins

• Increased scrutiny of Chinese touch 
points

Kroll, a division of Duff & Phelps. 
6

October 6, 2020

“…at least 51,000 companies around the world have 
one or more direct or Tier 1 suppliers and at least 
five million companies around the world have one or 
more Tier 2 suppliers in the impacted region [of 
China].”

-Dun & Bradstreet 
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Impacts on Compliance Programs2

Impacts Upon Third-Party Compliance Programs

These challenges will increase pressures 
on third-party compliance programs

• “Do more with less”

• Faster, more agile third-party onboarding

• Due diligence in new, unfamiliar jurisdictions

• Rescreening of existing, yet changed third 
parties

• Monitoring existing third parties for change

• Consideration of emerging regulatory concerns

But, even more so…
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Concern of Significant Fraud Across Supply Chains

Bribery and corruption 
risks due to COVID-19 
likely to grow 

• Rapid replacement of third 
parties

• Increased interactions with 
government staff

• Unprecedented demand for 
certain products

• Desperation due to 
economic crisis
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Fraud in the Wake of COVID-19: Benchmarking Report, ACFE, June 2020
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Continued Government Focus on Compliance

“…we cannot effectively shut down our program 
by agreeing to a blanket hiatus in investigations 
or litigation…we cannot permit the [COVID-19] 
crisis to be used as a cover for gamesmanship.”

- Steven Peikin
Co-director, U.S. SEC Division of Enforcement

“Nothing has been put on hold…. It's not that the 
rules no longer apply; the rules very much apply.”

- Robert Dodge
Assistant director, U.S. SEC FCPA Unit

“Reporting and detecting [bribery] misconduct 
continue to be very important things for 
companies to do… compliance has to continue.”

- David Fuhr
Assistant chief, U.S. DOJ Fraud Section
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Despite COVID-19, regulatory 
and legal requirements remain

• Regulators understand that 
COVID-19 may impact your 
compliance capabilities

• But, they repeatedly emphasize 
meeting regulatory requirements

9

10



6

Responding to the Challenges3

Suggested Steps To Mitigate The Challenges (1)

Third-party due diligence best practices to 
support a firm’s recovery

1. Ensure you have a risk-based due diligence 
program for your entire third-party ecosystem
 Aligns with your firm’s efforts to map its supply 

chain network
 One-size-fits-all program ineffective and wasteful

2. Conduct proactive due diligence on backups to 
key third parties
 Save precious time in event of new disruption

3. Establish an ongoing monitoring program
 Risk profiles change over time, especially during 

a crisis

Kroll, a division of Duff & Phelps. 
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Suggested Steps To Mitigate The Challenges (2)

4. Digitize your third-party due diligence 
processes
 A technology-driven third-party management 

system can save time and money

5. Incorporate emerging regulatory concerns 
into your compliance programs
 ESG issues—especially forced labor checks
 Data privacy / data security

6. Ensure adequate focus on Chinese touch 
points
 Bribery / corruption not increasing per se, but 

geopolitical tensions are

Kroll, a division of Duff & Phelps. 
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Thank You!

Suggested further reading: 

 Cyber Risk: The New Due Diligence Frontier

 Due Diligence Best Practices to Support Your 
COVID-19 Recovery Efforts

 What Third Parties are Doing During COVID-
19 Pandemic

 Is Your Compliance Team Ready for 
Mandatory Environmental, Social and 
Governance Due Diligence?

 Six Key Questions to Ask Outside Counsel 
About Their Cyber Security Posture

Kroll, a division of Duff & Phelps. 
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Daniel M. Hartnett
Associate Managing Director

daniel.hartnett@kroll.com

T +1 571 521 6115

Kroll’s Supply Chain Vendor 
Screening and Due Diligence 
Services
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For more information about our global locations and 
services, please visit:
www.kroll.com

About Kroll

Kroll is the leading global provider of risk solutions. For more than 45 years, Kroll has helped clients make confident risk management decisions about people, assets, operations and 
security through a wide range of investigations, cyber security, due diligence and compliance, physical and operational security, and data and information management services. For 
more information, visit www.kroll.com.

About Duff & Phelps

Duff & Phelps is the global advisor that protects, restores and maximizes value for clients in the areas of valuation, corporate finance, investigations, disputes, cyber security, 
compliance and regulatory matters, and other governance-related issues. We work with clients across diverse sectors, mitigating risk to assets, operations and people. With Kroll, a 
division of Duff & Phelps since 2018, our firm has nearly 3,500 professionals in 28 countries around the world. For more information, visit www.duffandphelps.com. 
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