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Cyber Compliance:
Lessons Learned

Background

•

•

•
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US DoD’s 1st Solution (2017): 

NIST SP 800-171

•

•

Super idea!

•

•

•

•
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Lessons Learned

•

•

US DoD’s 2nd

Solution (2019): 

CMMC and DFARS 
-7019 and -7020

•

•

•

•
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Contractors’ Response 
to DFARS -7019

•

•

•

DIBCAC’s Lessons 
Learned

•

•
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Less than 7%  of contractors who handle CUI (i.e., sensitive inform ation) are 

actually ready to handle it.

How About the Basics?

•

•
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Less than 25% * of all governm ent contractors are m eeting the basic 15 controls in 

the FAR.

Better…but not by much

• https://sera-brynn.com /wp-content/uploads/2021/08/Reality-Check-2020_web_version.pdf
• NIST SP 800-171: 3.1.20 (external system  connections), 3.14.1 (system  flaw updates)

CMMC 2.0 Level 1

•
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Frequent Internal Roadblocks

•

•

•

•

•

•

Employee 
Overconfidence

•

•

•
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Don’t Make Stuff Up: 
Select an industry standard and build your 

program to that standard

•

•

•

Carefully Identify 
and Track the 
Requirements

•

•

•
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Make Sure Your Team 
Fully Understands the 

Requirements

• M any standards have an “Assessm ent Guide” with 
additional details… and additional requirem ents.

• Be sure to evaluate com pliance with the 
Assessm ent Guide and not just the standard itself.

Continuously 
Document What 

You’re Doing

•

•

•
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Interview: Key 
Personnel

•

•

•

Examine: Identify 
Key Documents

•

•
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Test

•

•

Effective 
Communication with 

Stakeholders

•

•

•
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Cybersecurity Assessment/Audit Preparation Process

1. Conduct Inventory

1. Hardware
2. Software
3. Cloud services
4. Information

2. Use inventory information to define 

“systems”.

3. Create Diagrams

1. Network diagram (illustrates the overall 
architecture).

2. Data flow diagram (illustrates how data 
moves to/from the systems).

3. Role‐based org chart with information 
and system authorization.

4. Determine whether the environment 

should be managed under a single System 

Security Plan (“SSP”). 

1. Does the nature of the work performed, 
or the workflow/information handled, 
suggest treating the environment as 
discrete systems with their own SSPs?

5. Collect policies, procedures, plans, and 

other documents relevant to the 

assessment scope, if they exist.

6. Perform a gap analysis against the 

standard(s), but don’t bother collecting 

evidence.

7. Create POA&Ms (gap remediation plans) for 

open actions.

8. Close the gaps.

9. Perform a validation analysis – collect 

evidence that demonstrates your 

compliance with all the requirements 

defined in the assessment guide.

For m ore details, see:
https://cm m cinfo.org/2022/05/11/cm m c-gap-analysis-client-engagem ent-process-and-questionnaire/

Don’t Forget Your 
Supply Chain

•

•

•

•
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Consistency is the Key
•

•

•

•

•

•

About the Presenter
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