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“..in 2005 Facebook didn’t exist for most
people, “twitter” was still a sound, the cloud
was something in the sky, 3G was a parking
space, applications were what you sent to
colleges, and “Skype” was a typo.”

Thomas Friedman
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Data Security - Landscape

e Personal data has a value

» Different political reactions

ifferent legal system

»*E .

s worldwi

EU data protection law

* Principles based

¢ Local law varies

* Enforcement varies

e Prior registration can be required to collect data

e Steps must be taken if transferring data to the US (or
most other non-EU countries)

© Cordery 2018 @CorderyUK 4

Article 6, principle f
Data must be:

“processed in a manner that ensures appropriate security
of the personal data, including protection against
unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate
technical or organisational measures (‘integrity and
confidentiality’).”
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Article 33

\ ou fail tell 3 regulator without undue delay and in




Prevention ﬁ

Dutch CBP: - i
. “Contingency plan .

an emergency. Howev.

e’famlll ’ [ri, ’

Article 35

Data Protection Impact Assessments

© Cordery 2018 @CorderyUK 10

Privacy class actions

e “Material or non-material damage”

¢ Controllers and processors could end up paying
¢ The Schrems case

* Morrisons

¢ Don’tlook at GDPR in isolation (e.g. NIS Directive; e-
Privacy Directive)

©Cordery 2018 @CorderyUK 1




The Perfect Storm... More (& Less)

More... Less...

*  Attacks (and cheaper too) * Care

« Reliance on 3™ parties, e.g. outsourcing; ¢ Compliance and legal resources
Saas; Cloud Attention to contractual terms

*  Cost pressure « Vendor accountability

*  Regulation and enforcement «  Sympathy from courts & regulators

* Geography

Social networking

Value in stolen data

Speed

Whistleblowers

Chance of getting caught

Focus on investigations

Subject militancy e.g. Google case

People trying to rewrite the past - because
they can

©Cordery 2018 @CorderyUK 1

Top Tips

Be secure

Insure?

Keep records (but do not fall for the Article 30 trap)
Train your staff

Have proper policies and procedures

Fire drill

© Cordery 2018 @CorderyUK 1

Resources

Short GDPR film - www.bit.ly/gdprfilm
GDPR FAQs — www.bit.ly/gdprfags

EU Glossary — www.bit.ly/gdprwords
GDPR Navigator — www.bit.ly/gdprnav

Morrisons alert - http://www.corderycompliance.com/client-alert-
morrisons-data-breach-litigation-succeeds/

Data Breach Academy - http://www.corderycompliance.com/cordery-data-
breach-academy-2/

©Cordery 2018 @CorderyUK 14
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A Simulated Criminal Attack
Lessons from a Red Team Exercise

:','.',ff,f.:g‘ff Mike McLaughlin

Cyber Security Operations Manager

Ethical Hacker and Social Engineer at first Base Technologies since 2008

Published for TechTarget and C: Weekly

Cyber Security commenter for BBC
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§ FnsTBAsE How an Advanced Attack Works
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¥ HIRST+ 8AE Lessons from a red team exercise

“The story you are about to hear is true; onfy the names have been changed to

protect the innocent vulnerable.”

-

:f- FnsroBAse Remote information gathering

« Remoteiformation gathering premises in UK. revewad on Googe maps and street vew

4 registered domains

1P address ranges
+ M nternet-facing hsts

« Metadataretieve for Adob, fficeand Duarkbpress
« Scan revealed OWA n use:

+ Inernet search for reloant emai addresses

« Linkedln searches to construct email addresses for employees

400 email addresses identified
+Interesting’ staff names and job titles from Linkedin

« Emails senttosbtanresponding email sty and eyt
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:f FIRST 4 BASE On-site reconnaissance

+ Heat offc
- Parimeterguards and pternel CLTV
- Main eception maned and ontroled
- Gaads entrance vell contraled
- Mo ather access
- Staff 1) card design noted

- Results used to plan on-site attack 2

+ Branchaffce
~ Highstrest pemises. o guarding
- Small reception, one receptionist
- Door intercom
- Mlttonented bulding

~ Results used o pln on-sie ttack |

Fvs B a9 08

:f FIRST BASE Results of info gathering

technelogies

Spear phishing is viable and can be used for theft of credentials

2. Head offce wil requinelegtimate appontment to gein phyical access
3. Branch office may be winerable to ad hoc visitor with remote backup
4. Significant number of other premises available as fallback
5. Windows and Office in use. so tyical network vainerabilties il apply
SA——
Frmsrepase Spear phishing plan
| Gonvincing foke domein rame aveable and purchased
2. DWAsite cloned onto fake domain for credential theft
8. Large number of email addresses harvested as targets
4 Design of real emails caped tofaciltate spear phishing
8. Names and job titles gathered as fake senders
B, Genuine OWA will be used to test stolen credentials

(and gather further infa)

1. Credentils willbe deployed i frston-site attack

e B g 1 70




technalogies

Spear phishing exercise

Email et from I manager, using ke domain address

2. DWA cloned on to tester’s laptop, DNS set accordingly
3. Emal sent tothree groups of 100 recients
4. Within a few minutes, 41 recipients entered credentials
8. Credentials tested on legitimate OWA site
6. Sigoificant information gathered fram each account
7. Further emails can now be sent from legitimate addresses
N7 1
IMCKBJI)
ib' “
RA—
FFRSToBASE Branch office attack plan
1 Team member "Harry” o pose as a contractor warking fr a telecomms firm
2. Clothing andID badge prepared
3. Works order fabricated
4. Engineering toolkit prepared, including laptop
5. Credentals obtained from spear phishing stared an lptap
B. phones

-

FIRST+ BASE
technalagies
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Branch office attack exercise (1)

Harey arrives sndtllsreceptionist e needs to fx a netwrk faul
Receptinist asks for a contact name fo verifcation
Harry lims not toknow and gves receptiois is works order number and  phone number to gt detals

Receptinistcalsand spesks to George who ges the name of an T employee (uha we know s ‘outof offce)

Receptionist cannat make contact with absent IT employee. so tells Harry to call their IT Manager to resalve the prablem

Herey alls Charlie and aks him to impersonateth I Manager

o the T anag andtllsthemto gie Harry access




§ FnsTBAsE Branch office attack exercise (2)

« Harryis escorted into the officeand gven a desk and a netwark pint

Heis left unsupervised and plugs his laptop in to the netwark

= He explores the network and identifies several Windows servers

. 0 obtained duringth phishi
« Heexpores various servers and identifies many interesting fies

« He plants several files to demanstrate full read-write access

+ He explains that 0 and that ok. He is escorted to reception and signs out

—

ngcn%‘n
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:f{'fffl-!;.’f Head office attack plan (1)

Anumber of scenarios were considered:
« gy for a ob vacancy witha suiteble ake DY ’ \
+ Courer delvery of aparcel ;

* Researchand interview for newspaper or publication

+ Discussionabout & schocl tour ofpramises

Tourof premises as a prospectie custamer
« Tuo lernaties were selected and devloped:
+ Tour of pemises as a prospectve customer fora specific product

« Interview for a charity magazine about corporate fund raising

-

1RST+ BASE Head office attack plan (2)

Relevnt domai names wereobtained, emal sddresses and web pages reated for both fake rgarisatons.
1. Tour of premises s a prospective customer for aspecific product
“Ame" sent anemal via the company’s anln form
- Anexchange of emais occurred over the next Few days and sheobtained permission, as a new customer, o baok a tour ofthe pramises
2. Iterview fo a charity magazine aboutcorporatefundrasing:
- A" called the company and spke t head of fund raising team
- Pressoffie calld Anneand asked for more detals
Background research proved convincing and pretet was acoepted
- Itervew baoked at head ofce

Dpton 2 entledlss iskof exposure, so was attempted first.

e B achagos 1 0




¥ FiRsTosase Head office attack exercise

A and George arre fo the pressinterview,are gven visitor passes and escorted o a meeting room

2. Beorge askstouse the bethroom and i g directions

3. senior employee s the meeting and asks further quesions to velidte tei stoy.which are answared satisfactriy

4 Beorge returns from the bathroom, but quickly exits the meting agin laiing a pack o darhoea medicie anthetable

5. During is bathraom it George i abe to access unattended lab computers, simuetsnstaling keyfogers and remote cotrol softwaraand
coping fies ontoa USB drie

8. Whentheiterview concludes, Anne and George e sscortad from the buiding

HACKED
S

FFmsTeBase

ewed s chsen parnc

[ e ——,

-

soporied by espioe S

-

FFIRSToBASE Lessons
rchnsier

No checks on socel networking using work emai addresses

2. Nosanitisation of metadata inpublshed documets
3. Insufficntstaff trining on spear hising

4 nadequate visitor valdation ot branch ffce

5. Unsupenised vsior at branch ffice

8. Unsugervisd vsitr at head office (throom bresk)

7. Unlcked, unattended laoratariesand urlocked computers
8. Nochalenging o wescorted vsitors

9. Sensithe information protected nly by Windows credentials

e B g 1 70
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£ FIRSTs BASE Red Team Testing

technalogies

Use your theeat analysis to ick a realisic ttackscenario

Use your asset register to identify realistic targets

Engage s red team percisetosimulte 3 rea attack

Check your preventative and detective controls!

Learn, mprove.repeat!

Fvs B a9 08

Questions

Jonathan Armstrong
Cordery
jonathan.armstrong@corderycompliance.com
+44 (0)207 075 1784
www.twitter.com/armstrongjp

Mike McLaughlin
Cyber Security Operations Manager, First Base
mike. in@fi co.uk
+44 (0)1273 454525
@miketmclaughlin
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