
4/13/2020

1

Creating Privacy Training that Sticks: 
Techniques & Tools to Improve Learner Retention

S C C E  E C E I  A M S T E R D A M

M A R C H  1 6 ,  2 0 2 0

Threats are real and the potential costs are high…

Employees are on the front lines, and their actions matter…

But not all training is effective…

…and defensibility won’t help you.

What cybersecurity taught me about privacy training….
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• Focus on what the law MEANS, not what the law SAYS

• Think like a lawyer, talk like a human

• Aim for persuasion, not just information

• Measure and manage your impact

What we’ll cover:

Who is your audience
and 

what do they need?
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1. Start with what the law MEANS, not 
what the law SAYS....
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• Awareness = “designed to 
change behavior or 
reinforce good practices”

• Frequent, engaging 
communications are ideal

• Evaluation and feedback 
aimed at ongoing 
improvement
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1. Lead with key behaviors

2. Use core concepts and supporting detail for context

3. Screen out distracting details

For basic literacy & awareness:

Specific behaviors and actions you want from learners:

1. Involves concrete actions and common situations an 

individual employee could reasonably encounter

2. Can be written as a “we/you” or “do/do not” statement

Key Behaviors
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Provide important context for what you’re asking 

employees to know and do:

1. Why does this law exist? Why should anyone care?

2. If you could tell employees only three things…?

3. What’s the worst that could happen if someone gets 

this wrong?

4. What constitutes basic literacy?

Core Concepts

Why does this law exist? 
Why does it matter to do 
the right thing?

Technology developments have made it possible for companies to collect and store massive amounts of 
information about individuals.

Governments have responded by placing restraints on how people and companies keep and use that data.  
Why should anyone care? Anyone who handles personal data – which may be all of us – is potentially at risk of mishandling it or 

wrongfully disclosing it.

As a result, we all need to know and follow the policies and procedures we’ve put in place to protect 
personal information inside our company.

If you could tell 
employees only three 
things about this topic, 
what would you tell 
them?

• Data privacy is about making sure that personal data is treated with respect. 

• It’s important to be able to recognize when you are working with personal information about 
individuals, so you can protect it. 

• Our company has put policies and procedures in place to protect the personal information in our 
control, and you need to know and follow these rules. If you don’t know what to do with a certain type 
of information, stop and ask.

What’s the worst that can 
happen if someone gets 
this wrong?

Violations of GDPR can carry serious penalties, including massive fines.

What constitutes basic 
literacy in this area?

• Know how to recognize/define personal data.
• See examples of personal data our company might handle.
• Know what protection procedures we’ve put in place, and/or where to find them.
• Know where to go if you have questions.
• Know what to do if you suspect there has been a data breach.
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Things only experts or lawyers need to know:

1. Technical terms; certain legal concepts and definitions

2. History of the law

3. Subtle nuances

Distracting Details
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2. Think like a LAWYER, talk like a HUMAN....
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People online skim rather than read:

1. Write like you’re explaining to a smart 12 year old

2. Use “you” – be a person talking to a person

3. Style text – headers, bullets, line breaks, etc.

Copywriting Tactics Can Help
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3. Think PERSUASION, not INFORMATION....
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• Often lack of information is not the problem

• Impact comes from audience insights

• You can do a lot in 90 seconds

Persuasion is about Emotion 
(Not Information)
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4. Measure and manage your IMPACT...
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“People generally are going about 
learning the wrong way. 

[R]esearch into how we learn and 
remember shows that much of what we 
take for gospel…turns out to be largely 
wasted effort.

But there’s a catch: the most effective 
learning strategies are not intuitive.”

“Make it Stick: The Science of Successful Learning

To learn, retrieve.

- Since 1885, psychiatry has recognized 
a “forgetting curve”

- We lose 70% of what we learned 
quickly; the last 30% falls away more 
slowly

- To improve learning, we must interrupt 
the forgetting curve
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Key fact: Fast learning leads to fast 
forgetting.

- Retrieval is like exercise for a memory 
– it makes it stronger

- To be most effective, retrieval must be 
repeated, in spaced out sessions

- Repeated retrieval can make skills a 
reflex – the brain acts before the mind 
has time to think

26

1. Short survey – risks and 
knowledge 

2. Short video + test: Hackers, 
Phishing, and Social Engineering 

Sept: Survey + Video

Partner with the client to develop a continuous 
campaign with short but frequent touches.

To Start….

1. Infographic to communicate back
2. Short video + test: Malware and 

Keeping a Clean Machine

Oct: Infographic + Video + Challenge

1. Short video + Test: Protecting 
Our Information

Nov: Challenge Feedback + Video

Cybersecurity: A 3-month campaign

“We needed to reinvent what [training] could be 
like for our employees and get them interested 
again. We are thrilled.”

“Senior managers went out of their way to tell me 
how much they enjoyed the quick hits of 
information.”
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Questions?
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